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1.
Discussion

1.1
Pairing requirements in SA1
The requirement related to pairing approved by SA1 are captured in subclauses 7B.2 and 7C.1 of TS 22.278:.
Observation 1: For fast connectivity setup, a trust relationship between remote UE and relay UE needs to be established at the time of pairing.

Observation 2: The 3GPP network needs to know the preference of the relay UE for the remote UE authentication. It is natural that the best opportunity for the 3GPP network to get this information is at the time of pairing.
1.2
Trust relationship authentication in Rel-13 

In Rel-13 ProSe, ProSe direct discovery has already been supported both for commercial and Public Safety use. For the commercial case, ProSe direct discovery can be divided to open discovery and restricted discovery. The trust relationship authentication is different in the three kinds of discovery. The details are as below:
Table 1.  Trust relationship authentication in Rel-13
	
	Trust relationship authentication
	Whether can satisfy the Rel-14 requirement

	Open discovery
	No trust relationship between announcing UE and monitoring UE
	N/A

	Restricted discovery
	Performed in the ProSe Application server during the monitor request procedure
	No, the trust relationship between the remote UE and relay UE in R14 is not an application layer relationship.

	Public Safety discovery
	The UEs perform the authentication themselves, based on the preconfigured information received in the Service Authorization procedure.
	No, it is hardly imaging and impossible to preconfigure all the trust relationship in the commercial UEs.


As it can be seen in the table above,

Observation 3: The Rel-13 trust relationship authentication mechanism cannot be reused in Rel-14 without enhancement.
Based on the previous observations, we have the following proposals:

Proposal 1: Design a pairing procedure that allows to establish a trust relationship between an Evolved ProSe Remote UE and a specific Evolved ProSe UE-to-Network Relay. 
Proposal 2: At termination of the pairing procedure, the trust relationship is stored in the Evolved ProSe Remote UE, in the Evolved ProSe UE-to-Network Relay and in the 3GPP network.
Considering the trust relationship should be changed by users themselves, a revocation mechanism is also needed. 
Proposal 3: Design a procedure to revoke the trust relationship between an Evolved ProSe Remote UE and a specific Evolved ProSe UE-to-Network Relay.
2. 
Proposal
It is proposed to add the following key issues to TR for FS_eProSe-Relay.
* * * * Beginning of Changes * * * *
5.X
Key Issue #x: pairing of an Evolved ProSe Remote UE and a specific Evolved ProSe UE-to-Network Relay
5.x.1
General description
In order for support fast connectivity setup between an Evolved ProSe Remote UE and a specific Evolved ProSe UE-to-Network Relay, a pairing procedure is proposed to establish the trust relationship in the Evolved ProSe Remote UE, the Evolved ProSe UE-to-Network Relay and the 3GPP network (e.g. ProSe Function). This trust relationship is used for Evolved UE-to-Network Relay Discovery and authorization during the indirect 3GPP connection establishment procedure.

For this key issue, the following aspects need to be studied:
-
How to establish a trust relationship between an Evolved ProSe Remote UE and a specific Evolved ProSe UE-to-Network Relay
-
Revocation of the trust relationship between Evolved ProSe Remote UE and Evolved ProSe UE-to-Network Relay.
* * * * End of Changes * * * *
The 3GPP system shall support pairing of an Evolved ProSe Remote UE and a specific Evolved ProSe UE-to-Network Relay to allow for fast remote connectivity setup with UE consent given, and/or MNO control applied, at the time of pairing.














Based on the preference of the end-user of the Evolved ProSe UE-to-Network Relay, the 3GPP network shall be able to allow/disallow access from an Evolved ProSe Remote UE to the network via an Evolved ProSe UE-to-Network Relay.
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