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Abstract of the contribution: Proposal for additional interim agreements for Policy Control Framework on encrypted traffic detection 
Background
This purpose of this PCR is to propose some additional interim agreements based on the solution for encrypted traffic detection in the TR 23.799.  
Proposal

The following changes are proposed to clause 8.10 of TR 23.799. 
***** First Change *****

8.10
Interim Agreements on the Policy Framework

In the interim agreements below the PCC Framework refers to the Policy and Charging Control defined in EPC. The interim agreements below are subject to updates to cover all the topics listed in the WT list.

Interim agreements on the Policy Framework key issue:
1. The PCC framework defined in TS 23.203 is generic and the relevant parts is applicable to NextGen, including: 
a. The PCC Framework in NextGen includes the following Functional elements: The NG Policy Function that interfaces to the Session Management, the Application Function, and the Online Charging System.
b. The NG Policy Function evaluates operator policies that are triggered by events received from the Application Function, the Session Management, and the Online Charging System.

c. The NG Policy Function provides Rules for application and service data flow detection, gating, QoS and flow based charging to the Session Management.

NOTE 1: NextGen provides a PDU connectivity service of different PDU types, the existing PCC framework is applicable to PDU sessions of IP Type only.

NOTE 2:
Credit management and reporting are to be defined in SA5 specification.
x.
In order to support policing and QoS enforcement for the scenario of encrypted traffic detection, the solution based on service token extension is adopted in the NextGen system, including:

a. In the uplink or downlink traffic (over NG6) or both, the UE or content provider respectively generate and append to the data flow  with service token extension which includes the service ID and verification data . The verification data is generated based on the verification information, which if needed is made available by the content provider AS to the UE.

b. To identify the service in the traffic, the NextGen CN verifies the validity data of the service token extension detected in the uplink or downlink traffic or both based on verification information which is made available by the content provider AS to the NextGen CN (e.g. via policy functions).
c. 
d. The service token extension on HTTP head and the option space in TCP head are both applicable.The structure of extension is defined by 3GPP.

NOTE x.1:The details of the algorithms and security of generating and verifing authentication data based on verification information are left to SA3 to define.
NOTE x.2:How the application client in UE gets the service ID and credential for verification from the content provider,and How the application client in UE generates the service token extension is application level issue. It will not be specified in the normative phase and is also out of scope of 3GPP SA2.
NOTE x.3: How to ensure that the solution does not severly impact user-plane performance is to be addressed during normative phase.
Editor’s note: additional interim agreements, e.g. for extensions to the existing PCC framework, are FFS.

***** End of Change *****
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