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Introduction

SA3 has defined the following functions elated to credentials, authentication, and key agreement:

-
Authentication Credential Repository and Processing Function (ARPF)
-
The ARPF holds the credentials, e.g. long term key. In case of AKA-based authentication, the ARPF also generates the authentication vectors. 

-
Comparing to EPS and non-3GPP access, the ARPF would correspond to the AuC which is part of the HSS.
-
Authentication Server Function (AUSF) 

-
The AUSF performs the actual authentication procedure. In case EAP is used, the AUSF would act as EAP Server and support the actual EAP method (e.g. EAP-AKA).  

-
The AUSF is always located in the HPLMN. Whether there is a need for a AUSF proxy (similar to AAA proxy) in the VPLMN is FFS in SA3.

-
Comparing to EPS, the AUSF would be in the 3GPP AAA Server for non-3GPP access. For 3GPP access (EPS AKA) the role of AUSF is not so clear as authentication functionality is present partly in HSS and partly in MME.
-
Security Anchor Function (SEAF)
-
The SEAF receives and stores the key that is created during the authentication. 

- 
Comparing to EPS, for 3GPP access using EPS AKA, this corresponds to MME functionality that receives the K_ASME from HSS. For non-3GPP access using EAP-AKA in EPS, this corresponds to ePDG/TWAN that receives the MSK from the 3GPP AAA Server.  
-
Security Context Management Function (SCMF) 

-
The SCMF manages the key hierarchy and derives additional “lower level” keys for use e.g. in the (radio) access network. These keys may be specific to the access. 
- 
For 3GPP access in EPS, this corresponds to MME functionality deriving keys for NAS protection, a key provided to eNB etc. For non-3GPP access, the functionality is performed by ePDG/TWAG when deriving keys for IKEv2/IPSec, IEEE 802.11 link etc.
Discussion
In our view the following allocation of authentication functionality is preferred:

-
Security Context Management Function (SCMF) 
The SCMF is responsible for creating (possibly access specific) lower level keys for use e.g. in RAN for 3GPP access, IPSec for untrusted non-3GPP access etc. This may also require frequent key re-derivation when the UE e.g. moves between RATs and SMCF should thus be collocated with the NG2/NG1 termination point (i.e. the AMF in to the architecture in clause 8.12) to avoid unnecessary delays. 
-
Security Anchor Function (SEAF)

The SEAF should preferably be collocated with the SCMF to avoid complexity of open interface between SEAF and SCMF and to reduce delays in re-keying. There appears to be no benefits for separating the SEAF from SCMF or from AMF. Separation on the other hand causes additional complexity of SEAF selection, routing to the correct SEAF, handling of multiple SEAFs in the operator’s network redundancy, load balancing etc. It is proposed that the SEAF is collocated with the SCMF in AMF. 

SA3 requires that both SCMF and SEAF resides in a secure environment in an operator’s network. It should however be assumed that the AMF resides in a secure environment, e.g. as a VM in a physically secure data centre. Furthermore, there appears to be no architectural driver for locating AMF/MMF in separate location from SEAF/SCMF.
-
Authentication Server Function (AUSF) 

The AUSF can be collocated with SDM, which is assumed to be providing functionality like HSS today. This simplifies the architecture and reduces the number of reference point that must be supported. Especially in roaming cases this allows a single roaming interface for both authentication and subscription data management. 

However, if separation of AUSF functionality is desired, like as today with separate 3GPP AAA Server for EAP-AKA, it would also be possible to host the AUSF functionality as a separate NF. Below we show both alternatives. It is proposed that SA2 discusses the two variants. The final choice whether one or both solutions should be selected may also depend on SA3 decisions on authentication method(s) to be supported.  
-
Authentication Credential Repository and Processing Function (ARPF)
SIM-based credentials should be stored together with subscription data and the ARPF for SIM-based credentials would thus be collocated with SDM. Separating ARPF into a separate NF is neither required nor justified for SIM-based credentials and would also complicate the interworking with EPC. 
Non-SIM-based credentials may optionally be in a separate ARPF with an interface to AUSF. 

These considerations result in two alternative options, as shown in the figure below.

With separation of AUSF from SDM, there is an additional consideration whether the MMF/AMF interacts with AUSF for authentication purposes and receives subscription data from SDM over separate reference points (NG8 and NG12 in the figure below). The alternative would be that the subscription data is proxied via the AUSF, but this alternative is less efficient as it adds function complexity and signalling load on AUSF. 
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Proposal
It is proposed to agree the following interim conclusions:

8.12.1
Architecture principles
Key architecture principles:

-
Separate the UP and CP functions, allowing independent scalability and evolution.
-
Allow for a flexible deployment of UP and CP functions, i.e. central location or distributed (remote) location.

-
Modularize the function design, e.g. to enable flexible and efficient network slicing.

-
Supporting unified authentication framework for UEs which may support only subset of NGS functionality (e.g. not supporting mobility).
-
Separated mobility management and session management. Separated MM and SM enables independent evolution and scaling.

-
Support a flexible information model with subscription and policy separated from network functions and nodes.

-
Minimize access and core network dependencies by specifying a converged access-agnostic core with a common AN - CN interface which integrates different 3GPP and non-3GPP access types.

-
Principles for procedures defined as a service shall follow the agreement on Key issue#7 stated in Section 8.7.

-
The architecture shall support capability exposure.

Editor's note:
How the above principles will be exhibited in architecture figure is FFS.
Interim agreements on overall architecture are as follows:

1.
In Rel-15, MMF and SMF functions should be standardized as separate functions with standardized interactions.

2.
NAS MM and SM protocol messages terminate in MMF and SMF respectively. This is independent of whether SM protocol terminates in the H-SMF or V-SMF.

3.
NAS SM messages are routed by MMF.
4. 
The SEAF and SCMF are supported by the AMF.
Editor’s note: It is FFS, depending on the conclusion of discussion in SA3, whether the SEAF is only located in VPLMN (supported by AMF), or whether in home routed scenarios an additional SEAF is needed also in the HPLMN.
5. 
The ARPF for AKA-based credentials is supported by SDM.

6. 
The AUSF is defined as a separate NF.  

Editor’s note: The conclusions in bullets 4-6 may need to be revisited depending on continued work in SA3.
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