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1. Introduction
The 3GPP SA1 study item New Services and Markets Technology Enablers (SMARTER) has studied the potential requirements key families of use cases and their potential requirements.

Inline with the Massive machine-type-communications being identified as one part of the 5G radio use case scenario, 3GPP SA1 has introduced a potential requirement within 3GPP TR 22.861 V1.0.0:

· The 3GPP System shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned, with its 3GPP subscription credentials. 

SA3, in study of the security area on Credential provisioning, has defined the following potential requirement in TR 33.899 cf 5.12.3.2.3:

-
The 3GPP System shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned, with its 3GPP subscription credentials

In SA3, a solution to secure access between the UE and the 3GPP network for IoT devices that have not been pre-provisioned has been proposed. 

This CR proposed a solution to introduce the SA3 solution in the global architecture of the NextGen in the 3GPP TR 23.799 proposing to use a specific slice for the initial attachment to enable the Remote Subscription Management Service.
2. Proposal
It is suggested that the technical report 3GPP TR 23 799 includes a solution for the initial attachment to enable the  provisioning of 3GPP credentials on a dedicated network slice for the Key Issue #1 (Network Slicing).
* * * 1st Change * * * *

6.1
Solutions for Key issue 1: Support of network slicing
6.1.X
Solution 1.X: Network Slice for 3GPP credentials provisioning
This is a solution for key issue 1 on support of network slicing. This solution is for the initial attachment to enable the Provision 3GPP Credentials to UEs on a specific slice. 
When an MTC/IOT device is manufactured and leaves the manufacturing site, the intended customer and his subscription credentials or even the country/geographical area where and the network on which it will finally be used may be not known. In this case, there is no simple way to provide a set of 3GPP subscription credentials of final network during manufacturing to be stored securely in the Secure Tamper Resistant environment of the UE.
Once manufactured the device may attempt to attach to 3GPP network. It becomes reachable when being deployed in the field, when a link with a dedicated subscription is done. This link is materialized by the 3GPP subscription credentials provisioned and stored securely in the Secure Tamper Resistant environment of the UE. The 3GPP credentials are used for the authentication of the subscription on the 5G NextGen network for the device to be able to attach itself to the 5G NextGen network. 
The only way to provide credentials to device not having 3GPP credentials is via the air-interface. The device has a “limited” access to a Remote Subscription Management Service that remotely provision the 3GPP credentials. Limited access means access intended for receiving 3GPP credentials, but shall not access for other purposes and shall not be able to communicate to other element of the network.

It is proposed to enhance the concept of the 5G NextGen network slice to allow for “Remote Subscription Management Service”, i.e. define a new slice allowing devices to attach for receiving 3GPP credentials. That RSMS slice can have its own C-plane functions including security and authentication mechanisms not being based on 3GPP credentials and described in the solution, being separated/different from all other network slices on which the device may connect when it is provisioned with the 3GPP credentials. 
This section proposes a solution to secure the initial attachment to the network without 3GPP credentials to get the 3GPP credentials and introduce this solution in the architecture of the 5G NextGen network.

The solution describes also how the UE retrieves the Slice Instance ID through the Slice Selection Function for this “Remote Subscription Management Service”.
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Figure 1: 5G network with network slices and additional slice for Remote Subscription Management Service
6.1.X.1
Architecture description
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6.1.X.2
Function description

6.1.X.2.1
Functions

The proposed solution includes the following functions and actors:
UE: This is the device (e.g. IOT device) on which the 3GPP credentials will be provisioned by this solution. This UE contains a Secure Tamper Resistant environment.
Service Provider that could be the OEM device maker in some use cases. 
3rd party Authentication Credential Repository and Processing Function (ARPF): This entity is a processing function for the computation of a short-term Key (eK) using NAA credentials of a UE.
AUthentication Server Function of the Target MNO (Target AUSF): This entity is the Authentication Function of the Target MNO
Remote Subscription Management Function (RSMF): This entity is a server function in charge of the provisioning of the subscription to the Secure Tamper Resistant environment of the UE. This entity definition is out of scope of 3GPP
Access Network: Is the serving network on which the UE will attach for its first connection.
Network Slice Selection Function (NSSF): The function handles the attachment request by selecting the appropriate slice for the UE. 
Discovery Authentication Server Function (D-AUSF): This entity is a repository of the associations of dIMSI (Discovery IMSI), corresponding IMSI allocated by the target AUSF, and optionally Network Slice Identifier (NSId). This entity answers to Authentication request with a behavior specific to this solution and described below.
6.1.X.2.2
High level operation description
The operation contains two phases:

· A pre-deployment phase, before any attachment to a 3GPP network. 

· An Initial Attach phase, when the UE connects the first time to a 3GPP network.
6.1.X.2.2.1
Pre-deployment phase

The device when manufactured is not provisioned with 3GPP credentials. At the end of this phase, the UE and the MNO accepting to provide connectivity to the UE for the initial attachment enabling the remote subscription management of the Secure Tamper Resistant environment of the UE, will share a temporary IMSI (dIMSI) and a short-term key (eK). During this phase:
· A dIMSI (discovery IMSI) is delivered to the UE by a Service Provider (or an OEM device maker in some use cases). This dIMSI includes a PLMN code corresponding to an actor proposing an AUSF with additional features specific to this solution. We name this specific AUSF “Discovery Authentication Server Function”’ or ‘D-AUSF”.
· A short-term key (eK) is computed by the UE using an on board key generation and based on the information of UE certificates and 3rd party Authentication Credential Repository and Processing Function (ARPF) certificate.
· dIMSI and eK are securely stored in the Secure Tamper Resistant environment of the UE 
· Same short-term Key (eK) is computed in the ARPF
· A MNO accepting to provide connectivity for the UE for the initial attachment receives through its AUSF (target AUSF) the dIMSi from the SP and the eK associated to dIMSI from the ARPF

At the end of this phase, the UE credentials eK and dIMSI are available in the Target AUSF

6.1.X.2.2.1
Initial Attach phase

During this phase
· The Target AUSF allocates an IMSI to the UE identified by its dIMSI, and executes two cryptographic functions generating two output values as follows:

· output_1 = function_encrypt (eKc) [IMSI || CTV], with eKc derived from the key eK,

· output_2 = function_integrity (eKi) [IMSI || CTV], with eKi derived from the key eK,

· CTV is a known constant value for verification.
· The Target AUSF transmits the output_1 and output_2 to the D-AUSF using the command defined for 3G AKA, where RAND equals to output_1 and AUTN equals to output_2. The Target AUSF also transmits the association between dIMSI and the IMSI and the Network Slice Id of the specific network slice used for the Initial Attach to the D-AUSF.
· The UE connects to a serving 3GPP network. The way the serving network is chosen is similar as selection for other classic UE attachment. This is the responsibility of 3GPP-RAN2 to define this attachment if necessary.
· The UE sends an AttachRequest including the dIMSI and UE Usage Type to the AN of the serving network, that forward this request to the NSSF. A specific UE Usage Type is defined for this UE without 3GPP credentials. 
· The NSSF retrieves the Slice Instance Id from the D-AUSF associated to the PLMN code of dIMSI and sends it back to the UE. 
· The UE sends then a new attach request with the Slice Instance ID 
· Based on PLMN code of dIMSI, the access network requests authentication information to the D-AUSF.
· The D-AUSF returns to the access network authentication vectors containing RAND and AUTN described above.

· The access network sends Authentication Request including the RAND and AUTN to the UE.

· The UE retrieves the IMSI from the RAND after checking the integrity using AUTN thanks to the keys eKc and eKi derived from the short-term key eK. The CTV is a predefined constant used for verification in 2G connexion otherwise only the integrity is checked by using AUTN value. If the verification is successful then the received IMSI replaces dIMSI in UE.

· Then the UE sends an attach request, with the IMSI and Slice Instance ID and an Authentication procedure is done relying on IMSI and eK between the UE and the target AUSF.

· After successful Authentication the U-Plane is used for the remote subscription management procedure between the UE and the RSMF. This procedure is out of scope of 3GPP.

6.1.X.2.3
Procedures

Initial attach procedure with subscription allocation and authentication 

























[A]– Pre deployment phase (informative). This phase is mentioned for global understanding and is out of scope of 3GPP. 

This phase contains the following steps:

(0-a) 
The Service Provider retrieves 3rd Party ARPF certificate (CERT.ARPF.ECKA) from the 3rd Party ARPF for key agreement.  

(0-b)
The Service Provider sends to the UE a Discovery IMSI (dIMSI) and the certificate of the 3rd Party ARPF. The dIMSI includes a PLMN code corresponding to an actor proposing an AUSF with additional features specific to this solution. We name this specific AUSF “Discovery Authentication Server Function”’ or ‘D-AUSF”.

(0-c) 
Based on certificates, the UE is able to compute a short-term key eK to be used for subsequent authentication procedure, e.g. AKA procedure and NAA CREDENTIALS.  The key eK and the dIMSI are stored in a Secure Tamper Resistant environment of the UE.
 NAA CREDENTIALS are sent to the SP and allow to any 3rd Party to verify the authenticity of the SE. Several NAA CREDENTIALS can be computed and collected by the SP involving multiple ARPF.

 (0-d)
After UE issuance, and following an offer from the SP, a MNO accepts to provide connectivity for the UE identified by its dIMSI for the initial attachment. This MNO is named “target MNO” in this solution. 

The SP sends confidentially to the target MNO the URL of the 3rd Party ARPF and the associated NAA CREDENTIALS.

(0-e) 
The Target AUSF of target MNO sends a request to the 3rd Party ARPF including the NAA CREDENTIALS in order to retrieve the eK associated to the dIMSI. 

The 3rd Party ARPF verifies NAA CREDENTIALS, computes eK and sends confidentially the short-term key eK to the Target AUSF.
The key eK computed by the 3rd Party ARPF is identical to the key eK computed by the UE in step 0-c. 

At this point, the UE credentials eK and dIMSI are available in Target AUSF. 

[B]– Initial Attach phase (normative).

This phase contains the following steps:

(1) 
The Target AUSF allocates an IMSI for the UE. 

The Target AUSF executes two cryptographic functions generating two output values.

output_1 = function_encrypt (eKc) [IMSI || CTV], with eKc derived from the key eK,

output_2 = function_integrity (eKi) [IMSI || CTV], with eKi derived from the key eK,

CTV is a known constant value for verification, 

(2) The Target AUSF transmits the output_1 and output_2 to the D-AUSF using the command defined for 3G AKA, where RAND equals to output_1 and AUTN equals to output_2. The Target AUSF also transmits the association between dIMSI and the IMSI and the NSId. 

For the following steps, from step_2 to step_7, the RAND value equals output_1 and AUTN equals output_2. 

(3a) At switch on, the UE selects an access network, best fitting its own criteria. Then, the UE sends an AttachRequest message with dIMSI as identity and a specific UE UsageType assigned for UE without 3GPP credentials that need to be provisionned.
(3b) If network slicing is supported by the access network, and as the NSId is missing in the request, the Access Network forward the request to the NSSF to get the NSId.

(3c) NSSF, based on the dIMSI and UE Usage Type, checks subscriber information in the D-AUSF

(3d) The D-AUSF answers to the NSSF sending the NSId associated to the dIMSI (received at step 2)
(3e)  The NSSF sends the NSId in the response to the UE.
(4) The UE sends a new AttachRequest message with dIMSI as identity and with NSId
(5) Based on PLMN code of dIMSI, the access network requests authentication information to the D-AUSF. 

(6) The D-AUSF returns to the access network authentication vectors containing RAND and AUTN described above. 

(7) The access network sends Authentication Request including the RAND and AUTN to the UE. 

(8) The UE retrieves the IMSI from the RAND after checking the integrity using AUTN thanks to the keys eKc and eKi derived from the short-term key eK. The CTV is a predefined constant used for verification in 2G connexion otherwise only the integrity is checked by using AUTN value. If the verification is successful then the received IMSI replaces dIMSI in UE. 

(9) At the third UE Attach request, the IMSI is used. 

(10) In a roaming or non roaming scenario, depending on whether selected network operator is available or not for the UE, the authentication information is requested, based on new IMSI value.  

(11) The Authentication procedure, relying on the use of the IMSI and eK, is successful between the UE and the target AUSF. 

(12) Using bearer on U-Plane, the remote subscription management procedure between the UE and the RSMF is performed (informative). This step is mentioned for global understanding and is out of scope of 3GPP. During this step, the UE Usage Type may be updated to the UE Usage Type of the further usage of the UE. 
6.1.X.3
Solution evaluation

The solution proposes an initial attach with authentication scheme compatible with existing 3GPP AKA (Authentication and Key Agreement procedure). 

The key eK is used only for the first attachment but not used afterwards. 

The access network interfaces are not changed for this solution. Just a new PLMN code is defined associated to the D-AUSF. 

The solution provides authentication, confidentiality and integrity for first attachment.
A dedicated slice may be used for this solution to restrict access for the UE without 3GPP credentials to the only entities involved in initial attachment and remote subscription management.
other





mMTC





RSMS 





UE





Target


AUSF





3rd Party


ARPF





SP


(e.g OEM device maker)








RSMF





[A] 


pre-deployment 


phase





(0-a) 3rd Party certificate (CERT.ARPF.ECKA) exchange





(0-b) dIMSI, certificate provisioning





(0-c) NAA CREDENTIALS computation





(0-d) 3rd Party URL, NAA CREDENTIALS





[dIMSI] [eK]





(0-e) Request of eK, NAA CREDENTIALS





[dIMSI] [eK]





(1) 


IMSI allocation


Computation output_1, output_2


RAND = output_1


AUTN= output_2





NSSF





Access Network





[B] 


Initial Attach





D-AUSF





Network Slice Selection





(2) RAND, AUTN, {dIMSI, IMSI} association, NSId





(3a) AttachRequest(dIMSI, UE UsageType)





(3b) AttachRequest(dIMSI)





(3d) Response with NSId





(3c) check Subscriber Information





(3e) Response with NSId





(4) AttachRequest(dIMSI, NSId)





(5) SendAuthenticationInfo(dIMSI)





(6) SendAuthenticationAck(RAND, AUTN, 0,0,0)





(7) AuthenticationRequest (RAND, AUTN)





(8) 


Retrieves IMSI


dIMSI to IMSI swap





(10) SendAuthenticationInfo(IMSI)





(9) AttachRequest(IMSI)








(11) Successful authentication





(12) Remote subscription management








3GPP

SA WG2 TD


_1539764872.vsd
�

�

3rd Party ARPF


AUSF



