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Discussion

When deploying CIoT there is considerable risk that some CIoT devices will misbehave. Examples of this can be a poor realization of the application that executes on the device, devices that are meant for sabotage, devices belonging to companies that have gone out of business and hence repeatedly try to get access to network resources that they never get, poorly implemented devices that do not respond to other traffic limiting functions issued by the network, etc.

Devices that repeatedly try to access a network that they do not have access to will consume resources before the network detects that access is not granted. Likewise, network resources will be consumed by devices that sends data over the control plane with an unhealthy frequency. The sooner the network can detect that such devices shall be refused access or service, the less resources are wasted and the less is the risk of getting congestion in the network.

By informing radio network about identities of misbehaving devices the radio base stations can take appropriate actions such as refusing or ignoring affected devices with minimum network effort.
This could either be done on an individual UE basis (i.e. providing to eNB the identity of each misbehaving UE) or by identifying the misbehaving UEs as a group i.e. providing to eNB the identity of the group and assigning the group identity to each misbehaving UE). Using individual UE identities does not seem as a feasible solution as potentially a lot of identities need to be handled by several eNBs. Instead it is proposed to assign these UEs with a GUMMEI including a specific MMEC value reserved for that purpose. This MMEC value then needs, per PLMN, to be known in common between the RAN and the CN.

At connection request from a UE using an S-TMSI including the specific MMEC value, the eNB would take proper action i.e. rejecting or ignoring the request.

Proposal

It is proposed to update the text in TR 23.730 as indicated below.

***** Start of changes *****

6.8b
Solution 8b - Blocked MMEC for access and data transmission via control plane

6.8b.1
Description

6.8b.1.1
General

This solution addresses Key Issue 7: CN overload control for data transfer via Control Plane CIoT EPS Optimisation. For devices that are permanently misbehaving e.g. devices infected by Distributed Denial of Service (DDOS) malicious virus, this solution proposes the MME to respond to an attach request with a GUTI that includes a specific MMEC that is known in eNBs to be blocked. This is especially essential for misbehaving devices using the Control Plane CIoT Optimization e.g. sending frequent data. By using the existing Overload Start/Stop mechanism the eNBs is provided with a GUMMEI including the aforementioned MMEC and an indication to block signalling and data over CP that includes the MMEC.
6.8b.1.2
Blocked MMEC during Attach/TAU procedure

Providing a UE with a Blocked MMEC during the UE Attach or TAU procedures, see Figure 6.8b.1.2-1 below.
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Figure 6.8b.1.2-1: Blocked MMEC at registration
1.
The UE initiates Attach or TAU Request with preferred network behaviour for Control Plane CIoT Optimisation. 

2.
If the MME knows or decides that the UE is misbehaving and needs to be blocked returns within the Attach/TAU Accept message a GUTI including a MMEC which is previously provided to the RAN to be blocked at any access request.
6.8b.1.3
Blocked MMEC during Control Plane Service Request

Use of the proposed Blocked MMEC during the Control Plane Service Request from the UE, see Figure 6.8.1.3-1 below.
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Figure 6.8b.1.3-1: Control Plane data back-off timer at Control Plane Service Request

1.
The UE initiates Control Plane Service Request from Idle Mode in order to transmit data via Control Plane CIoT EPS Optimisation.

2.
If the MME has provided the UE with a GUTI including a MMEC which is previously provided to the eNB to be blocked at any access request then the eNB may reject the request from the UE and may include a wait timer in the RRC Connection Reject/Release message or the eNB may ignore the request from the UE.
6.8.1.4
UE behaviour after Blocked MMEC has been received 
The UE behaviour will not be changed and this solution will therefore also be applicable to legacy UEs.
6.8.2
Impacts on existing nodes and functionality
MME :

-
Provides eNB with GUMMEI including the MMEC to be blocked.
-
Assigns misbehaving UEs with GUMMEIs including the MMEC to be blocked by RAN.
eNB :
· Receives information about blocked MMEC(s).

· Discard or ignore requests which contain blocked MMEC.

6.8.3
Solution Evaluation

An efficient tool for operators to disable misbehaving devices. Such devices will be blocked in RAN and will not cause any further load in the network.
Solution works for all devices regardless if they have implemented back-off features or not. 
***** Next Change *****
7.7
Key Issue 7 - CN overload control for data transfer via Control Plane EPS CIoT Optimization
Key Issue 7 (CN overload control for data transfer via Control Plane CIoT EPS Optimisation) - there are three solutions:

-
Solution 8 (Back-off timer for data transmission via control plane) - proposes a back-off timer in Attach/TAU/Service Accept messages to supress the use of Control Plane CIoT EPS Optimisation for data transfer by the UE for the duration of this timer. Allows to restrict the use of data transfer via Control Plane CIoT EPS optimisation per UE with simple modifications to UE and MME behaviour.
-
Solution 8b (Blocked MMEC for access and data transmission via control plane) - proposes MME allocating a GUTI to a UE at Attach/TAU/GUTI reallocation procedures including a MMEC that indicates when used by the UE at subsequent access attempts to the eNB that this UE is illegal and can be directly rejected, ignored or treated using other implementation specific means. The MMEC(s) that are to be used in the network deployment as indications of illegal traffic can be shared between MMEs and eNBs via configuration or signalling.
-
Solution 9 (Overload Start message for control plane data only) - proposes a new parameter to the Overload Start message from the MME so that the eNB stops selecting the overloaded MME for data transfer via Control Plane CIoT EPS Optimisation. It is a complementary solution to the solution with the back-off timer (Solution 8) as it restricts the access to the overloaded MME in the first place. However, Solution 9 is with RAN impact - it requires the UE to indicate to eNB its preference for data transfer via Control Plane CIoT EPS optimisation in one of the RRC messages during the RRC connection establishment. In order to clarify a feasibility on RAN impact, SA2#116-bis sends the LS to RAN2 and RAN3 asking their opinion.

***** Next Change *****
8
Conclusions

8.7
Key Issue 7 - CN overload control for data transfer via Control Plane EPS CIoT Optimization
For Key Issue 7 (CN overload control for data transfer via Control Plane CIoT EPS Optimisation) it is agreed to specify in the normative specs:

-
Solution 8 - Back-off timer for data transmission via control plane.
-
Solution 8b – Blocked MMEC for access and data transmission via control plane.
-
Solution 9 - Overload Start message for control plane data only. Decision on which option to progress (option 1 or option 2) will be taken in the SA2#118 meeting.

***** End of Changes *****
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eNB detects that the MMEC in the S�TMSI in the received message matches a blocked MMEC configured in the eNB. The message from the UE is discarded or ignored. The RRC connection is released. 
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