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Introduction

SA3 has been discussing the overall security architecture for NextGen. In addition to the conclusions communicated to SA2 in their LS in S2-165491 and in SA3 document S3-161494 contained in the LS, SA3 has been discussing the allocation of the SEAF function to the VPLMN or to both the VPLMN and the HPLMN, and has not reached a conclusion yet. The colocation of SEAF with any functions may have security impacts, so any decision made by SA2 should be ratified with SA3.
It is expected that with the introduction of NextGen specific features, some of the features made available in previous releases will also be supported. Specifically, there may be use cases in which support of security of the user plane of a PDU session between the UE and a UPF interfacing to a DN via NG6 is required.

In order to enable such scenario, should SA3 decide to support it, the allocation of the SEAF function to the AMF in VPLMN may not suffice. In fact, to enable such user plane security, it is expected that a SEAF will be needed also in the HPLMN for home routed traffic in the roaming case, in the addition to one in the VPLMN.

In fact, SA3 in the document SA3-161494 contained in the LS states:

It is ffs whether the SEAF can only reside in the visited network, or whether in addition, there may be scenarios where an SEAF resides in the visited network and another SEAF in the home network in case of roaming. A potential advantage of having the SEAF in the home network in the roaming case could be avoiding full re-authentication when the UE moves and the serving network changes; but this aspect is also ffs.

An example of another possible security issue with colocation is that not all AMFs will serve all slices. With the SEAF collocated with the AMF, it means that an AMF has access to all keys that are available serving network and it would not be possible to isolate slices from any AMF without running a new authentication at AMF change 

Therefore we suggest an editor’s note to clarify that the allocation of the SEAF to the AMF is only for the case of SEAF that resides in VPLMN and depending on the results of SA3 discussion another SEAF may be defined in HPLMN. The editor’s note also clarifies that that SA3 may also require a SEAF in the home network when the UE is roaming.

The text on how authentication is performed is also generalised as the details of authentication are in the scope of SA3.

Proposal
Proposed updates to Architecture option 6:

7.6
Consolidated architecture option 6
7.6.1
General

The NextGen network reference architecture should consider the following aspects:

1)
Support 5G use cases and service requirements

2)
Enable Operational agility (enable extreme automation (faster deployments, upgrades, reduce TCO)

3)
Allow independent evolution of different parts of the network (e.g. access and core).



Allow scalability of UP and CP functions independently

-
Allow for a flexible deployment of UP separate from the CP, i.e. central location or distributed (remote) location (i.e. with no restriction in the location).

-
Support transmission of different PDU types, e.g. IP, Ethernet

-
Separation of functions including subscription database from functions providing the end user service

-
Separation of Policy function to govern the network behaviour and end user experience

-
Allows for different network configurations in different network slices.
-
Separation of Mobility Management and Session Management functionality which also supports:

- UE simultaneously connected to multiple network slices

-
Independent "access agnostic" and "access specific" functionality.
-
The architecture shall not preclude the use of an intermediate function to route control plane messages (e.g. like a DRA.
Control Plane:

-
It is important for the UE to trust that certain functionalities are supported in the network thus important to enable multi-vendor interworking between UE and network functions. However, from the UE perspective, it is irrelevant how and where it exists within the network (e.g. which function module or software supports a certain function).

-
It is important to enable multi-vendor interworking between the access network and network functions within the core network and between the network functions within the core network. At the same time, it is sufficient if a single interface is exposed towards the radio while abstracting the modular (elementary) functions supported in the core network.
-
Procedures (i.e. set of interactions between two NFs) are defined as a service, wherever applicable, so that its re-use is possible and enables support for modularity. This will be evaluated on a case by case basis when specifying the procedure.

-
It is important that the separation between Access and Mobility Management and Session Management enables support of individual UEs simultaneously connected to multiple network slices

-
It is important that a separation between functions in the control plane support roaming with both Home routed traffic as well as Local breakout traffic in the visited PLMN in an efficient way.
User plane:

-
A generic user-plane function (UP function) is defined, which supports various user-plane operations (incl. forwarding operations to other UP functions/data networks/the control-plane, bitrate enforcement operations, service detection operations, etc.)

NOTE1:
The detailed list of user-plane operations will be based upon the conclusion of key issue 4.

-
The control plane configures the UP functions to provide the traffic handling functionality needed for a session. One or multiple UP functions per session can be activated and configured by the control-plane as needed for a given user-plane scenario.

-
To support low latency services and access to local data networks, user plane functions can be deployed close to the radio. For central data networks, UPFs can be deployed centrally.
-
To support home routed roaming at least a UP function is located in the HPLMN, and there also needs to be at least another UP function located in the VPLMN which includes roaming functionality such as Charging, LI, etc.
Concurrent access to local and centralized services is supported as follows
-
Multiple PDU sessions to both a local UP function (providing access to local data networks) and a central UP function (providing access to central data networks); or

-
A single PDU session, for which the control plane has configured two UP functions: one UP function performing traffic classification and traffic steering towards either the local data network or the central data network, the other UP function providing access to the central data network (as depicted in figure 7.6.2-3).

NOTE 2:
The control plane can also configure multiple UP functions in the single PDU session case for local data network access.

7.6.2
Reference architecture

Figure 7.6.2-1 depicts the non-roaming architecture functional view.


[image: image2]Figure 7.6.2-1: Non-roaming reference architecture

Figure 7.6.2-2 depicts the non-roaming architecture for UEs concurrently accessing a local and a central data network using multiple PDU Sessions.



[image: image4]Figure 7.6.2-2: Applying Non-roaming reference architecture for concurrent access to local and central data networks (multiple PDU session option)

Figure 7.6.2-3 depicts the non-roaming architecture in case concurrent access to local and central data networks is provided within a single PDU session:


[image: image6]Figure 7.6.2-3: Applying Non-roaming reference architecture for concurrent access to local and central data networks (single PDU session option)

Following figure 7.6.2-4 depicts the roaming architecture in case of home routed scenario:



[image: image8]Figure 7.6.2-4: Roaming reference architecture - Home routed scenario
Following figure 7.6.2-5 depicts the roaming architecture in case of local break out scenario:



[image: image10]Figure 7.6.2-5: Roaming reference architecture - local breakout scenario
Editor's note:
How SMF obtains subscription information is FFS as multiple options are being investigated as part of KI#4.
NOTE 1:
Regardless of the number of Network functions, there is only one NAS interface instance between the UE and the CN, terminated at one of the Network functionsthat implements at least NAS security and mobility management.


Network functions within the NG Control plane may exhibit service based interfaces for services that can be re-used by multiple network functions. The following figure shows how service based architecture can be supported. Each function exhibits a service interface for reusable procedures.

Editor's note:
The list of procedures that can be exhibited as service is FFS.
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Figure 7.6.2-6: NG CP Service based architecture
Editor's note:
Whether the Service discovery function is an enhancement of DNS server is FFS, also need for NGx from SDF is FFS.
The Network Exposure Function (NEF) provides a means to securely expose the services and capabilities provided by 3GPP network functions.
Editor's note:    Whether the Network Exposure function also supports ptp interfaces is FFS.
7.6.3
Network functions and reference points

The 5G Reference Architecture consist of the following functions:

-
NG Subscriber Data Management (NG SDM)

-
NG Policy Control function (NG PCF)

-
NG Core Access and Mobility Management Function (NG AMF)
-
NG Core Session Management Function (NG SMF)

-
NG Network Exposure Function (NG NEF)
-
NG Service Discovery Function (NG SDF)
-
NG Core User plane function (NG UPF)
-
NG RAN

-
NG UE

-
Data network, e.g. operator services, Internet access or 3rd party services.

The following is a high level split of functionality between the control plane and the user plane.

The NG Mobility Management function (AMF) includes the following functionality:

-
Termination of RAN CP interface (NG2)

-
Termination of NAS (NG1), NAS ciphering and integrity protection

-
Mobility Management

-
Lawful intercept (for MM events and interface to LI System)

-
Transparent proxy for routing access authentication and SM messages.

-
Access Authentication
-
Derivation of keys required by other functions of NGC for serving the UE.
-
Security Anchor Function (SEAF). It interacts with the SDM and the UE, receives the intermediate key that was established as a result of the NG-UE authentication process.
Editor’s note: it is FFS, depending on the conclusion of discussion in SA3, whether the SEAF is only located in VPLMN (and therefore collocated with AMF), or whether in home routed scenarios an additional SEAF is needed also in the HPLMN. It is also FFS whether the SEAF and SCMF need to be collocated. It is FFS whether standardized reference point needs to be defined between the SEAF (or a function supporting SEAF and SCMF) and the AMF
-
The AMF interacts with the AUSF to authenticate the UE.
Editor’s note: The details of how the authentication proceeds are FFS.
-
Security Context Management (SCMF). The SCMF receives a key from the SEAF that it uses to derive access-network specific keys.
The NG Session Management function (SMF) includes the following functionality:
-
Session Management

-
UE IP address allocation & management (incl optional Authorization)

-
Selection and control of UP function

-
Termination of interfaces towards Policy control and Charging functions

-
Policy & Charging rules handling, including control part of enforcement and QoS

-
Lawful intercept (for SM events and interface to LI System)
-
Termination of SM parts of NAS messages

-
Data DL Notification

-
Initiator of AN specific SM information, sent via AMF to NG2

-
Roaming functionality

-
Handle local enforcement to apply QoS SLAs (VPLMN)

-
Charging data collection and charging interface (VPLMN)
-
Lawful intercept (in VPLMN for SM events and interface to LI System)
NOTE 1:
Not all of the functions are required to be supported in a CN instance of a network slice

The NG Core User plane function includes the following functionality:

-
Anchor point for Intra-/Inter-RAT mobility (when applicable)

-
External PDU session point of interconnect (e.g. IP).

-
Packet routing & forwarding

-
QoS handling for User plane

-
Packet inspection and Policy rule enforcement

-
Lawful intercept (UP collection)

-
Traffic accounting and reporting

NOTE 2:
Not all of the UPF functions are required to be supported in an instance of user plane function of a network slice.
The NG Policy function includes the following functionality:

-
Supports unified policy framework to govern network behaviour.

-
Provides policy rules to control plane function(s) to enforce them.

NOTE 3:
The NG PC function is assumed to retrieve subscription information from a subscription repository (UDR or SDM).
The NG SDM supports the following functionality:

-
Supports Authentication Credential Repository and Processing Function (ARPF)- This function stores the long-term security credentials used in authentication.

-
Supports Authentication Server Function (AUSF).

-
Subscription repository.
Editor's note: It is FFS if there is a need to separate AUSF from SDM based on outcome of SA3/security work. .
The 5G Reference Architecture contain the following reference points:

NG1:
Reference point between the UE and the NG Access and Mobility Management function.

NG2:
Reference point between the RAN and the NG Access and Mobility Management function.

NG3:
Reference point between the RAN and the NG Core User plane function.

NG4:
Reference point between the NG Core Session Management function and the NG Core User plane function.

NG5:
Reference point between the NG Core Session Management function and an Application Function.

NG11:
Reference point between Access and Mobility Management function and Session Management function.



NG6:
Reference point between the NG Core UP functions and a Data Network (DN).

NOTE 4:
Details of NG6 is beyond the scope of 3GPP.

NG7:
Reference point between the NG Session Management function and the NG Policy Control function.
NG8:
Reference point between the NG Access and Mobility Management function and Subscriber Data Management.
NG9:
Reference point between two NG Core User plane functions.
NG7r:
Reference point between the V-PCF and the H-PCF.
NOTE 5:
NG7r will not be progressed into normative specifications for SM related policies unless a compelling use case requires it. This should not preclude potential solutions for other policies (e.g. MM) that use a roaming interface
NG-RC:
Reference point between the V-SMF and the H-SMF.
NGamf:
Service based interface exhibited by AMF.

NGsmf:
Service based interface exhibited by SMF.
NGnef:
Service based interface exhibited by NEF.
NGpcf:
Service based interface exhibited by PCF.

NGsdm:
Service based interface exhibited by SDM.

NGaf:
Service based interface exhibited by AF.
NGx:
Service based interface exhibited by SDF.
7.6.4
Applicable solutions

Editor's note:
List the solutions from chapter 6 that are applicable to the architecture.

7.6.5
Evaluation

Editor's note:
Evaluation for consolidated architecture option 6.
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