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Abstract of the contribution: This contribution proposes interim agreement on untrusted N3GPP related to User plane protocol stack, attach procedure and home routed architecture.
1. Introduction
This contribution is focused on interim agreements giving a very brief highlight on the reason for proposal. The detailed descriptions and analysis are reported in separate contributions.
1.2
Attach procedure

The detailed analysis of attach procedure are described in SA2-166431. The conclusions are:
Proposal #1: It is proposed to accept the solution based on alternative of “NAS over IKEv2” for untrusted WLAN access.
1.3
Child SA usage

The document SA2 -166432 describes the solution for the usage of Child SA dedicated for transport of NAS signaling and of User plane in order to distinguish between the transport of control plane and user plane within the same IPsec tunnel. The single IPsec tunnel is the consequences of the agreement in last meeting to avoid performing Authentication procedure per each single PDU session..
Proposal #2:  The first Child SA transports NG1 messages and the PDU sessions (User plane) are transported on subsequent Child SA, ngPDG and UE can distinguish NG1 messages from user plane data based on the SPI value of IPSec tunnel.

1.4
Home Routed architecture
The N3IWF (ngPDG) represents the gateway for accessing the 3GPP Core network and for providing 3GPP connectivity and services to the 3GPP UE. In non-roaming scenario the PDU session is provided by the UP function and N3IWF is controlled via NG2 and provides NG3 UP. In roaming scenario, for the case of 3GPP UE connected to RAN, the DN is connected via the UP GW. Now considering the roaming scenario for Untrusted N3GPP the role of N3IWF does not change as well as the role of the UP function providing interconnection to DN. In addition for supporting handover of UE from 3GPP to N3GPP and viceversa for the same PDU session it is not required that UP is changed (please note that for path optimisation the UP may be changed but it is not mandatory to change the UP for supporting 3GPP/N3GPP handover). Conversely the usage of N3IWF (ngPDG) as UP in roaming scenario implies that the UP is changed during handover. Consequently it is proposed that for roaming the N3IWF (ngPDG) roles is not changed and always the connection to DN is performed via UP. Please note that UP may collocated with N3IWF (ngPDG) not differently from the 3GPP scenario when the UP may be collocated with RAN.
Proposal #3: In roaming scenario with N3IWF in VPLMN, there is UP function located in VPLMN. In other words, N3IWF does not terminate NG6, NG4 and NG9 interfaces.

1.5
User plane

The detailed analysis of attach procedure are described in SA2-166432.  The comparison of the current 3 options described in solution 8.2, 8.7 and 8.8 shows that the IPsec Tunnel mode with usage of Child SA per PDU session addresses the need of supporting different IP addresses per PDU session and separation of PDU session without additional complexity.
Proposal #4: IKEv2 and IPsec are used on the interface between the UE and the N3IWF.There is no need for an additional 3GPP protocol between the UE and the N3IWF for transporting the user plane packet or the NAS protocol.
Proposal #5: The the IPSec tunnel model as specified in IETF RFC 3948 is supported between the UE and the N3IWF.
Proposal #6: The NextGen Untrusted N3GPP user plane is transported between the UE and the ngPDG over the IPSec tunnel model as specified in IETF RFC 3948. The user plane protocol stack is the following
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Note: The NG3 protocol stack is define based in KI#4, KI#2 conclusions
2. Proposal

The interim agreement in the following are proposed

******************************* First change ************************

8.8.2
Interim Agreements on common AN-CN interface

The following list contains the current agreements on the common AN-CN interface:

1.
Non-3GPP accesses are either embedded into the NextGen RAN (referred to as "non-standalone" non-3GPP accesses) or are deployed outside the NextGen RAN (referred to as "standalone" non-3GPP accesses).

2.
The "non-standalone" non-3GPP accesses are outside the scope of this TR. The stage-2 aspects of "standalone" non-3GPP accesses are in the scope of this TR shall be defined by SA2.

3.
A standalone non-3GPP access may support both trusted and untrusted non-3GPP accesses. However, currently only untrusted non-3GPP accesses are considered. Trusted non-3GPP accesses will be considered at a later phase of this work.

4.
The NG2/NG3 interfaces are used to connect the standalone non-3GPP accesses to CP functions and UP functions respectively.
5.
In this release it is assumed that UEs that access the NextGen CN over non-3GPP access utilize the 3GPP NextGen NAS signalling.
6.
The following high-level architecture is used for standalone untrusted non-3GPP accesses. The details of this architecture will be specified in this TR. The name of N3IWF may need to change.
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Figure 8.8.2-1: High-level architecture for standalone untrusted non-3GPP accesses
7.
Over untrusted non-3GPP access:

a)
The UE discovers and selects the N3IWF with the similar procedure as the ePDG selection in TS 23.402 [17].

b)
The UE uses IKEv2 to establish an IPsec tunnel with the selected N3IWF. During this IPsec tunnel establishment the UE is authenticated to the NextGen CN via NG2.

c)
The Attach procedure is performed as described in alternative “NAS over IKEv2” in section in Section 6.8.2.2.3a for untrusted WLAN access:
-
The NAS messages are transported in IKEv2 packets between the UE and the CP functions.
-
The Attach Request message is carried within the first IKE_AUTH Request message and forward to the CP via NG2 by the N3IWF.

-
Upon receiving the Attach Request message, CP functions may decide to use EAP-based authentication for non-3GPP access. In this case, EAP messages are carried as a payload in NAS via NG2 and as a payload of IKEv2 via NWu.
d)
After authentication, NAS messages are exchanged between the UE and CP functions via the established IPsec tunnel and via NG2. The N3IWF transparently forwards the NAS messages via NG2.

e)
IKEv2 and IPsec are used on the interface between the UE and the N3IWF
NOTE 1: There is no need for an additional 3GPP protocol between the UE and the N3IWF for transporting the user plane packet or the NAS protocol.
f)
The IPSec tunnel model as specified in IETF RFC 3948 is supported between the UE and the N3IWF.

g)
The user plane for untrusted non-3GPP accesses is the following: 
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NOTE 2: The NG3 protocol stack is define based in KI#4, KI#2 conclusions.
h)
Regardless how many PDU sessions the UE has, there is only one IKE security association between the UE and N3IWF.
i)
The NAS messages after Attach Procedure are transported between the UE and the N3IWF on a dedicated IPsec Child SA (e.g. the first Child SA).
j)
Each PDU sessions is transported over a dedicated IPsec Child SA which is established at PDU session establishment. 
k)
N3IWF and UE distinguish NG1 messages from user plane based on the SPI value of IPSec tunnel.
Editor's note: Whether the usage of additional Child SA per per QoS flow is required is FFS depending by conclusion of KI#2.
l)
In roaming scenario with N3IWF in VPLMN, there is UP function located in VPLMN. In other words, N3IWF does not terminate NG6, NG4 and NG9 interfaces.
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