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Abstract of the contribution: This contribution analysis the user plane tunnel mode between the UE and ngPDG considering the IPsec tunnel mode, IPsec Transport mode, tunnelling proposed in solutions 8.7 and 8.8 .The contribution will also analysis the IP addressing issues in N3GPP network. The contribution will propose to use the IPsec Tunnel mode with Child SA per PDU session.
1. Introduction

In the current solution for untrusted different variant of tunnelling between UE and ngPDG  has been proposed . The scope of this paper is to brief analysis the options and to provide a solution. The discussion is more in stage 3 style, however without such deeper analysis any considerations may result in erroneous stage 2 agreement.
1.2 Which IPsec tunnel mode?
In TS 23.402 for ePDG is specified the support of IPSec in tunnel model as specified in IETF RFC 3948 (see figure 1 for transport mode and figure 2 for tunnel mode).
It should be noted that in untrusted scenario:
· The PDU session has an IP address which belong to the DN and assigned at PDU session establishment

· The UE has a IP address assigned when connected to Untrusted WLAN. This IP address is called Local IP address

So the in order to be able to support a PDU session with a different IP address from those assigned in local WLAN, the tunnel mode is the only possible solution.

Proposal #1: The NextGen Untrusted N3GPP shall support between the UE and the ngPDG the IPSec tunnel model as specified in IETF RFC 3948.
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Figure 1: IPsec Transport mode RFC3948 defined for ePDG
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Figure 2: IPsec Tunnel mode RFC3948 defined for ePDG

1.3 How many tunnels?

Currently the following 3 options have been proposed for user plane:

1. One Child SA per PDU session. In this case, the inner IP address assigned to the UE during IPsec establishment is the DN IP addresses(see figure 3)
2. To used an additional tunnelling between ngPDG and UE, i.e. the inner IP address assigned to the UE is internal to the ngPDG and so the PDU session is further tunnelled according to the UE IP @ allocated by the PDU session (solution 8.8) (see figure 4)
3. Usage of an 3GPP protocol between the UE and ngPDG ( N3-UP in solution 8.7) (see figure 5)
Option 1 is basically an extension of the 4G solution, since it is based on IPsec tunnelling mode where several Child SA are created for each PDU session instead of creating several IPsec tunnel has done in EPC. The details of application of the solution to scenario 8.2 is described in document SA2-166430. However the same principle of Child SA per PDU session can be applied to any of the solutions currently proposed. The drawback is the need for the UE and ngPDG to maintained different SA per PDU session which from other hand allows to have different security for PDU session and easily possibility to map PDU session to NG3 tunnelling.
Whether or not we need one child SA per QoS is FFS and will be aligned with the conclusion of VoWLAN.
The option 2 is the most complicated since implies to use nested tunnelling, i.e. IP in IP in IPsec tunnelling, with the need from the UE to have assigned an additional IP address for the IP-in-IPsec tunnel from UE to ngPDG. The usage of such internal IP address is common to all PDU session, so it only enables to a separation between the IP address of transport with those carry PDU session, without major benefit. The ngPDG needs to store the mapping of the UE IP @ allocated by the PDU session and the corresponding NG3 tunnel (per PDU session).
The option 3 requires to define a new 3GPP specific protocol between the UE and the ngPDG supported over IP. This protocol is not needed to transport the PDU session which be simply tunnelled in IPsec , as per option1, obtaining the same result without the need to define a new protocol. If the support of packets with different QoS is reflected into the outer IP header in order to me enforce in N3GPP network, the usage of one IPSec tunnel may end up with the problem as pointed out in RFC 4301 and FS_VoWLAN if the anti-replay mechanism is used. If we agree to use different Child SA to transfer PDU packets with different QoS requirement, the QoS parameters N3UP header does not bring much benefit. From other hand if QoS is transparently used, it basically end up in not supporting QoS in N3GPP untrusted network
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Figure 3: User plane IPsec Tunnel mode RFC3948 defined for ePDG
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Figure 4: User plane IPsec in IP Tunnel mode as per solution 8.8
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Figure 5: User plane with 3GPP protocol between UE and ngPDG as per solutions 8.7
Proposal #2: The NextGen Untrusted N3GPP  user plane is transported between the UE and the ngPDG over the IPSec tunnel model as specified in IETF RFC 3948. The user plane protocol stack is the following
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Note: The NG3 protocol stack is define based in KI#4, KI#2 conclusions 
Figure 6: User plane protocol stack for Untrusted N3GPP
2. Conclusion
The document proposes to approve the conclusion below which are included in interim agreements in document S2-166433.
Conclusion #1: IKEv2 and IPsec are used on the interface between the UE and the N3IWF.There is no need for an additional 3GPP protocol between the UE and the N3IWF for transporting the user plane packet or the NAS protocol.
Conclusion #2: The NextGen Untrusted N3GPP access network shall support between the UE and the N3IWF the IPSec tunnel model as specified in IETF RFC 3948.
Conclusion #3: The NextGen Untrusted N3GPP user plane is transported between the UE and the ngPDG over the IPSec tunnel model as specified in IETF RFC 3948. The user plane protocol stack is the following
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Note: The NG3 protocol stack is define based in KI#4, KI#2 conclusions 
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