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Abstract of the contribution: The contribution proposes an update of solution 8.6 to address user plane format.
Introduction
The solution for non-3GPP described in section 6.8.6 lacks a user plane description. Basically two issues with providing a user plane for non3GPP access is addressed here:
A. 	How to distinguish NG1 signaling from user plane packets in the NGPDG.
B.	How to support non-IP packets and IP user plane packets through the non-3GPP access.
A. NG1 signaling and user plane packets
After Attach is performed, the NGPDG will provide secure communication towards the UE using IP Sec tunneling. At this stage there may be NAS signaling over NG1 as well as user plane packets sent over NG3 towards the CP-UP. The NGPDG needs to distinguish between NG1 signaling and user plane data. There may be different methods:
1)	The first Child SA can be used to transport NG1 messages and a second Child SA should be established to dedicatedly transport user plane data. So, N3ASF and UE can distinguish NG1 messages from user plane data based on the SPI value of IPSec tunnel. (see S2-165680)
2)	To uplink IPSec packet, a special destination IP address or Port number can be used by N3ASF to distinguish NG1 messages from user plane data. To downlink IPSec packet, the special IP address and Port number should be marked as the source IP address and Port number and used by UE to distinguish NG1 messages from user plane data. (see S2-165680)
3)	If IPSec tunnelling is per UE, an inner protocol identifier may be added to distinguish NG1 messages from user plane data. (adding a layer)
B. non-IP packets support in non-3GPP
After Attach is performed the NGPDG will provide secure communication towards the UE using IPSec tunneling. IP packets as well as Non-IP user plane packets may be sent by the UE over IP Sec towards the CP-UP. IP packets are sent in IPSec as shown in figure 1. It is assumed that the NG3 link will support non-IP data, but it must be considered how the IPSec tunnel between the UE and the NGPDG will handle these packets. There may be different methods:
1) 	non-IP packets are sent as raw payload inside a IPSec tunnel:
	In case of using PDU type specific PDU Sessions with e.g. child SA created PDU sessions, there should be no problem since it will be clear from the PDU session context which non-IP protocol is transported in the session. The Next Header field in the IP header could be set to any value, or a value from the unassigned lot could be obtained from IANA. It will be possible to distinguish user plane sessions and protocols based on the SPI value of IPSec tunnel
2) 	Non-IP packets are tunnelled in some tunnelling protocol over IP Sec, e.g. GRE: 
Within the GRE tunnel (only 2 mandatory octets are need since we only want the Protocol Type field. This field carries the EtherType, which may be used to indicate the non-IP protocol. In case of using GRE there should be no need for PDU session unique child SA since the EtherType could be used for distinguishing NAS as well as PDU Sessions.
Conclusion
Basic assumption:
For the solution presented here it is assumed that there will be a setup of an individual PDU session for each exchange of traffic using a specific protocol type. Thus there will never be a mix on IP and non-IP packets (or different kinds of non-IP packets) within a PDU session.
It is seen in the introduction that the child_SA method will solve both NAS signalling as well as IP and non IP traffic in the non3GPP access. Therefore, there is really no need for any combination of different methods, such as assigning a specific IP and port address for the NAS signalling, or to use an intermediate protocol layer such as GRE. If the NG1 signalling should also use this same child_SA method and removing the UDP/IP layer from the CP protocol stack would be FFS. In fact, it may be advantageous to remove the UDP/IP layer from the control plane in order to get away from IP version issues in UDP. However, the method used for NAS control signalling is not considered further here.
For the user plane, it is proposed to use the SPI value of IPSec tunnel created by child SA individually for each PDU session in the NGPDG. For non-IP sessions, the Next Header field in the IP header could be set to any value, or obtained from the IANA. The user plane protocol stacks for the IP and non-IP User Plane will be as shown in the figure 1-1 and 1-2.


Figure 1‑1. User plane for IP payload



Figure 1‑2. User plane for non-IP payload
Proposal
It is proposed to capture the following updates in TR 23.799-110.

***** Start of First Change *****
[bookmark: _Toc465679782]6.8.6.2.2	PDU session establishment via untrusted N3GPP access
Subsequent NAS signalling for PDU Session establishment is transported over UDP and IP in the IPSec tunnel. The UE addresses the NAS signalling using the addressing information provided to the UE by the ngPDG in step 15 during the IPSec tunnel establishment. The NAS signalling is extracted by the ngPDG and forwarded to the Serving CN CP Function selected during the attach procedureover NG2.





Figure 6.8.6.2.2-1: PDU session establishment via non-3GPP access procedure
Once the initial attach procedure as described in subclause 6.8.6.2.1 is completed, the UE can initiate PDU session establishment procedure as described in Figure 6.8.6.2.2-1 above.
1.	The UE performs the attach procedure over non-3GPP access as shown in subclause 6.8.6.2.1.
2.	The UE sends a PDU session request message to ngPDG using UDP/IP between the UE and the ngPDG and using the c-plane ngPDG addressing information obtained during step 15 of the attach procedure.
3.	The ngPDG de-capsulates the received message and forwards it to the Serving CN CP function via NG2 interface. The ngPDG also includes an IP address for a tunnel termination point for the establishment of the user plane for a PDU Session.
NOTE:	The ngPDG is not aware of the content of the NAS message. The ngPDG however assigns an IP address for a tunnel termination point for the establishment of the user plane for a PDU Session anyway, and forwards it to the Serving CN CP Function. If at the completion of the procedure the ngPDG does not receive from the Serving CN CP Function the user plane information for the UP functions, the ngPDG releases the allocated IP address.
4.	The CP function performs the UP setup (including UP function selection) with the UP function, including assigning the UE IP address(es) for the PDU session, providing to the UP function the IP address for the tunnel termination point at the ngPDG, and retrieving the UP function tunnel termination address.
5.	The Serving CN CP function sends a PDU session response message to the UEover NG2 including the IP address(es) assigned to the UE. The Serving CN CP function provides to the ngPDG over NG2 the PDU session related information (including IP address(es) assigned to the UE, QoS rules, the UP function tunnel termination address, etc.).
5.5 Based on the received PDU session related information, the ngPDG shall trigger the establishment of a child SA with the UE and associates the IP address(es) allocated to the UE for the PDU session with the child SA.
6.	The ngPDG forwards the PDU session response message over UDP/IP and encapsulated in an IPSec packet to the UE. Based on the received PDU session related information, the ngPDG may trigger the establishment of a child SA with the UE and associates the IP address(es) allocated to the UE for the PDU session with the child SA.
Editor's note: 	whether the UE and the ngPDG use one child SA per-PDU session with QoS differentiation based on packet marking, or one child SA per-PDU session and per-QoS level, or other solutions is FFS.
The protocol stack for the PDU session setup is described below.


Figure 6.8.6.2.2-2: Protocols for control plane
Editor's note:	the user plane stack figure is FFS.

PDU Sessions will be created individually, with each PDU Session supporting a specific protocol type, such that IP traffic and non-IP traffic will be unique within the PDU session. Therefore, the protocol type will be evident from the PDU Session context stored in the NW. Together with creating a new PDU session there will be a new child SA assigned to the IP Sec tunnelling between the UE and the NGPDG to support the specific PDU Session.
The SPI value of IPSec tunnel created by child SA individually for each PDU session in the NGPDG, is used to distinguish NAS signalling and each PDU session from each other. For non-IP sessions, the Next Header field in the IP header could be set to any value, or obtained from the IANA. For IP connections proto=IP is used. Both for IP and non-IP connections the NGPDG only do relaying between IPsec and tunnelling layer. The user plane protocol stacks for the IP and non IP traffic will be as shown in the figure 1-1 and 1-2.



Figure 6.8.6.2.2-3: User plane for IP payload



Figure 6.8.6.2.2-4: User plane for non-IP payload
***** End of Changes *****
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