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Abstract of the contribution: This paper analyses the differences in authentication and authorization aspects between the Rel-13 UE-to-NW-Relay communication and Rel-15 3GPP indirect communication and then proposes the objectives for this key issue of authentication and authorization.
1.
Discussion
1.1 
Authentication and authorization requirements in TS 22.278
TS 22.278 [1] lists several authentication and authorization related requirements on indirect 3GPP communication as followings: 
	7B.2  General Requirements for Indirect 3GPP Communication
The 3GPP network shall be able to identify, authenticate, address and reach an Evolved ProSe Remote UE when it accesses the 3GPP network via an Indirect 3GPP Communication.


	9.5  Security and Authorization Requirements for Indirect 3GPP Communication

The 3GPP network shall be able to ensure that the end-to-end confidentiality and integrity of data and signalling between an Evolved ProSe Remote UE and 3GPP core network when the Evolved ProSe Remote UE accesses the 3GPP network via an Indirect 3GPP Communication comparable with when the Evolved ProSe Remote UE accesses the 3GPP network via a direct 3GPP communication.

The 3GPP network shall be able to support regional or national regulatory requirements (e.g. lawful interception, PWS) for a UE independently of whether the UE accesses the 3GPP network via a direct 3GPP communication or an Indirect 3GPP Communication.

Based on the HPLMN operator preference, the 3GPP network shall be able to authorize the ability of an Evolved ProSe Remote UE to access the 3GPP network via an Indirect 3GPP Communication.

NOTE:
Separate authorization should be possible for home and roaming use.

Based on the HPLMN operator preference, the 3GPP network shall be able to authorize the ability of a UE (Evolved ProSe UE-to-Network Relay) to relay another UE (Evolved ProSe Remote UE), separately for the HPLMN and for roaming in VPLMNs.


The recently approved SA2 SID (see S2-166121 [2]), also includes the authentication and authorization of indirect 3GPP communication via an Evolved ProSe UE-to-network Relay as an objective:
	-
Investigate and evaluate the necessary enhancements to the EPC to support a generic Layer 2 Evolved ProSe UE-to-Network Relay, including methods for the network to identify, authenticate, authorise, control, address, and reach an Evolved ProSe Remote UE via an Evolved ProSe UE-to-Network Relay UE.


Obviously, we shall consider the issue of authentication and authorization for indirect 3GPP communication, but it shall be remembered to identify the differences between Release 13 and Release 15 UE-to-NW-relay.
1.2 Key issue of authentication and authorization
1.2.1 Authentication and authorization for Rel-13 UE-to-NW-Relay communication

In the Release 13 ProSe communication, the Relay is a Layer-3 Relay and the remote UE is invisible to the network, thus no context of remote UE exists in the network when there is service data transmission. 
Actually, from the security point of view, the network, i.e. the ProSe Function, has performed the authentication and authorization when the remote UE accesses the network through a Relay, in which the shared PRUK-based credential or GBA-based security is used. But this is assumed to be a third-party authentication and authorization as the ProSe Function is an entity behind the PGW, so the other network entities, e.g. HSS/MME, do not know the final result of the authentication and authorization.
1.2.2 Authentication and authorization for Rel-15 indirect 3GPP communication

When it comes to the Release 15 indirect communication scenario, the considerations for Release 13 UE-to-Network Relay no longer apply. Since the evolved Relay is a Layer-2 relay, the network shall establish and maintain the contexts of the evolved remote UE, including NAS context, AS context, and other UE contexts in network entities. As a result, instead of the ProSe Function, other network entities like MME and HSS may authenticate and authorize the Release 15 indirect 3GPP communication (i.e., they may authenticate the Evolved Remote UE and the Evolved Relay UE, authorize whether the UE can act as an Evolved Relay UE, authorize whether the Evolved Remote UE can access the network through this Evolved Relay UE, etc.). 
1.2.3 Security for the data transmission of Evolved Remote UE

Another point that shall be considered is the security of data transmission between the Evolved Remote UE and network. In Release 13, the Remote UE’s data is encapsulated and transferred through the Relay’s PDN connection, so the security of Remote UE’s data transmission relies on Relay’s security, thus the data is not transparent to the Relay. Regarding that, it is assumed that the Relay is for Public safety, therefore controlled and trusted by the network, there is no concern about a legal Relay intercepting a remote UE’s data. 
On the contrary, the Release 15 3GPP indirect communication is designed for a commercial scenario. This means that an Evolved Remote UE would access any Evolved Relay UE whose owner may be any person, so it becomes necessary to avoid the Release 15 Relay UE intercepting the Evoled Remote UE’s data.
1.2.4 Objectives of authentication and authorization for Evolved Remote UE communication
Before an Evolved ProSe Remote UE accesses the network indirectly via an Evolved ProSe UE-to-Network Relay, the following questions shall be answered:
· How does the network authenticate the Evolved ProSe Remote UE?

· How does the network authenticate the Evolved ProSe UE-to-Network Relay?
· How does the network authorize whether the UE can act as an Evolved ProSe UE-to-Network Relay?

· How does the network authorize whether the Evolved Remote UE can access the network through an Evolved ProSe UE-to-Network Relay?

· How to ensure the security of data transmission between the Evolved ProSe Remote UE and the Network?

· How to ensure the security of data transmission between the Evolved ProSe Remote UE and the Evolved ProSe UE-to-Network Relay?
NOTE: 
The Evolved ProSe UE-to-Network Relay is a Layer-2 relay, the network shall establish and maintain the contexts of the Evolved ProSe Remote UE, including NAS context, AS context, and other UE contexts in network entities. 

2
Proposal
It is proposed to add the following Key Issue of authentication and authorization for indirect 3GPP communication to the TR for the Study on architecture enhancements to ProSe UE-to-Network Relay.
* * * * Beginning of Changes * * * *
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5
Key Issues 

5.y
Key Issue #y: Authentication and authorization for indirect 3GPP communication

5.y.1
General description
TS 22.278 [x] gives many authentication and authorization related requirements on indirect 3GPP communication which is also in SA2’s objectives, so it is an important key issue need to be addressed. Compared to the Release 13 UE-to-NW Relay communication, some differences shall be identified and considered. 

· Unlike the Layer-3 Relay in Rel-13, the Rel-15 evolved Relay is Layer-2, so the network shall establish and maintain the contexts of remote UE, including NAS context, AS context, and other UE contexts in the network entities. 

· The Rel-13 Relay is for Public safety and assumes to be controlled and trusted by the network, so there is no concern about a legal Rel-13 Relay intercepting a Remote UE’s data. On the contrary, the Rel-15 indirect 3GPP communication is designed for commercial case: this means that an Evolved Remote UE would access any Evolved Relay whose owner may be any person, thus it becomes necessary to avoid the Rel-15 Relay intercepting the Evolved Remote UE’s data.
Before an Evolved ProSe Remote UE access the network indirectly via an Evolved ProSe UE-to-Network Relay, the following objectives shall be achieved:

1. How the network authorizes whether the UE can act as an Evolved ProSe UE-to-Network Relay
2. How the network authorizes whether the evolved remote UE can access the network through an Evolved ProSe UE-to-Network Relay
3. How the network authenticates the Evolved ProSe Remote UE

4. How the network authenticates the Evolved ProSe UE-to-Network Relay
5. How to ensure the security of data transmission between the Evolved ProSe Remote UE and the Network

6. How to ensure the security of data transmission between Evolved ProSe Remote UE and Evolved ProSe UE-to-Network Relay
NOTE 1:
The Evolved ProSe UE-to-Network Relay is a Layer-2 relay, thus the network shall establish and maintain the contexts of Evolved ProSe Remote UE, including NAS context, AS context, and other contexts in network entities. 

NOTE 2:
Bullets 4-6 are authentication and security related key issues that should be considered and studied by SA3.
* * * * End of Changes * * * *
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