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Abstract of the contribution: This contribution proposes description for 5G security aspects for 23.501.
1. Discussion
Similar with EPS design in 23.401, the security functions shall include following functionality:
-
Authentication of the UE by the network and vice versa (mutual authentication between UE and network).

-
Security context generation and distribution.

-
User identity confidentiality protection (temporary user identity allocation and usage).

-
User Plane data confidentiality (encryption and decryption).

-
Control Plane signalling confidentiality and integrity protection.

Mutual authentication between UE and network shall be continuously supported by 5G system.

As the data on user plane changes from packet to packet, it’s rare to be replay attacked in reality, so just providing data confidentiality is sufficient from security perspective.

For the control plane signalling, in order to be prevented from being replay attacked, integrity protection is assumed to be there as EPS did except from the confidentiality.

Due to the potential SMF and AMF separation, there is possibility that the SM NAS messages are protected for both confidentiality and integrity, if a separate SM security context is maintained in SMF and UE, that will require two separate sets of NAS Security Context, but keeping two separate sets of NAS level security contexts introduces much complexity. As all NAS messages go through AMF, it is sufficient to just store one set of NAS security context in AMF and let AMF terminate the NAS security check.
2. Proposal
It is proposed to add following text into TS 23.501.
* * * First change * * * *

5.7
Security Aspects
5.7.1 General

The security functions in the 5G system include:

-
Authentication of the UE by the network and vice versa (mutual authentication between UE and network).

-
Security context generation and distribution.

-
User Plane data confidentiality protection.

-
Control Plane signalling confidentiality and integrity protection.
Editor’s Note: Whether User identity confidentiality protection is part of security function is FFS.
Editor’s Note: Detailed description for the security functions will be addressed after the corresponding SA3 work is concluded.
* * * End of change * * * *
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