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Proposal
Based on the conclusions in document S2-170081, this document introduces the PDU session setup procedure in TS 23.502.
* * * First Change * * * 

4.11
System interworking procedures with non-3GPP access

4.11.x
UE requested PDU Session Establishment via Untrusted non-3GPP Access
This sub-clause specifies how a UE can establish a PDU session via an untrusted non-3GPP access network. It is based on the PDU session establishment procedure specified in sub-clause TBD. 


[image: image1.emf]Untrusted 

non-3GPP

Access

UE N3IWF AMF

1. PDU Session Establishment Request

(PDU Session ID, SSC mode, type, …)

Other CP and

UPfunctions

2b. N2 PDU Session 

Request

(QoS profile(s),

PDU Session ID,

PDU Session 

Establishment Accept)

6. N2 PDU Session 

Request Ack

5. PDU Session Establishment Accept

(IP address/prefix, SSC mode, QoS rules,...)

4a. IKE_Create_Child_SA Req

(SA, VID(QoS Profile(s), PDU Session ID))

4b. IKE_Create_Child_SA Res

3. Determine the 

number of IPsec child 

SAs

2a. Step 2-9 in Figure X.Y.1-1

7. Step 13-16 in Figure X.Y.1-1

First IPsec 

child SA

IPsec SA for NAS signaling

4c. IKE_Create_Child_SA Req

(SA, VID(QoS Profile(s), PDU Session ID))

4d. IKE_Create_Child_SA Res

Additional 

IPsec child 

SAs

8a. QoS flows inside the first IPsec child SA

8b. QoS flows inside an additional IPsec child SA


Figure 4.11.x-1: PDU session establishment via untrusted non-3GPP access

1.
The UE shall send a PDU Session Establishment Request message to AMF as specified in step 1 of sub-clause TBD. This message shall be sent to N3IWF via the established IPsec SA for NAS signalling and the N3IWF shall transparently forward it to AMF in the 5G core network. 
2a.
The steps 2-9 specified in clause TBD are executed according to the PDU session establishment procedure over 3GPP access.

2b.
As described in step 10 of sub-clause TBD, the AMF shall send a N2 PDU Session Request message to N3IWF to establish the access resources for this PDU session. This message includes the QoS profiles of the pre-authorized QoS rules of the requested PDU session. For B-type QoS rules, the N2 PDU Session Request message includes also the QoS parameters for these QoS profiles. In addition, the N2 PDU Session Request includes the Activate PDU Session Accept message that should be forwarded to UE.

3.
Based on its own policies and configuration, and based on the QoS profiles received in the previous step, the N3IWF shall determine the number of IPsec child SAs to establish and the QoS profiles associated with each IPsec child SA. For example, the N3IWF may decide to establish one IPsec child SA and associate all QoS profiles with this IPsec child SA. In this case, all QoS flows of the PDU session would be transferred over one IPsec child SA.
4a. The N3IWF shall send to UE an IKE Create_Child_SA request according to the IKEv2 specification in RFC7296 [x1] to establish the first IPsec child SA for the PDU session. This request shall include a 3GPP-specific Vendor Id (VID) payload which contains (a) the QoS Profile(s) associated with the child SA and (b) the identity of the PDU session associated with this child SA. It also contains other information (as per RFC7296) such as the SA payload and the Traffic Selectors (TS) for the N3IWF and the UE, etc.
Editor’s note: It is FFS if the Vendor Id (VID) payload can contain additional parameters. For example, the VID could include the DSCP value associated with the IPsec child SA.
4b. If the UE accepts the new IPsec child SA, the UE shall send an IKE Create_Child_SA response according to the IKEv2 specification in RFC7296 [x1]. During the IPsec child SA establishment the UE is not assigned an IP address.
4c-4d. If in step 3 the N3IWF determined to establish multiple IPsec child SAs for the PDU session, then additional IPsec child SAs shall be established, each one associated with one or more QoS profiles.
Editor’s Note: It is FFS if the execution of steps 3 and 4 could be delayed. For example, in some scenarios these steps could be executed when there is need to transfer data traffic for the PDU session.
5.
After all IPsec child SAs are established, the N3IWF shall forward to UE via the IPsec SA for NAS signalling the PDU Session Establishment Accept message received in step 2b.

6.
The N3IWF shall send to AMF an N2 PDU Session Request Ack.

7.
The steps 13-16 specified in clause TBD are executed according to the PDU session establishment procedure over 3GPP access.
8.
On the user-plane:
-
When the UE has to transmit an UL PDU, the UE shall determine the QoS profile associated with the UL PDU (by using the QoS rules of the PDU session), it shall encapsulate the UL PDU inside a GRE packet and shall forward the GRE packet to N3IWF via the IPsec child SA associated with this QoS profile. The header of the GRE packet carries the QoS profile associated with the UL PDU. 
-
When the N3IWF receives a DL PDU via N3, the N3IWF uses the QoS flow Id and the identity of the PDU session in order to determine the IPsec child SA to use for sending the DL PDU over NWu. The N3IWK encapsulates the DL PDU inside a GRE packet and copies the QoS Flow Id in the header of the GRE packet.
Editor’s note: Is it FFS if GRE or another encapsulation protocol should be used. It is also FFS if an encapsulation protocol is required or if it could be avoided.
* * * End of Changes * * * 
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