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Abstract of the contribution: This contribution proposes to capture a new key issue for FS_REAR. 

1.
Discussion
The requirement related to trust relationship approved by SA1 are captured in subclauses 7B.2 and 7C.1 of TS 22.278:
As we can see, besides the eRemote-UE and the eRelay-UE, the 3GPP network shall be able to control the connection from the eRemote-UE towards the network via an eRelay-UE. This means that the network shall be involved in the “paring procedure”, which is expected to be related to the authentication and authorization procedure (refer to S2-170089). 
However, before the CN can allow/disallow the authentication and authorization, the CN needs some information to assist the determination. Here assisted information is called “trust relationship”, which means for example that UE A can be used as a eRelay-UE only by eRemote-UE B, while UE C can be used as an eRelay-UE by any eRemote-UE.
Observation 1: A trust relationship between eRemote-UE and eRelay-UE needs to be configured in the core network before authentication and authorization.
For certain services, the trust relationship can be pre-configured in the UE/USIM. For example, in case of eRelay-UE service for public safety services or of a service in an enterprise defined for only its employees. However, some trust relationship can be dynamic. For example, a user buys a new watch as an eRemote-UE and wants to add it as a trusted entity to its smart phone. In this case, pre-configuration is not a suitable choice. 
Observation 2: In certain use cases, the trust relationship needs to be dynamically updated in the core network.
Proposal 1: Design a procedure to establish a trust relationship between an eRemote-UE and a specific eRelay-UE. This trust relationship shall also be updated in the core network.
Considering the trust relationship should be changed by users themselves, a revocation mechanism is also needed. For example, revoke the authorization of a friend of mine to use my smart phone as a relay after a short period of time. 
Proposal 2: Design a procedure to revoke the trust relationship between an eRemote-UE and a specific eRelay-UE.

2. 
Proposal
It is proposed to add the following key issues to TR for FS_REAR.
* * * * Beginning of Changes * * * *
5.X
Key issue #X: Trust relationship maintenance in UEs and CN
5.x.1
General description

For certain services, the trust relationship can be pre-configured in the UE/USIM. For example, in case of eRelay-UE service for public safety or in case of eRelay-UE service defined for an enterprise and for its employees. However, some trust relationships can be dynamic. For example, a user buys a new watch as eRemote-UE and wants to add the watch as a trusted entity to its smart phone. 

In order to satisfy the need of dynamically updating the trust relationship, the following aspects need to be studied:

-
How to establish a trust relationship between an eRemote-UE and a specific eRelay-UE, which includes the following aspect:


-
How the core network is aware of the trust relationship;


-
Which entities need to be aware and make use of the trust relationship;


-
What parameters need to be provided to the core network.

-
How to revoke the trust relationship when necessary. 

* * * * End of Changes * * * *
The 3GPP system shall support pairing of an Evolved ProSe Remote UE and a specific Evolved ProSe UE-to-Network Relay to allow for fast remote connectivity setup with UE consent given, and/or MNO control applied, at the time of pairing.














Based on the preference of the end-user of the Evolved ProSe UE-to-Network Relay, the 3GPP network shall be able to allow/disallow access from an Evolved ProSe Remote UE to the network via an Evolved ProSe UE-to-Network Relay.
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