SA WG2 Temporary Document

Page 2

3GPP TSG SA WG2 Meeting #118bis
S2-170303
16 – 20 January 2017, Spokane, USA
(revision of S2-17xxxx)
Source:
Intel
Title:
23.502: Way forward on NWu protocol for non-3GPP access
Document for:
Discussion / Approval
Agenda Item:
6.5.9
Work Item / Release:
5G_Ph1 / Rel-15
Abstract of the contribution: This contribution proposes a way forward on NWu protocol for non-3GPP access.
1
Introduction
The interim conclusions on non-3GPP access in clause 8.8.2 contain the following three bullets:
c)
After authentication, NAS messages are exchanged between the UE and CP functions via the established IPsec tunnel and via NG2. The N3IWF transparently forwards the NAS messages via NG2.

d)
IKEv2 and IPsec are used on the interface between the UE and the N3IWF. If there is need for a 3GPP-specific control-plane protocol over IPsec (for SM / QoS purposes) between the UE and N3IWF will be considered during the normative phase of work.

f)
For each PDU session a separate IPsec SA is created. Additionally, a separate IPsec SA per QoS level may optionally be created.
According to bullet (c) NAS messages are transferred via an “IPsec tunnel”.
According to bullet (f) a dedicated IPsec SA is established at least on PDU Session basis, and, optionally, on per-QoS level basis.
Bullet (d) states that it is FFS whether a 3GPP-specific protocol is used “over IPsec” for SM and QoS purposes.

This paper addresses the question in bullet (d).
2
Discussion
During discussions ahead of the meeting regarding NAS transport it was questioned whether “NAS transport over IPsec” (bullet (c) above) should be in IPsec tunnel mode or transport mode.
A draft contribution from Lenovo proposed that for establishment of PDU Sessions and/or NWu support for a new QoS Flow one should use the IKE_Create_Child_SA procedure in order to establish a new SA (i.e. new IPsec tunnel).

A draft contribution from Huawei proposed that for release of PDU Session the IKEv2 Informational Exchange should be used, which corresponds to an RFC 5996 procedure for deletion of SA.

There is also the scenario where a new QoS Flow is added during the lifetime of a PDU Session. In this case the N3IWF may decide to multiplex the new QoS Flow on an existing SA on NWu. It was suggested on the SA2 reflector that the IKEv2 Informational Exchange could be used for this purpose.
So, connecting all the proposals together, one obtains a complex solution that uses:

1) IKE_Create_Child_SA for establishing new PDU Session or for establishing support for new QoS Flow on NWu;

2) IKE Informational Exchange for release of PDU Session or for QoS modification of an existing SA.

3) on top of that, there is still an open point about how “direct transfer” of NAS messages works (e.g. tunnel vs transport mode IPsec) between UE and N3IWF.

In our opinion it is not a good idea to use different “lower layer” procedures depending on the type of the “upper layer” procedure (i.e. NAS Direct Transfer, PDU Session establishment, QoS modification, PDU Session release).

For the first two bullets above it has been proposed to use Vendor Specific Attributes (VSAs) in IKEv2 and it has been claimed that in this way “there is no need for 3GPP-specific C-plane protocol” on NWu.

We think that the statement that “there is no need for 3GPP-specific C-plane protocol” is a bit ambiguous and may require clarification.

For instance, by using 3GPP-specific payloads transported as VSAs in IKEv2 procedures (with, on top that, some expected request/response behaviour in the peers) we _are_ actually defining a 3GPP-specific C-plane control protocol. It just so happens that this protocol’s messages are relayed by using an existing “lower layer” transport (e.g. an IKEv2 procedure for bullets (1) and (2) above, or an IPsec tunnel for bullet (3) above).

We believe that a clean design commands that the “lower layer” transport should not depend on the “upper layer” procedure.
In other words, we believe that we should use a common “lower layer” for all the “upper layer” procedures mentioned previously (i.e. NAS Direct Transfer, PDU Session establishment, QiS modification, PDU Session release). This should also provide a clean basis for future evolutions where other 3GPP-specific functionality can be added on NWu easily, as needed.
We propose to consider one of the following two “lower layers” for all the 3GPP-specific procedures on NWu:

-
IKE Information Exchange with 3GPP-specific VSAs, or

-
IPsec transport with 3GPP-specific shim layer.

3. Proposal
It is proposed to endorse the following proposal:
Proposal 1: Common “lower layer” transport is used on NWu to support exchange of 3GPP-defined information elements for all of the following NWu procedures: NAS Direct Transfer, SA establishment, SA modification, and SA release.

It is also proposed to capture the text proposal in TS 23.502.

######################### TEXT PROPOSAL FOR TS 23.502 ###########################

4.11
Procedures for non-3GPP access

Editor’s Note:
Including interworking procedures with untrusted non-3GPP access, i.e. the differences south of N2 compared to what is described in other procedures e.g. Registration procedures.

4.11.x
Control plane signalling between UE and N3IWF
The control plane signalling between UE and N3IWF includes exchange of 3GPP-defined information elements to support the following NWu procedures:

-
Direct transfer of NAS signalling protocol messages.

-
Establishment of Security Association (SA) e.g. to support new PDU Session and/or new QoS Flow that requires separate SA.

-
SA modification e.g. due to the addition of new QoS Flow on an existing SA.
-
SA release.
A common transport mechanisms is used on NWu to support the exchange of 3GPP-defined information elements for all the NWu procedures listed above.
Editor’s Note:
The common transport mechanism for 3GPP-defined information elements is FFS. Example mechanisms include (but are not limited to): IKEv2 Informational Exchange with 3GPP-defined vendor specific attributes, or IPsec transport with 3GPP-defined shim layer.
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