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1
Discussion

SA2 has been discussing mechanisms for UE registration (attach) to the NGC that enable an attach without the establishment of any PDU sessions. At the same time, the discussion has indicated the need to enable a PDU session establishment piggybacked with the attach procedure (as is the case in EPC without CIOT optimisations).
It has been noted that in EPC NAS during the rel.8 discussions it has been identified that certain data contained in Attach message e.g. UE-provided APN and PAP/CHAP username and password at initial attach, is considered "sensitive" from privacy perspective and therefore in TS 23.401 the UE and MME establish a security association before transmitting the APN using Ciphered Options Transfer Flag (see extract from clause 5.3.2.1 of TS 23.401): 


If the UE intends to send PCO which require ciphering (e.g., PAP/CHAP usernames and passwords) or send an APN, or both, the UE shall set the Ciphered Options Transfer Flag and send PCO or APN or both only after authentication and NAS security setup have been completed (see below).

Similarly to the current EPC model, in NGC for the attach procedure some sensitive data should not be transmitted OTA without any protection, e.g.:

· For slicing, the UE may provide to the network in initial attach messages, before any NAS protection is established, network slice information that can reveal customer specific information. Specifically, the Configured NSSAI (as defined in TR 23.799) provided by the UE in initial NAS registration procedures, and the Accepted NSSAI provided in subsequent registrations in the same PLMN, is an unprotected and may result in divulging customer specific information. This applies to the Slice/Service type (SST), e.g. for public safety scenarios, which allows to identify specific devices belonging to specific slices. In particular, however, the Slice Differentiator contains specific customer information (e.g. what previously was referred to Tenant ID) which for many cases may be confidential and should be protected both to avoid manipulation (e.g. man in the middle attacks) and tracking of users/devices.. 
· When a PDU session requested is performed simultaneously to the attach procedure (i.e. SM request piggybacked to the MM request), sensitive information such as the APN are unprotected since no NAS protection is available yet.
Though a detailed analysis of the security risks should be done in SA3, it is easy to identify that the same requirement as in EPC would apply also to the Next Generation System even though a different protocol design approach is followed e.g. in 5G NAS.
At present a NAS Registration procedure is being proposed as pictured below. In such procedure, in the initial unprotected Registration request the UE provides parameters including sensitive information such as the NSSAI. In addition,  the Registration request message can be used to transport signaling for SM PDU Session establishment in which the PDU-specific sensitive information (e.g. DNN) are provided.
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Figure 1. Currently Proposed Registration procedure.
2
Proposal

2.1 Registration Procedure

The paper proposes a mechanism to enable decoupling during a Registration procedure the authentication of the UE and security establishment upon UE registration to the NGC from the actual NAS registration procedure.
The proposal is based on the idea that the only information that gets transferred unprotected between the UE and network are the one needed to setup security, i.e. the UE (temporary) ID and the UE security capabilities 
Specifically, the proposal is to define a NAS Attach procedure where:

1. The UE sends a NAS Registration Request to the CN, where
a. In the initial Registration message, the UE provides the minimal UE capability including the UE identity (e.g., UE Permanent Identity or UE Temporary Identity), the UE security capability (e.g. supported encryption and integrity protection algorithms).
2. UE and the network perform authentication of the UE
3. The NGC performs a NAS security mode command procedure to establish a secure NAS connection
a. After successful NAS SMC procedure, all NAS messages between the UE and MME are protected (ciphered and integrity protected)
b. In particular, all the “sensitive” information elements in the NAS Attach message (e.g. NSSAI), and PDU Session Request messages (inc. APN aka DNN) are protected

4. The UE provides to the AMF a 5G NAS Registration Container containing the remaining information required for the registration procedure (e.g. NSSAI, etc.), and the AMF proceeds with the registration procedure.
Optimizations are possible, where the NAS information elements for the Registration procedure may be piggybacked to the NAS Security Mode Complete message in order to not increase the message count compared to a regular attach procedure.
The following figure highlights how the registration procedure can be modified according to the proposal.


[image: image2.emf][uE ] RAN_| New oid PCF | [smfr ][ AusF]| [ubm |

1. Registration Rgquest AMF AMF
I—

2. AMF sellection

3. Registration Request (<minimal set of pprameters#)
>

. Information Request

5, Information Response
6. Identity Requést —----=---

9. Autheptication
(/t ———————————————— 2N \,/I- ————————————————————— -———#\\’l ————— -\
b 7T~

10a._Securify Mode Command Complete

(5G NAS Registration Container) EIR
11. InformatiogAcknov ledged

| {2 Identity Request/Response

13. ME Identity| check

________ =T

= —————— —_——

15. Update Logation procedure

e N k e L

-

Semememememedt e dam e dd el e —

18. UE Context| Establishmenf Acknowledged

21. UE Contgxt Terminatipn Reques

22. UE Contekt Terminatign Acknowl¢dged

423. Registration Accept

P4, Registration Complete










b 

New 

AMF

 

AUSF  SMF 

(R)AN 

UE 

4. Information Request 

1. Registration Request 

PCF 

2. AMF selection 

3. Registration Request (<minimal set of parameters>) 

Old 

AMF

 

5. Information Response 

6. Identity Request 

7. Identity Response 

8. AUSF selection 

9. Authentication 

12. Identity Request/Response 

EIR 

13. ME Identity check 

14. UDM selection 

15. Update Location procedure 

16. PCF selection 

17. UE Context Establishment Request 

18. UE Context Establishment Acknowledged 

23. Registration Accept 

24. Registration Complete 

21. UE Context Termination Request 

22. UE Context Termination Acknowledged 

UDM 

19. SM Request 

20. SM Response 

11. Information Acknowledged 

10a. Security Mode Command Request 

10a. Security Mode Command Complete 

(5G NAS Registration Container) 


Figure 2. Modified Registration Procedure.
2.2 Further NAS Procedures

After a successful registration, there are scenarios in which information protection is required:

· If the UE is deregistered from the network after a successful previous successful Registration procedure, and the UE needs to re-register, the UE will send a full Registration request containing the 5G NAS Registration container if a security context exists based on the prior registration, since the Registration request can be ciphered and integrity protected based on the existing security context. 

· The AMF can obtain the the UE security context based on the UE Identity provided by the UE (e.g. Temporary UE Identity allocated by the network at previous attach) 

· If a previously established NAS security context does not exist, the UE will perform the decoupled procedure performed at initial attach.

· If the UE is registered to the network but is idle, any further NAS messages (e.g. Service request, TAU request) can be contains parameters that can be ciphered and integrity protected based on the previously established security context. 

· In PDU Session requests, the APN can be protected based on the previously established security context.
The network can re-establish a new security context at any time by performing NAS SMC when necessary.
Proposal 1: perform a Registration procedure by providing initially only the minimum set of UE parameters to enable the network to process the registration, authenticate the UE and perform the security mode command. The UE provides the complete set of registration parameters once the security mode command is completed.
Proposal 2: re-use the security context established between the UE and the AMF at initial NAS Registration (and possibly refreshed by the network at a later time) for subsequent NAS signalling.
2.3 Slicing Support

In order to support network slicing, it was agreed in TR 23.799 that the UE includes the NSSAI also in initial RRC signalling to aid the RAN in selection of the serving core network node. Such information is also unprotected. 
In eDECOR, the DCN ID was visible to the RAN and could be intercepted and tracked by a malicious party (e.g. to track all UEs belonging to a specific type of netwrok, e.g. Public Safety). This was not considered a security issue, though it might need to be re-evaluated. It is desirable for network slicing to achieve at least the same level of security/privacy provided by eDECOR.

Multiple options are possible for avoiding disclosure or modification of sensitive network slicing information:
· Option 1: The UE does not provide any NSSAI in RRC signalling, and the RAN selects a default CN node. The UE performs the authentication as described above during a NAS Registration procedure, and provides the required NSSAI in the NAS Attach procedure. This may lead to a reselection of the CN serving node in order to serve the UE as required by the provided NSSAI. This option provides complete protection of sensitive information contained in NSSAI, but does not enable the RAN to perform a CN selection based on slicing information
· Option 2: The UE provides only the Service Slice Type of the NSSAI in the RRC signalling, in order to protect the more customer-specific information (i.e. the Service Discriminator). The UE proceeds as in the previous case, but the RAN can perform a more precise CN selection based at least on the SST information in the NSSAI provided by the UE in RRC. Option 2 provides the same level of protection/privacy of eDECOR. However, this limits the CN selection capability of the RAN for network slicing, since Service Discriminators are not provided
Proposal 3: SA2 needs to discuss the level of desired “protection” of slicing-related information provided in RRC messages when there is no security mechanism in place (e.g. at initial registration). 

* * * * Next Change * * * *
4
System procedures

4.1
Connection and Mobility Management procedures

Editor’s Note:
Should include mobility management related procedures.

4.1.1
Registration procedures
4.1.1.1
Registration

Editor’s Note:
Procedure equivalent to Attach procedure and TAU (for all type of triggers) procedure. Procedure includes aspects required to support network slicing, and policy control. Procedure may include e.g. authentication/authorisation, RRM, Capability handling, DRX aspects. 

A UE needs to register with the network to receive services that require registration.The Registration procedure is used e.g. when the UE needs to initially register to the 5G system, upon mobility procedure when the UE changes to a new Tracking area (TA) in idle mode and when the UE performs a periodic update (due to a predefined time period of inactivity), etc.

Editor’s Note:
It is FFS whether to add a reference to TS1 for a complete list of triggers for initiating the registration procedure.
During the initial registration the Mobile Equipment Identity is obtained from the UE. The AMF operator may check the ME Identity with an EIR. The AMF passes the ME Identity (IMEISV) to the UDM, to the SMF and the PCF.
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Figure 4.1.1.1-1: Registration procedure

1.
UE to RAN: Registration Request (Registration type, Permanent User ID or Temporary User ID, Security parameters, UE 5GCN Capability,) together with RRC parameters indicating Permanent User ID or the Temporary User ID, the Selected Network and NSSAI.


The Registration type indicates if the UE wants to perform an "initial registration" (i.e. the UE is in non-registered state), a "mobility registration" (i.e. the UE is in registered state and initiates a registration due to mobility) or a "periodic registration" (i.e. the UE is in registered state and initiates a registration due to the periodic update timer expired). If included, the Temporary User ID indicates the last serving AMF. The Security parameters are used for Authentication and integrity protection. 
Editor’s Note:
The content of the Security parameters is FFS.
Editor’s Note:
Further details of UE provided NSSAI in NAS and RRC is FFS.

2.
If a Permanent User ID is included or the Temporary User ID does not indicate a valid AMF the RAN, based on RAT and NSSAI, if available, selects an AMF.


The RAN selects an AMF as described in TS 23.ABC [xx], clause X.

3.
RAN to AMF: Registration Request (Registration type, Permanent User ID or Temporary User ID, Security parameters, NSSAI) and Location Information, Cell Identity, RAT type.


Location Information, Cell Identity and RAT type relates to the cell in which the UE is camping. 
4.
[conditional] new AMF to old AMF: Information Request (complete Registration Request)

If the UE’s Temporary User ID was included in the Registration Request and the serving AMF has changed since last registration, the new AMF may send Information Request to old AMF including the complete Registration Request IE to request the UE’s Permanent User ID and MM Context.

5.
[conditional] old AMF to new AMF: Information Response (Permanent User ID, MM Context, SMF information)

Old AMF responds with Information Response to new AMF including the UE’s Permanent User ID and MM Context. 

If old AMF holds information about active PDU Sessions, the old AMF includes SMF information including SMF identities and PDU session identities.
6.
[conditional] AMF to UE: Identity Request ()

If the Permanent User ID is not provided by the UE nor retrieved from the old AMF the Identity Request procedure is initiated by AMF sending an Identity Request message to the UE. 

7.
[conditional] UE to AMF: Identity Response ()

The UE responds with an Identity Response message including the Permanent User ID.

8.
If the Registration Request was not sent integrity protected or integrity protection is indicated as failed (step 5 Information Response), the AMF, based on Permanent User ID, selects an AUSF.

The AMF selects an AUSF as described in TS 23.ABC [xx], clause X.

9.
The AUSF may initiate authentication of the UE and NAS security functions if the Registration Request was not sent integrity protected or integrity protection is indicated as failed in step 5 (Information Response). If security is established, then AMF may fetch IMEI from the UE.

The authentication is performed as described in TS 23.ABC [xx], clause X.

10a. Upon successful UE authentication, the AMF sends a NAS Security Mode Request command to the UE to establish NAS security
10b. The UE responds with a NAS Security Mode Complete message, and includes a 5G NAS Registration container including all the additional parameters required for the registration procedure. This includes the NSSAI, if available, and the PDU session status.
NSSAI indicates the Network Slice Selection Assistance Information (as defined in clause x of TS 23.501[x]. The PDU session status indicates the available PDU sessions in the UE. 
If PDU session establishment is permitted simultaneously to the Registration procedure, the 5G NAS Registration container includes one or more NAS SM PDU Session Request messages.
Editor’s Note: The possibility to piggyback a PDU session Establishment request at the same time as sending a Registration request is FFS. The rest of this procedure does not include the PDU Session Establishment steps if a PDU Session Request message is included in the 5G NAS Registration container. 
11. [conditional] new AMF to old AMF: Information Acknowledged ()


If the AMF has changed the new AMF acknowledge the transfer of UE MM context.

If the authentication/security procedure fails, then the Registration shall be rejected, and the new AMF sends a reject indication to the old AMF. The old AMF continues as if the Information Request was never received.

12.
[conditional] AMF to UE: Identity Request ()


If the ME identity was not provided by the UE nor retrieved from the old AMF the Identity Request procedure is initiated by AMF sending an Identity Request message to the UE to retrieve the ME identity.
13.
Optionally the AMF initiates ME identity check.


The ME identity check is performed as described in clasue X.
14.
If step 14 is to be performed, the AMF, based on the Permantent User ID, selects a UDM. 

The AMF selects an UDM as described in TS 23.ABC [xx], clause X. 

15. If the AMF has changed since the last registration, or if there is no valid subscription context for the UE in the AMF, or if the UE provides a Permanent User ID which doesn't refer to a valid context in the AMF, the AMF initiates the Update Location procedure. This will include that UDM initiates Cancel Location to old AMF, if any. The old AMF removes the MM context and notifies all possibly associated SMF(s).


The Update Location procedure is performed as described in TS 23.ABC, clause X. 

Editor’s Note:
Whether interactions with UDM and PCF includes mobility restriction related information is FFS.
16.
Optionally the AMF, based on the Permanent User ID, selects a PCF.


The AMF selects an PCF as described in TS 23.ABC, clause X.

17.
[optional] AMF to PCF: UE Context Establishment Request ()

The AMF request the PCF to apply operator policies for the UE.
18.
PCF to AMF: UE Context Establishment Acknowledged ()

The PCF acknowledges the UE Context Establishment Request message. 

19.
[conditional] AMF to SMF: SM Request ()


If the AMF is changed, the new AMF notitifies each SMF of the new AMF serving the UE. 


If the AMF is changed the new AMF verifies the PDU session status received from the UE with the SMF information received from the old AMF. If the AMF has not changed the AMF verifies PDU session status from the UE with the available SMF information. The AMF releases any network resources related to PDU sessions that are not active in the UE.

20.
SMF to AMF: SM Response ()


The SMF may decide to trigger e.g. UPF relocation as described in clause x.
21.
[conditional] AMF to PCF: UE Context Termination Request ()


If the old AMF previously requested UE context to be established in the PCF, the old AMF terminates the UE context in the PCF.

22.
PCF to AMF: UE Context Termination Acknowledged ()
23.
AMF to UE: Registration Accept (Temporary User ID, Registration area, Mobility restrictions, PDU session status)

The AMF sends a Registration Accept message to the UE indicating that the registration has been accepted. Temporary User ID is included if the AMF allocates a new Temporary User ID. Mobility restrictions is included in case mobility restrictions applies for the UE. The AMF indicates the PDU session status to the UE. The UE removes any internal resources related to PDU sessions that are not marked active in the received PDU session status. If the PDU session status information was in the Registration Request, the AMF shall indicate the PDU session status to the UE.
24.[conditional] UE to AMF: Registration Complete ()
The UE sends a Registration Complete message to the AMF to acknowledge if a new Temporary User ID was assigned.
Editor’s Note:
Details of N2 interaction is FFS.

* * * * Next Change * * * *
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