SA WG2 Temporary Document

Page 1

SA WG2 Meeting #S2-118BIS
S2-170578
16 - 20 January 2017, Spokane, Washington, USA

Title:
[DRAFT] LS to SA WG3 on privacy of registration and slice selection information
Release:
Release 15
Work Item:
5GS_Ph1
Source:
SA WG2

To:
SA WG3
Cc:


Contact Person:


Name:
Stefano Faccin

E-mail Address:
sfaccin@qti.qualcomm.com
Attachments: none
1. Overall Description:

 SA2 has been discussing mechanisms for UE registration to the 5GC that enable the UE to attach to the network without the establishment of any PDU sessions. At the same time, the discussion has indicated the need to enable a PDU session establishment piggybacked with the attach procedure (as is the case in EPC without CIOT optimisations).

It has been noted that in EPC NAS during the rel.8 discussions it has been identified that certain data contained in Attach message e.g. UE-provided APN and PAP/CHAP username and password at initial attach, is considered "sensitive" from privacy perspective and therefore in TS 23.401 the UE and MME establish a security association before transmitting the APN using Ciphered Options Transfer Flag so that PCO or APN or both are sent by the UE only after authentication and NAS security setup have been completed.
Similarly to the current EPC model, in 5GC if a PDU session establishment is performed simultaneously to the registration procedure sensitive information such as the APN and PCO are unprotected since no NAS protection is available yet and a solution is required.
In 5GC, additional information may be considered “sensitive” from the privacy perspective. Specifically, in order to support slicing

· the UE may provide to the network in initial registration messages, before any NAS protection is established, network slice information (NSSAI) that can reveal both the slice type(s) the UE is connecting to and customer specific information. 
· Specifically, the Configured NSSAI (as defined in TR 23.799) provided by the UE in initial NAS registration procedures, and the Accepted NSSAI provided in subsequent registrations in the same PLMN after the UE deregistered, are unprotected and may result in divulging customer specific information. 
· This applies to the Slice/Service type (SST), e.g. for public safety scenarios, which allows to identify specific devices belonging to specific slices and may enable tracking of e.g. public safety devices. 
· In addition, the Slice Differentiator contains specific customer information which for many cases may be confidential and should be protected both to avoid manipulation (e.g. man in the middle attacks) and tracking of users/devices. 
· it was also agreed in TR 23.799 that the UE includes the NSSAI also in RRC signalling (for both initial registration and subsequent NAS procedures when the UE transitions from IDLE to connected mode, in order to aid the RAN in selection of the serving core network node. Such information is also unprotected and the comments above apply. 
SA2 believes that an evaluation of the security risks of exposing such information needs to be performed by SA3. SA2 welcomes SA3 input on what information require protecting and in which scenarios.
2. Actions
To SA WG3:
ACTION: SA WG2 kindly requests SA WG3 to review the information above and to provide input to SA2 regarding what information require protection, and what steps SA2 needs to take to ensure such protection.
3. Dates of Next TSG-SA WG2 Meetings:
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