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Abstract of the contribution: This contribution discusses the pairing concept and proposes a way-forward.
1.
Introduction

One objective of our eProSe-Relay study item is to investigate the pairing concept, i.e., to study the impacts on the EPC to implement pairing functionality (see SP-160961):
-
Depending on the work in RAN2 (see TR 36.746), investigate and study impacts on the EPC to aid pairing between an Evolved ProSe Remote UE and an Evolved ProSe UE-to-Network Relay to allow for fast remote connectivity setup.

In the last November SA2#118 meeting, pairing was briefly discussed and a related key issue was agreed with a NOTE documented in the chairman note:
-
Definition of “pairing” needs to be provided in future.

This contribution tries to resolve the pairing issue at this meeting: the pairing requirement from SA1 is first analyzed, then the Bluetooth definition of pairing is investigated and used as a good reference for defining the 3GPP pairing functionality. Finally, it is discussed how pairing functionality can be achieved in 3GPP.
2.
Discussion
2.1
SA1 Requirement on Pairing
The pairing requirement is specified in section 7C.1 of TS 22.278:
· The 3GPP system shall support pairing of an Evolved ProSe Remote UE and a specific Evolved ProSe UE-to-Network Relay to allow for fast remote connectivity setup with UE consent given, and/or MNO control applied, at the time of pairing.

It can be seen from the above requirement that pairing was introduced with the main intention of assisting fast connection establishment between eRemote-UE and eRelay-UE.
2.2
Pairing definition in Bluetooth
Pairing is not a new terminology created by 3GPP but is already widely used in the Bluetooth technology area, so it is necessary to investigate how pairing is defined in Bluetooth.
The definition about pairing and paired device in Specification of the Bluetooth System is as below:
· Pairing: the process for creating a shared secret key (the “link key”)

· Paired device: A Bluetooth device for which a link key has been created.

· Link key: A secret key that is known by two devices and is used to authenticate the link.
From the above Bluetooth pairing definition, we can see that pairing is a procedure related to authentication and authorization between the two involved UEs.

Observation 1:
Pairing in Bluetooth is a procedure related to authentication and authorization between the two involved UEs.
2.3
Pairing functionality in 3GPP
Based on the analysis in section 2.1 and 2.2, now we need to study how the pairing functionality (i.e., authentication and authorization related functionality) can be implemented in 3GPP as well as whether this functionality can fulfil the SA1 requirement.

In Rel-13 authentication and authorization procedure for Remote UE attaching to a ProSe UE-to-Network Relay was specified in section 6.7.3.2.1.1 of TS 33.303. The security flow is copied here for illustration:

[image: image1.emf]5a. Direct Security Mode Command (K

D

Freshness Parameter, GPI)

Remote 

UE

UE-to-network 

relay

ProSe 

Function(s) 

PKMF of 

Relay

0a. Remote UE get provisioned relay discovery 

parameters plus PKMF address 

1a. Key Request (Relay Key Required, PRUK ID) 

1b. Key Response (PRUK, PRUK ID)

0c. Relay get provisioned relay discovery 

parameters plus PKMF address 

0d. Get Discovery security material

2. Model A or B Relay Discovery

0b. Get Discovery security material

3. Direct Communication Request (PRUK ID 

or IMSI, Relay Service Code) 

4a. Key Request (PRUK ID or IMSI, Relay Service 

Code, Nonce_1) 

4c. Key Response (K

D

, K

D

Freshness Parameter, GPI, 

Remote UE Identity)

5b. Direct Security Mode Complete ()

HSS/BSF 

of UE

4b. Fetch GPI or AV for user


Figure 6.7.3.2.1.1-1: UE-to-network relay security flows

In the above figure, steps 3-5 are the procedures related to authentication and authorization. More specifically, the network authenticates and authorizes the Remote UE and the UE-to-Network Relay and security material is transferred to the two UEs. After this procedure, the security material is stored in both the Remote UE and the UE-to-Network Relay, so that it will be used the next time the connection between these two UEs needs to be established.
Observation 2:
The pairing functionality can be implemented by authentication and authorization procedure defined by 3GPP.

Observation 3: Fast connectivity between eRemote-UE and eRelay-UE can be achieved as some security material is stored after the pairing (authentication and authorization) procedure.
Based on the observations above we can conclude that pairing is not a new procedure in 3GPP and it can be implemented by authentication and authorization procedure.
Proposal 1:
Pairing is not a new procedure in 3GPP and it can be implemented by authentication and authorization procedure.

We propose the document proposal 1 as a working assumption for our eProSe-Relay work.
3.
Proposal
We propose to capture the following working assumption for Study on architecture enhancements to ProSe UE-to-Network Relay.
* * * * BEGINNING OF CHANGES * * * *
4.1
Architectural assumptions and requirements

Editor's Note: This clause will document any architectural assumptions and requirements for architecture enhancements to ProSe UE-to-Network Relay.

The following architecture assumptions are made for this study item:

-
Pairing is not a new procedure in 3GPP and it can be implemented by the authentication and authorization procedure.
* * * * END OF CHANGES * * * *
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