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1
Discussion

The proposal is made as an update to solution 8.6. If that was not agreeable, it could be transformed into its own solution
This contribution addresses multiple aspects of Untrusted Non 3GPP (N3PP) access to NGC. It relies on following principles (proposed as interim agreements)
1 A ngPDG is added to the architecture and acts as an interworking point between Untrusted Non 3GPP (N3PP) access and NGC
2 IKE and IPsec are used on the interface between the UE and the ngPDG
3 Regardless of the number of PDU sessions for the UE, there is a single IKE association  between the UE and the ngPDG
4 The UE reaches the ngPDG selected according to similar principles than the selection of an ePDG

5
Once the UE has been authenticated, the UE exchanges NAS signaling with the network as follows:
a
When an UE connected to a ngPDG  needs to send signaling to the NGC, the same NAS signaling procedures are used than in case of 3GPP access
b
NAS is sent over IP between the UE and the ngPDG
c
The ngPDG relays NAS signaling towards the MMF over NG2
d
The specifications allow the ngPDG to hide the internal addresses of the NGC (MMF address) from the UE. The destination address used by the UE to send NAS signalling is provided by the ngPDG over IKE signalling and may correspond to an internal address within the ngPDG
It further  elaborates on following points:
· When an UE sets up multiple PDU sessions in association with a single IKE session, thus in association with a single IP address managed by the ngPDG  there is the need to multiplex the flows of these PDU sessions on top of the IP address seen by the IKE and IPSec layer of the ngPDG.
· This multiplexing requires some signalling between the UE and the network to signal to the UE the association between a PDU session and the multiplexing Identifier to be used over NWu. This signalling may be done (alternative solutions)

-
alternative i: using IKE extensions. In this case NWu multiplexing is transparent to SMF. It has to be noted that the same solution cannot be used in case of Trusted WLAN access (TWAN) as over TWAN, once the authenticated phase is over the only way for the UE and the network to exchange signalling is NAS.

-
alternative ii: using NAS SM. This alternative implies that  SMF is aware of the Untrusted access.
· In case of a PDU session working in Home Routed mode the ngPDG (in the VPLMN) needs to support VPLMN charging and LI as EPC deployments do not need 2 entities in that case: an ePDG and another function to support VPLMN charging and LI! This requires a NG4 interface from the SMF to the ngPDG
· Running NAS SM over IP and NG2 does not raise specific issues. The authentication phase and the coupling with an ATTACH procedure is more tricky and is analyzed below
Over 3GPP access 
1. The UE sends ATTACH

2. Then the UE gets authenticated
3. The RAN receives a Security mode command. 
4. A NAS Security Mode Command (SMC) procedure is run between the UE and the network
5. The network sends an ATTACH accept
Following solutions are possible over Un-trusted access 
A:
1. The UE sends an initial IKE-AUTH. This is understood by the UE and the network as an ATTACH request. The ngPDG generates an ATTACH request on behalf of the UE
2. The UE gets authenticated (further IKE-AUTH)

3. positive result of IKE-AUTH. The IPsec tunnel is established

4. A NAS Security Mode Command (SMC) is run between MMF and UE (over NG2 and IP). From there any NAS signalling exchanged between the UE and the network is sent over IP over NWu and is protected by NAS security.
5. The MMF sends to the UE a NAS ATTACH Accept that may contain any 3GPP defined parameter .
B. :
1. The UE sends an initial IKE-AUTH. 
2. The UE gets authenticated (further IKE-AUTH)

3. positive result of IKE-AUTH. The IPsec tunnel is established

4. A NAS Security Mode Command (SMC) is run between MMF and UE (over NG2 and IP). From there any NAS signalling exchanged between the UE and the network is sent over over NWu and is protected by NAS security.
5. The UE sends a NAS ATTACH Request message

6. The MMF sends to the UE a NAS ATTACH Accept that may contain any 3GPP defined parameter .
Both solutions have their merit and issues

·  Solution A 

-
requests the ngPDG to generate an ATTACH request on behalf of the UE (the UE has to consider the IKE set-up as an ATTACH requestprocedure) . The UE receives an ATTACH Accept while it has not explicitly sent an ATTACH request

-
but keeps the same order (than in 3GPP) for the signalling procedure: ATTACH request, NAS SMC, ATTACH Accept
· Solution B 

-
does not keep the same order (than in 3GPP) for the signalling procedure: NAS SMC, ATTACH request, ATTACH Accept
It is proposed to document both options in the solution
2
Proposal

It is proposed to modify TR 23.799 as follows…  ALL text is new
6.8.x
Solution 8.x: Architecture for support of untrusted Non 3GPP access
6.8.x.0
Overview
The solution applies only to UE that support NGC NAS.
The solution focuses specifically on the support of untrusted Non 3GPP access in the NextGen architecture and addresses Key Issue #8.
Editor's note:
A similar solution should be defined for Trusted WLAN access to NGC where a ngTWAN would play a similar role than the ngPDG. 

The key points of the architecture are:

-
introduction of a Non-3GPP Core Network interworking function  called ngPDG in this solution) standardized as part of the NextGen CN. The ngPDG supports:
-
 a control plane component for the establishment of a secure tunnel between the UE and the network  (via IKEv2) . For this purpose it interfaces to other CN CP functions in the CN via NG2. A subset of NG2 capabilities is used including at least the relay of NAS signalling between the UE and the CN CP functions.
-
a user plane component, implementing the termination of an IPSec secure tunnel between the UE and the ngPDG  in order to provide secure access to the NextGen CN over the untrusted WLAN to the UE. The traffic of multiple PDU sessions for the same UE is multiplexed over this IPSec tunnel.. In case of Home Routed deployment, a ngPDG located in the VPLMN supports charging and LI requirements for the VPLMN
NOTE
the ngPDG is a function defined by SA2. 

-
the interface between the UE and the CN control plane functions beyond the ngPDG is NG1. NG1 is transported transparently between the UE and the CP functions in the CN, using IP transport between the UE and the ngPDG. 

-
IPSec tunnels are established between the UE and the ngPDG function upon UE attach to the network, and protectsuser plane data and subsequent NG1 signalling between the UE and the CP functions in the CN. The attach procedure is separate from the PDU session establishment procedure.

The architecture proposes that ngPDG acts both as a control plane and a user plane function but does not aim at defining an internal interface within the ngPDG. The ngPDG acts as an evolution of an ePDG in the EPC. 

In this solution, the following is assumed:
-
the UE is dual radio, i.e. can connect to both a 3GPP RAN and the untrusted N3GPP AN;

-
the protocol stack the UE uses over untrusted N3GPP AN is different from the protocol stack the UE uses over an NG RAN, similarly to the way the protocol used between a UE and the ePDG in EPC is different from the protocol used by the UE with a RAN connected to the EPC. Nevertheless some layers are common e.g. SM NAS signalling is used between the UE and SMF regardless of whether the UE is using 3GPP or Untrusted access.
-
one secure tunnel between the UE and the ngPDG is used for the support of multiple PDN connections, with security over the untrusted radio secured by a single security context for all the UE PDU sessions
-
attach is initiated by the UE by indicating "a desire to use EAP by leaving out the AUTH payload from the first message in the IKE_AUTH exchange " sent over IKEv2 (NWu)., Once the UE has been authenticated by the CP Functions,  the IPsec tunnel is established and a NAS Security Mode Command (SMC) is run between MMF and UE (over NG2 and IP). From there any NAS signalling exchanged between the UE and the network is sent over NG2 and IP over NWu and is protected by NAS security.
Editor's Note: The NAS SMC may be replaced by an equivalent procedure in NG, This is under SA3 responsibility. 

.
6.8.x.1
Architecture description

As  an UE may set up multiple PDU sessions in association with a single IKE session, thus in association with a single IP address managed by the ngPDG  there is the need to multiplex the flows of these PDU sessions on top of the IP address seen by the IKE and IPSec layer of the ngPDG. This also allows setting-up PDU session for non IP services over a ngPDG. This multiplexing requires some signalling between the UE and the network to signal to the UE the association between a PDU session and the multiplexing Identifier to be used over NWu. 

In case of a PDU session working in Home Routed mode, the ngPDG (in the VPLMN) needs to support VPLMN charging and LI. This requires a NG4 interface from the SMF to the ngPDG
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Figure 6.8.x.1-1: Architecture for NextGen CN access via untrusted Non 3GPP access (non roaming or LBO case).


[image: image2.emf]NG MM 

function 

(MMF)

NG UE

Any  non 

3GPP 

access 

network

NG PDG

HPLMN

NWu

Y1 Y2

NG9

NGu

NG Auth. 

function (AUF)

(SCM + SEA)

NG Session 

Management 

SMF

NG11

NGu

NG2 NG4

 Figure 6.8.x.1-2: Architecture for NextGen CN access via untrusted Non 3GPP access (Home Routed  case).
Following reference points are introduced:

Y1: Reference point between the UE and the non-3GPP access (e.g. WLAN).

Y2: Reference point between the untrusted non-3GPP access and the ngPDG for the transport of UE user plane and the transport on NWx.

NWuNWu: NWu represents interface between the UE and ngPDG for establishing a secure tunnel between the UE and the NextGen CN, similar to the interface between the UE and the ePDG, and for securing the control plane and user plane exchanged between the UE and the NextGen CN. The control plane is further secured by NAS security end to end between UE and CCF (MMF).
NG2, NG3, NG4, NG9: As defined in the overall architecture.
NOTE: 
EAP signalling is sent  over NAS and over NG2
Editor’s Note: In Home Routed case the SMF controls the ngPDG via NG2 and via NG4. This configuration requires Further studies
Editor’s Note: potential optimizations where the ngPDG would fully act as an UPF e.g. where the ngPDG would terminate both NWu and NG6 are FFS. These optimizations would require an NG4 interface from SMF also in case of non roaming and LBO.
6.8.x.2
Function description

The proposed architecture is characterized by the following functionality,:

-
The UE obtains an IP address from the Non-3GPP access;

NOTE1: 
Potential UE authentication with the Non-3GPP access and the way for the UE to get an IP address to reach the ngPDG are out of scope (as the access network and Y1 are undefined in case of Untrusted access). 

-
The UE discovers and selects an ngPDG, similarly to the way a UE selects an ePDG in EPC;


-
The UE performs procedures (e.g. IKEv2) over NWu for the establishment of an IPSec tunnel with the ngPDG; 
-
attach is initiated by the UE by indicating "a desire to use EAP by leaving out the AUTH payload from the first message in the IKE_AUTH exchange" sent over IKEv2 (NWu). 

1. The UE sends an initial IKE-AUTH. This is understood by the UE and the network as an ATTACH request. The ngPDG generates an ATTACH request on behalf of the UE that contains an EAP-Resp/Identity created based on IDi provided by the UE and sends it over NG2. The ATTACH request may contain also other information extracted from IKE signalling generated by the UE.. This triggers Core CP to initiate UE authentication and to create a context associated with the UE
2. The UE gets authenticated (further IKE-AUTH exchanges)

3. When  IKE authentication succeeds  a cryptographic key can be provided by the CN to the ngPDG (via NG2) in order to complete UE authentication within IKEv2 and allow the establishment of  the IPsec tunnel between the UE and the ngPDG
4. A NAS Security Mode Command (SMC) is run between MMF and UE (over NG2 and IP). From there any NAS signalling exchanged between the UE and the network is sent over NG2 and IP over NWu and is protected by NAS security.
5. The MMF sends to the UE a NAS ATTACH Accept that may contain any 3GPP defined parameters.

1. 
2. 
3. 
4. 
5. 
6. 
-
As part of IKE signaling the ngPDG provides also the UE with following configuration information:

-
addressing information for the UE to send its NAS signaling (addressing information for NAS) and 

-
addressing information for the UE to send its User plane flows (addressing information for User plane tunneling). 

NOTE: 
This addressing information may actually correspond to internal resources in the ngPDG. This would ensure that the UE does not have direct IP  access to Core CP (that could reachable only via private IP address  range)
· The UE exchanges any further NG1 (NAS) signalling (e.g. PDU Session Establishment) with the CN CP functions over the secure tunnel established with the ngPDG and over NG2 between the ngPDG and the CN CP functions. Such signalling is transported over UDP/IP in the IPSec tunnel between the UE and the ngPDG. The NAS signalling is extracted by the ngPDG and forwarded to the CP Functions over NG2;
Editor's note:
it is FFS whether further MM signalling is required for the UE in this solution besides attach. This depends on mobility solutions defined for mobility between an NG RAN and untrusted WLAN.
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Figure 6.8.x.2.-1: Protocol stack for signalling transfer once NAS SMC has been exchanged
· User plane transport over NWu: The traffic of multiple PDU sessions for the same UE is multiplexed over an  IPSec tunnel  set-up via IKE. Multiple multiplexing solutions may be envisaged depending on whether the  IPSec tunnel  set-up via IKE works in tunnel or in transport mode. The following refers to the case where IPSec in tunnel mode would be used.  
The outermost IP address of a PDU packet exchanged over NWu is the IP address allocated by the non-3GPP access network and serves to route the packet between the UE and the ngPDG. It is stripped off by the ngPDG when it receives UL traffic from the UE. 
The IP address allocated to the UE as part of IKE signaling serves as the  address of a tunnel (over NWu) where the traffic of multiple PDU sessions may be multiplexed. This level of multiplexing allows to exchange traffic belonging to multiple PDU sessions within a single IPsec tunnel. It also supports the exchange of traffic of PDU sessions for non IP services. 
This means that the IP address  allocated to the UE as part of IKE signaling is not the IP  address with which the UE is reachable over the Data Network (DN) (is not the IP address provided to the applications on the UE) ; the IP flows of the applications on the phone are encapsulated within an IP based tunnel using as a transport address  the IP address  allocated to the UE as part of IKE signaling
Editor's note:
It is FFS Whether IPSec is set up in tunnel or in transport mode . The solution currently assumes tunnel mode
Editor's note:
It is FFS How QoS of PDU flows maps onto potential CHILD SA 
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Figure 6.8.x.2.-2: Protocol stack for the User plane 
-
The main differences between this solution and an ePDG-based solution are

-
the ngPDG interfaces over NG2 with the core network CP Functions for UE attachment authentication, encapsulating the EAP signalling for the authentication in NG2;

-
the UE exchanges explicit SM signalling for the establishment of PDU Sessions  over the IPSec tunnel established with  the ngPDG between the UE and the ngPDG. The ngPDG extracts the NAS signalling and routes it over, NG2 between the ngPDG and the core network CP functions; 

NOTE:
This means that as opposed to ePDG, the ngPDG is not involved in PDU session set-up (e.g. is not responsible of checking whether the parameters requested by the UE in a PDU session related request are compliant with the subscription or is not responsible of selecting a PDU session anchor). Furthermore the ngPDG does not handle subscription data for the UE
Editor's note:
how QoS is supported for different PDU session may be based on the solutions developed for the ePDG solution in the EPC and is FFS. 

-
upon PDU session establishment, user plane function selection is performed. The ngPDG can be selected as the only user plane function for the UE, acting as a GW towards data networks, or separate user plane function(s) can be selected and interconnected to the ngPDG via NG9;
Editor's note:
When UE is connected via both 3GPP and non-3GPP access, the impact of multiple NG1 instances on mobility management solutions is FFS in terms of the mobility management model maintained by the network for the UE.

-
The ngPDG performs the following additional functionality:

-
Routing of packets from/to the NextGen CN to/from UE by interfacing via NG3 or NG9 with other user plane functions;

-
De-capsulation/Encapsulation of packets for IPSec;

-
Local mobility anchor within untrusted non-3GPP access networks using MOBIKE (if needed).

Editor's note:
ngPDG functionality in terms of transport of level packet marking and QoS Enforcement are FFS and depend on the QoS solutions defined in NextGen.

The proposal has the following difference with respect to the use of NG2 for NG RAN:

-
No Hand-Over signalling takes place over NG2 when it is terminated in ngPDG. This does not preclude the ngPDG from supporting intra N3GPP access mobility such as  defined by MOBIKE
-
Information exchanged over NG2 in case of RAN (e.g. list of supported  TAC) is not exchanged over NG2 when it is terminated in ngPDG 
_
EAP signalling is sent  over NAS and over NG2
6.8.x.2.1
Initial attach procedure for Untrusted N3GPP Access
The call flow in Figure 6.8.x.2-1 describes the Attach procedure via untrusted N3GPP access.

NOTE: 
The whole procedure is to be fine tuned based on SA3 feedback and based on further definition of NG2 procedures.
Editor’s Note:  this version of the solution decribes only option A in 6.8.6.2. A revised version is needed to also describe option B.
In this procedure it is assumed that:
-
EAP is transported in IKEv2 between UE and ngPDG for the IPSec tunnel establishment;

-
The EAP-based authentication during the establishment of the secure tunnel via IKEv2 triggers an attach procedure; When the ngPDG determines through the received IKE_AUTH request that the UE needs to be authenticated via EAP the ngPDG sends an EAP Identity Response message within an ATTACH message sent over NG2
-
The ngPDG extracts the EAP messages and forwards them to the CP Functions over NG2 to carry out the authentication in the CP AU function;
Solution 8.x: Support standalone non-3GPP access via NG2/NG3

[image: image5]
Figure 6.8.x.2.1-1: Attach procedure for untrusted N3GPP access 

The call flow is as follows:
1.
The UE gains IP connectivity with the untrusted N3GPP AN.

NOTE1: 
Potential UE authentication with the Non-3GPP access and the way for the UE to get an IP address to reach the ngPDG are out of scope (as the access network and Y1 are undefined in case of Untrusted access). 

2.
The UE discovers a ngPDG via a procedure similar to ePDG discovery of Rel. 13 and initiates the IKE setup procedure via an IKE_SA_INIT exchange, triggered by the need to attach over untrusted N3GPP AN 

3.
The UE sends the user identity (in the IDi payload) in the first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the ngPDG that it wants to use EAP over IKEv2. The user identity shall be compliant with Network Access Identifier (NAI) format. The UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to indicate it desires to obtain an IPv4 or IPV6 Address.  This step is equivalent to step2 of Initial Attach as described in33.402 (Rel13) apart that it does not provide “APN information (in the IDr payload)”.
4.
The ngPDG creates an ATTACH request that contains an EAP-resp/Identity created based on IDi provided by the UE and sends it over NG2. 
5.
This triggers Core CP to initiate UE authentication and to create a context associated with the UE. The Core CP Functions exchanges EAP signalling with the UE. This EAP signalling is exchanged back and forth  via EAP over NAS over NG2 and via  EAP sent over IKE over SWu.  The N3IWK/ngPDG relays transparently the EAP signalling

NOTE:
This is similar to what takes place in EPC  where the ePDG relays EAP signalling back and forth  between  EAP over AAA (SWm)  and  EAP sent over IKE.
6.
When  EAP authentication succeeds  the CN provides to the ngPDG (via NG2) with

-
An EAP-Success message to be transferred over SWu to the UE

-
a cryptographic key in order to complete the IKEv2 set-up procedure and allow the establishment of  the IPsec tunnel between the UE and the ngPDG 
NOTE: 
Whether this step corresponds to one or 2 NG2 exchanges is to be fine tuned based on further definition of NG2 procedures.

7.
The ngPDG sends an EAP Success to the UE over IKEv2 and completes the IKE set-up  with the UE (checking the correctness of the AUTH sent by the UE). As part of this procedure the ngPDG provides the following information which completes the KE procedure and the UE attachment to the network:  
-
addressing information for the UE to send its NAS signaling (addressing information for NAS) and 

-
addressing information for the UE to send its User plane flows (addressing information for User plane tunneling). 

8.
A NAS Security Mode Command (SMC(NAS security algorithms, etc.. parameters to be defined by SA3) is run between MMF and UE (over NG2 and IP). From there any NAS signalling exchanged between the UE and the network is sent over IP over NWu and is protected by NAS security.
9. The MMF sends to the UE a NAS ATTACH Accept that may contain any 3GPP defined parameter. This is transparently relayed towards the UE by the ngPDG 
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Figure 6.8.5.2.1-2: Protocol stack for Attach procedure
NOTE: 
Whether EAP can be sent directly over NG2 or needs to be further encapsulated in NG1 is to be fine tuned based on further definition of NG2 procedures.

6.8.6.2.2
PDU session establishment via untrusted N3GPP access 
This sub-clause assumes that a NAS Security Mode Command (SMC) has run between MMF and UE (over NG2 and IP). 
.
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Figure 6.8.6.2.2-1: PDU session establishment via non-3GPP access procedure
Once the initial attach procedure as described in subclause 6.8.6.2.1 is completed, the UE can initiate PDU session establishment procedure as described in Figure 6.8.6.2.2-1 above.
1.
The UE performs the attach procedure over non-3GPP access as shown in subclause 6.8.6.2.1.
2.
The UE sends a NAS PDU session request message to the CP function over UDP. The UE sends the request to the addressing information for NAS obtained as part of IKE signalling and uses a specific UDP port number (either a standardized value or a value assigned during the IKE procedure), and encapsulates it in an IPSec packet. The ngPDG de-capsulates the received message and forwards it to the CP function via NG2 interface.
3.
The CP function performs the UP setup (including UP function selection).
4.
The CP function sends a PDU session response message to the UE. The PDU session response message is sent over NG2 and is encapsulated in an IPSec packet by the ngPDG.
The protocol stack for the SM signalling exchange is described below.
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Figure 6.8.x.2.2-2: Protocols for signalling exchange once the IKE phase has successfully completed
6.8.6.3
Solution evaluation

Editor's note:
This clause will contain evaluation on the system impacts, e.g. UE, access network and non-access network.

* * * * End Change * * * *
ANNEX (Not part of the P-CR) FYI extract from 33.402

[image: image9.emf]Conditional Messages

UE

ePDG

3GPP 

AAA-Serv

HSS/HLR

1. IKE_SA_INIT

4. AVs retrieval if needed 

(i.e. if not available in the AAA) 

14. Calculate AUTH

8a. 3GPP AAA Server verifies

If  AT_RES =  XRES

[Headers, Sec. associations, D-H values, Nonces]

2. IKE_AUTH Request

[Header, User ID, Configuration Pyload, Sec. associations, Traffic selectors, APN info]

3. Authentication & Authorization Req [EAP-

Payload(EAP-Resp/Identity), User ID, APN info]

5. A&A-Answer [EAP-Request/AKA-Challenge]

6. IKE_AUTH Response

[Header, ePDG ID, Certificate, AUTH, EAP-Request/AKA-Challenge]

7. IKE_AUTH Request

[Header, EAP-Response/AKA-Challenge]

8. A&A-Request [EAP-Response/AKA-Challenge]

9. AA-Answer [EAP-Success, key material, IMSI]

11. IKE_AUTH Response

[Header, EAP-Success]

12. IKE_AUTH Request [AUTH]

13. Check AUTH correctness

15. IKE_AUTH Response

[Header, AUTH, Configuration Payload, Sec. Associations, Traffic Selectors]

6.a UE runs AKA 

algorithms, verifies AUTN, 

generates RES and MSK

8b. A&AA-Answer [EAP-Req/AKA-Notification]

8c. IKE_AUTH Response [Header, EAP-Req/AKA-Notification]

8d. IKE_AUTH Request [Header, EAP-Resp/AKA-Notification]

8e. A&A-Request [EAP-Resp/AKA-Notification]

10. AUTH payload is computed 

using the keying material (MSK)

8A. Profile Retrieval and 

Registration


UE





SDM





C





P





functions





5








. 





Get 





Auth





Vectors

















[





5  NG





2





] 





DL NAS 





Transport 





(





EAP-REQ / AKA-Challenge 


[AT-RAND, AT-AUTN])





























5





b





. 





IKE





_





AUTH Req 





(





EAP





-





RSP 





/ 





AKA





-





Challenge





[





AT





_





RES





])





5








. 





[





NG





2





] 





UL NAS 





Transport 





(





EAP (Auth 





Response





[





RES





)]





)














5.Verify RES

















5








. 





[





NG





2





] 





6. Initial Context Set-up (EAP-success), 


Security context [MSK, EMSK]








NAS Transport 





(





EAP-REQ/AKA-Notification





[





IEs





]





, 



























































8. NG2 DL NAS SMC Request





7. Initial Context Set-up Complete





9. NG2 DL NAS Attach Accept





4











. 





[





NG





2





] 





Initial UE 





Message 





(





Attach





Request





[





identity





, 





type





]





)





5





a





. 





Verify AUTN





Generate keys 





& 





RES

















9. NAS Attach Accept over IP





8. NAS SMC Response  over IP





8. NAS SMC Request over IP





.





NextGen Core

































































5. NG2 UL NAS (EAP message) 





Un





-





Trusted AN





Access Network





NGPDG











1





d





. 





UE discovers the address of N





3





IWF





1





c





. 





UE configures an IP address





1





a





. 





Association





1





b





. 





Authentication 





(





if needed





)








3





. 





IKE





_





AUTH Req 





(





Header





, 





User Id





)




















































































































5.IKE





_





AUTH Res 





(





EAP





-





REQ 





/





AKA





-





Challenge





[





AT





_





RAND





, 





AT





_





AUTN





, 





AT





_





TRUST





_





IND





,





AT





_





MAC





, 





AT





_





ENC





_





DATA





[ ]





, 





…





]





)





5








. 





IKE





_





AUTH Res 





(





EAP





-





REQ 





/ 





AKA





-





Notification 

















5








. 





IKE





_





AUTH Req 





(





EAP





-





RES 





/ 





AKA





-





Notification





)











7. CHILD-SA  (UE gets an IP @)





7. IKE





_





AUTH Res 





(





EAP





-





Success





)





2





a





. 





IKE





_





SA





_





INIT





1





e





. 





NAS layer 





requests attachment








3GPP

SA WG2 TD


_1538541430.vsd
NG MM function (MMF)


UPF


NG UE


Any N3GPP access network


NG PDG


Data Network


NWu


Y1


Y2


NG3


NGu


NG2


NG Auth. function (AUF)
(SCM + SEA)


NG Session Management SMF


NG11


NGu



_1538542460.doc


EAP







NG2







Y2







CP functions







NGPDG







UE











NG2 Lower Layers







NG2











NG2 Lower Layers







NG2







IP







L1/L2







IKEv2







EAP







L1/L2







IP







IKEv2












_1538542502.doc


2. PDU Session Request







3. User Plane Setup







4. PDU Session Response







IPSec Tunnel







1. Initial Attach







UP functions







CP functions







NGPDG











UE







Non-3GPP access 
















_1538542548.doc


NG2







NG2







UDP







NG2







NWu







CP functions







NGPDG







UE











NG2 Lower Layers







NG1 NAS











NG2 Lower Layers







IP







L1/L2







IPSec







NG1 NAS







UDP







L1/L2







IP







IPSec












_1538542252.vsd
NG MM function (MMF)


NG UE


Any  non 3GPP access network


NG PDG


HPLMN


NWu


Y1


Y2


NG9


NGu


NG2


NG Auth. function (AUF)
(SCM + SEA)


NG Session Management SMF


NG11


NGu


NG4



_1538492897.doc


NG2







NG2







UDP/IP







NG2







NWu







CP functions







ngPDG







UE











NG2 Lower Layers







NG1 NAS











NG2 Lower Layers







IP







L1/L2







IPSec







NG1 NAS







UDP/IP







L1/L2







IP







IPSec












_1538493117.doc


NG3 / NG9







NG3 / NG9 tunelling







NWu multiplexing / IP







NWu multiplexing/IP (UE @ allocated by the ngPDG)







PDU of the PDU session (UE IP @ allocated by the PDU session anchor)







PDU of the PDU session







NG3 / NG9 tunelling











NWu







PDU session anchor







ngPDG







UE











Lower Layers











Lower Layers







IP







L1/L2







IPSec







L1/L2







IP (UE @ allocated by the access)







IPSec












_1501083816.vsd

