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Abstract of the contribution: This document updates Solution 14 for Key Issue 6 (Inter UE QoS for NB-IoT Control Plane Optimisation).
1. Introduction
In SA2#116bis, it was agreed to capture in TR 23.730 Solution 14 for inter-UE QoS for NB-IoT CP optimization. Such solution was based on the eNB allocating at RRC Connection Release to the UE a new eNB-UE-ID that would later be used for retrieving a partial UE context stored in the eNB and apply QoS differentiation between message 4 (RRCConnectionSetup) and message 5 (RRCConnectionSetupComplete).

During the SA2#116bis meeting some concerns related to potential security issues (i.e., assignment of new long term UE ID by a potentially non authenticated eNB) were raised. In this paper we address such issues by updating the current solution in the following way:
-
a Security Token generated by MME and UE is signalled by the MME to the eNB when transferring the partial UE context (DL NAS TRANSPORT).

-
at RRCConnectionReleaseComplete the eNB sends the Security Token received from the MME so that the UE can verify the authenticity of the eNB.
2. Proposal

It is proposed to capture the following solutions in TR 23.730.

***** BEGINNING OF CHANGES *****
6.14
Solution 14-Inter UE QoS for NB-IoT Control Plane Optimisation using a UE context in the eNB

6.14.1
Description

This solution addresses the Key Issue 6 - "Inter UE QoS for NB-IoT Control Plane Optimisation".

The proposed mechanism works as follows:

a)
The UE needs to perform an initial connection setup to establish the NAS signalling connection and provides the network with an initial AS context, as shown in Figure 6.14.1-1. The eNB will be informed of the UE’s Security Token by MME. The eNB will store the UE context (e.g. UE subscription information, UE QoS information, UE capabilities, etc.) and assigns a UE identifier, e.g., a 40-bit eNB-UE-Id to it. At RRCConnectionRelease the eNB sends to the UE the eNB-UE-Id and the Security Token. The Security Token is generated in the MME and in the UE based on NAS security key/association. The UE will therefore use the received Security Token to verify the eNB.
NOTE 1:
The eNB obtains the UE information from the MME using, e.g., the DL NAS TRANPORT procedure.
NOTE 2:
The design of the UE identifier should be decided by RAN2. It should be based on the eNB ID and allow to address the information stored in the eNB for this UE.
NOTE 3:
If the Security Token received from the eNB is not the same as the one previously received from the MME, then the UE considers the eNB-UE-ID as not valid.
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Figure 6.14.1-1: Step a - Initial connection setup followed by connection release
b)
During a subsequent RRC connection establishment procedure, the UE includes the eNB-UE-Id instead of the S-TMSI as the UE identity in RRCConnectionRequest message, as shown in Figure 6.14.1-2. The eNB uses the eNB-UE-Id to retrieve the UE information internally, or from another eNB (in such case via a new X2AP Retrieve UE Context procedure), in a similar way to the Resume procedure for the User plane optimisation. The eNB can then use the information for the establishment of the RRC connection and for the scheduling of the RRCConnectionSetupComplete message. 
NOTE:
In case the eNB cannot retrieve the UE context from a neighbor eNB (e.g., the two eNBs are not connected via X2 or the neighbor eNB does not support UE context storing), then the eNB falls back to step a).
At each RRC connection release, the eNB assigns a new eNB-UE-Id to the UE.
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Figure 6.14.1-2: Step b - Subsequent RRC connection setup (UE context stored in another eNB)
6.14.2
Impacts on existing nodes and functionality

UE

-
New eNB-UE-ID to be sent in RRCConnectionRequest;
-
New ID Type Indication (1 bit) to be sent in RRCConnectionRequest;
-
eNB-UE-ID received in RRCConnectionRelease;
-
Generation of security token and comparison with the one received from the eNB.
eNB

-
Handling of a UE context for UE using the control plane optimisation;
-
Assignment and provision of a eNB-UE-ID and forwarding of the Security Token in RRCConnectionRelease;
-
Retrieve UE Context for the C-plane optimisation upon reception of RRCConnectionRequest (new X2AP procedure needed in case UE context is stored in another eNB).
MME

-
MME generates and sends the Security Token to eNB in S1AP: NAS DL TRANSPORT.
6.14.3
Solution Evaluation

The solution successfully addresses Key Issue #6 (Inter UE QoS for NB-IoT Control Plane Optimisation).

Advantage:

-
In case UE reconnects to the same eNB, application of QoS differentiation is fast.
Disadvantage:

-
UE context needs to be stored in eNB;
-
New X2AP procedure to retrieve UE context if stored in another eNB.
7
Overall Evaluation
***** SKIP UNCHANGED TEXT *****
7.6
Key Issue 6 - Inter UE QoS for NB-IoT Control Plane Optimisation
For Key Issue 6 (Inter-UE QoS for NB-IoT Control Plane Optimization) three solutions have been discussed:

Solution 7 (Inter UE QoS for NB-IoT Control Plane Optimisation using spare codepoints in Message 3), Solution X (Inter UE QoS for NB-IoT Control Plane Optimisation using a new UE radio identifier and UE context in the eNB) and Solution Y (Inter UE QoS for NB-IoT Control Plane Optimisation by retrieving the UE context from the MME).

Solution 7 relies on the UE indicating the correct QoS level to the eNB and requires MME policing to guarantee it properly works. Solution 7 is only targeted at NB-IoT and does not propose any solution for WB-E-UTRAN.

 Solution 14 might require more work by RAN WGs (e.g. RRC signalling for ID allocation; inter-cell issues). In order to apply Inter-UE QoS, for each UE, Solution 14 requires the eNB to contact the MME only at the first RRC connection establishment. For subsequent RRC connection establishments, Solution 14 allows to apply Inter-UE QoS before contacting the MME and it introduces inter-eNB signalling delays only in case of eNB change (a new X2-AP procedure is needed for the retrieval of the UE context).
Solution 15 requires interaction between eNB and MME, but it is feasible and secure. Solution 15 increases core network signalling (but not radio signalling) and potentially requires the MME to be contacted at every RRC connection establishment. However, the MME load can be mitigated by the eNB only requesting the QoS information when its control channel is nearing full load. eNB and MME load can also be reduced by caching the QoS information in the eNB (with S-TMSI as identifier); and/or only implementing this on NB-IoT. When contacting the MME it adds one round trip delay between the RAN and the CN. It requires a new S1-AP procedure for the retrieval of the UE context.

***** END OF CHANGES *****
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2) Based on eNB-UE-ID, eNB2 detects that UE context is in eNB1
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7) Initial UE message (NAS PDU)
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