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Abstract of the contribution:  This contribution proposes a solution for enhanced encrypted traffic detection.
Discussion
The encrypted traffic(HTTPS/TLS) is encrypted/decrypted between UE and server, which means the network in the middle can not decrypt the traffic for detection purpose. Currently the network uses the method of combined filting of domain name information in HTTPS handshake and IP address of destination server, but it is inflexible and complex to utilize in cloudages, , e.g. CDN servers or catche servers.
If the UE can tell the network directly what the service is in the traffic flow by adding Service ID in the HTTPS handshake, it will be simple for network to identify the service of the traffic flow. The Service ID is negotiated between network and CP(Content Provider) in advance, and is send to the UE by CP. To counter the Service ID deceving, in the HTTPS handshake the UE also adds authentication data for the network to verify. The above Service ID and authentication data are included in the service token extension in HTTPS.
Proposal

Based on the above discussion, it proposes the service token method as a solution for encrypted traffic detection.
* * * 1st Change * * * *

6.10
Solutions for Key Issue 10: Policy Framework
6.10.X
Solution 10.X: encrypted traffic detection
6.10.x.1  General description of the solution
The method of this solution is to let policy architecture to check the service ID and the validity of related authentication data included in service token extension sent by UE in HTTPS handshake. If the authentication data is valid, then the policy architecture relates the encrypted traffic with the service or application identified by the service ID and forces corresponding PCC rule on this traffic. 

Before HTTPS handshake, the policy architecture needs to interact with 3rd party (e.g. Content Provider) to negotiate the service ID and the information to verify the authentication data. 
NOTE1: In this solution, it is proposed to reuse the existing EPC's policy framework. Once the NG PCC architecture is stable (e.g. CP/UP split, slicing...), this solution needs to be updated to comply with it.
6.10.x.2  Procedures
Precondition:

· Before initiating HTTPS handshake, the UE needs to communicate with CP to get the service ID and authentication information which is used to generate authentication data. Generally the CP may send the information to UE through the APP in UE .The detail is outside the scope of 3GPP.

· The policy architecture needs to interact with CP through the interface with the 3rd party to negotiate the service ID and the authentication information to verify the authentication data. 
· The authentication information include secret key which is a input to generate authentication data by hash computation. The CP can associate each service ID with a secret key, and send this pair of service ID/secret key to UE and policy architecture. For security reason, the CP can change the secret key from time to time and notify the UE and policy architecture.
The procedures include two parts: the UE generates the service token extension and the policy architecture verifies the information in token extension.
When initiating the HTTPS handshake(TLS hello), UE adds service ID and authentication data in service token extension. The service ID is related to the application which initiated the HTTPS. To handle the situation where a CP has many different applications, the service ID is composed by ID of CP and ID of application. The authentication data is generated by hash computation with inputted parameter, which at least includes the secret key associated with the service ID, the IMSI of UE.
When receiving service token extension in HTTPS handshake(TLS hello), the policy architecture check the validity of the service ID in service token by generating the authentication data and compare it with the one in service token extension from UE. The policy architecture use the same hash computation as UE to generate the authentication data, including the secret key associated with the service ID sent from the CP and the IMSI of UE as the input parameter. If the authentication data generated by policy architecture check is same as the one in service token extension, policy architecture can relate the encrypted traffic with the service or application identified by the service ID and force corresponding PCC rule on this traffic. 
NOTE 2: Whether the service token extension is normalized by 3GPP or by IETF, it is FFS.

NOTE 3: The detailed information and algorithm for hash computation is FFS. SA3 work may involve in.

6.10.x.3  Solution evaluation
Editor's note: This clause will contain evaluation on the system impacts, e.g., UE, access network and non-access network.
* * * End of Change * * * *
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