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Introduction

TR 23.799 has captured key issue 8. The solution 8.6 focuses on the support of untrusted WLAN in the NextGen architecture and addresses Key Issue #8. The key points of the architecture are introduction of a Non-3GPP Core Network Gateway (N3CNGW) standardized as part of the NextGen implementing the termination of IPSec secure tunnel between the UE and the N3CNGW in order to provide secure access to the NextGen CN over the untrusted WLAN to the UE. 
There are the editor’s note capturing the use of IP Sec:

Editor's note:
how a single IPSec tunnel allows transporting both NAS signalling between the UE and the CP-functions and user plane data for PDU sessions is FFS.
Editor's note:
whether one secure tunnel is sufficient for the support of multiple PDU sessions, or dedicated per-PDU sessions secure tunnels are needed, is FFS and depends on SA3.

These editor’s notes are addressed in this contribution.

Additionally, this document discusses and propose some examples of per-UE related information that should be carried between UE and CP.

Discussion

One or multiple IPSec tunnels
The open issues on the number of IPSec tunnels  can be addressed in several ways: 
A.
IKEv2 SA/IPSec tunnel per PDU Session
This is a similar solution as for S2b/EPC.  It has more overhead compared to using a single IKEv2 SA per UE since a full authentication is needed for each new PDN connection. 
B. 
One IKE SA and IPsec SA per UE
In this case the NAS signalling and UP traffic for all PDU Sessions share a single IPSec tunnel. The N3CNGW would thus need to classify packets for CP and UP. For example, there may be a need for an additional tunneling protocol within the IPSec tunnel to separate PDU Sessions. 
C.
One IKE SA per UE and one child IPsec tunnel created per PDU Session

In this case IPsec is used to separate the PDU Sessions and to classify packets. In a sense this option is aligned with the assumed solutions for 3GPP access for NextGen with bearer less solution, packet marking and one tunnel per PDU Session. It also simplifies the separation of UP traffic in the N3CNGW since there is no need to rely on other encapsulation formats or classification solutions.
Observations:

One tunnel:

-
NG1-NAS and session user data in same IPsec tunnel
-
UE and N3CNGW need to de-multiplex different flows in some way, e.g. by
*
Use of separate UE/N3CNGW IP address for NG1/NAS and per PDU Session. The first IP address allocated to UE can be used for NG1-NAS and then additional UE IP addresses are assigned per PDU Sessions. 
*
Use some lightweight tunneling protocol (“session-id” per session and one additional value for NG1-NAS). This would introduce two tunnelling protocols IPSec + new one. It seems preferable to leverage on the already used IPSec tunnelling protocol instead of adding an additional encapsulation protocol.
Multiple tunnels:

-
NG1-NAS and session user data in different IPsec tunnels
-
Possible for N3CNGW and non-3GPP access network to identify PDU Sessions based on IPsec SPI (SPI is an identifier of the IPsec tunnel and is guaranteed to be untouched between N3CNGW and UE.).
-
create_child_sa can be used to create multiple IPSec tunnels using existing IKE SA 
-
authentication is not needed and only a new IPsec tunnel is created based on the already setup IKE SA. This is similar as doing re-keying of existing tunnel except that that the old tunnel is not removed (re-key setup new tunnel and remove the old one).
Per-UE related information 

During development of untrusted non-3GPP access for EPC there has been a number of enhancements and examples of adding parameters that actually are per UE but due to the architecture of the untrusted solution, these parameters need to be sent for each new PDN connection. This is because each new PDN connection a UE creates is carried out in the same way as the first connection. Examples of such parameters are timeout value for liveliness check, backoff timer and device identity (IMEI). It is proposed to add such parameters to solution 8.6.
Conclusion

Based on arguments above, i.e. alignment to 3GPP access, efficient multiplexing and signalling efficiency, it is proposed to use the method C for IP Sec tunnelling. SA3 need also have its say on the security viability of the solution. Additionally, per-UE related information is added.
Proposal

It proposed to update solution 8.6 of TR 23.799 as follows. 
* * * Start of changes * * * *

6.8.6
Solution 8.6: Architecture for support of untrusted WLAN
The solution focuses specifically on the support of untrusted WLAN in the NextGen architecture and addresses Key Issue #8, and in particular the following:

-
identify how the functionality can be modularized for the definition of a modular Next Generation Core -ANs interface that minimizes access dependencies and applies to any access networks

-
identify how to decouple the access network and the core network, and identify its effects and implications to the Next Generation Core. Such decoupling shall allow for parallel and independent design and evolution of access networks and core networks.

6.8.6.1
Architecture description

Depicted in Figure 6.8.6.1-1 represent a proposal for the integration of untrusted WLAN access in NextGen CN based on the reference points in Annex G. The specific aspects of the CN architecture in terms of control plane and user plane are illustrated by grouping the functions into Control Plane functions (CP functions) and User Plane functions (UP functions).
The key points of the architecture are:

-
introduction of a Non-3GPP Core Network Gateway (N3CNGW) standardized as part of the NextGen CN definition and deployable close to the access network. The N3CNGW has:
-
 a control plane component for the establishment of a secure tunnel between the UE and the N3CNGW (e.g. via IKEv2) , interfaced to the CN CP functions in the CN with NG2.
-
a user plane component, implementing the termination of IPSec secure tunneling between the UE and the N3CNGW  in order to provide secure access to the NextGen CN over the untrusted WLAN to the UE. The N3CNGW interacts with other CP functions to authenticate the UE, and interfaces with the u-plane functions in the CN with NG3. 

Editor's note:
the N3CNGW is a function defined by SA2. 

-
the interface between the UE and the CN control plane functions beyond the N3CNGW is NG1. NG1 is transported transparently between the UE and the CP functions in the CN, using IP transport between the UE and the N3CNGW. 
-
secure IPSec tunneling is established between the UE and the N3CNGW function upon UE attach to the network, and protect user plane data and subsequent NG1 signalling between the UE and the CP functions in the CN. The attach procedure is separate from the PDU session establishment procedure.
The architecture proposes that N3CNGW acts both as a control plane and a user plane function. The N3CNGW acts as an evolution of an ePDG in the EPC. 

In this solution, the following is assumed:
-
the UE is dual radio, i.e. can connect to both a 3GPP RAN and the untrusted N3GPP AN;

-
the protocol stack the UE uses over untrusted N3GPP AN is different from the protocol stack the UE uses over an NG RAN, similarly to the way the protocol used between a UE and the ePDG in EPC is different from the protocol used by the UE with a RAN connected to the EPC. 
-
one secure tunnel between the UE and the N3CNGW is used  per PDN connections, with security over the untrusted radio based on a single IKE SA security context for the UE 
Editor's note: it is for SA3 to consider if one IKE SA security context for multiple tunnels is acceptable.
-
attach is performed via EAP authentication over IKEv2, and the UE is authenticated by the CP Functions. EAP can be used to carry additional parameters to support functionality supported by NAS attach.
Editor's note:
it is FFS how additional parameters can be transported in EAP.
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Figure 6.8.6.1-1: Architecture for NextGen CN access via untrusted WLAN.

In addition to the reference points described in Annex G, the following reference points are introduced:

Y1: Reference point between the UE and the non-3GPP access (e.g. WLAN).

Y2: Reference point between the untrusted non-3GPP access and the N3CNGW for the transport of UE user plane and the transport on NWx.
NWx: NWx represents interface between the UE and N3CNGW for establishing secure tunnels between the UE and the NextGen CN, similar to the interface between the UE and the ePDG, and for securing the control plane and user plane exchanged between the UE and the NextGen CN.
NG2: NG2 represents the interface between the N3CNGW and the CP functions to transport signalling between the UE and the CP Functions for UE authentication and secure tunnel establishment. 
NG3: represents the user plane interface between the N3CNGW and the UP functions.

6.8.6.2
Function description

The proposed architecture is characterized by the following functionality, based on two alternative options:

-
The UE obtains an IP address from the Non-3GPP access;

Editor's note:
UE authentication with the Non-3GPP access is not covered in this proposal. 

-
The UE discovers and selects an N3CNGW, similarly to the way a UE selects an ePDG in EPC;


-
The UE performs procedures (e.g. IKEv2) over NWx for the establishment of an IPSec tunnel with the N3CNGW;
-
The UE does not perform a NAS Attach procedure. The establishment of the IPSec tunnel and the authentication performed by the CN of the UE during the tunnel establishment (i.e. by the CP-AU in solution 6.12.1) correspond to an attach procedure (e.g. similarly to the procedures in EPC for ePDG); 
-
As a result, the UE is authenticated with the CN and security context can be provided by the CN to the N3CNGW (via NG2) in order to secure the tunnel between the UE and the N3CNGW; 
-
MM-related parameters such as device identities (IMEI), timer values (e.g., for backoff and liveliness check), emergency number list and cause values are carried between the CP function and the UE.
The UE exchanges any further NG1 signalling (e.g. PDU Session Establishment) with the CN CP functions over the secure tunnel established with the N3CNGW and over NG2 between the N3CNGW and the CN CP functions. Such signalling is transported over UDP/IP in the IPSec tunnel between the UE and the N3CNGW. The NAS signalling is extracted by the N3CNGW and forwarded to the CP Functions over NG2;
Editor's note:
it is FFS whether further MM signalling is required for the UE in this solution besides attach. This depends on mobility solutions defined for mobility between an NG RAN and untrusted WLAN.
-
The main differences between this solution and an ePDG-based solution are

-
the N3CNGW interfaces, over NG2 between the N3CNGW and the core network CP Functions for UE authentication, encapsulating the EAP signalling for the authentication in NG2;

-
the UE exchanges explicit SM signalling for the establishment of PDU Sessions  over the IPSec tunnel established with  the N3CNGW between the UE and the N3CNGW. The N3CNGW extracts the NAS signalling and routes it over, NG2 between the N3CNGW and the other CP functions;

-
There shall be one IPSec tunnel for transport of CP signalling and separate IPSec tunnels per PDU Session. The create_child_sa method is used to create multiple IPSec tunnels using existing IKE SA


Editor's note:
how QoS is supported for different PDU session may be based on the solutions developed for the ePDG solution in the EPC and is FFS. 

-
upon PDU session establishment, user plane function selection is performed. The N3CNGW can be selected as the only user plane function for the UE, acting as a GW towards data networks, or separate user plane function(s) can be selected and interconnected to the N3CNGW via NG3;

Editor's note:
When UE is connected via both 3GPP and non-3GPP access, the impact of multiple NG1 instances on mobility management solutions is FFS in terms of the mobility management model maintained by the network for the UE.
-
The N3CNGW performs the following additional functionality:

-
Routing of packets from/to the NextGen CN to/from UE by interfacing via NG3 with other user plane functions;

-
De-capsulation/Encapsulation of packets for IPSec;

-
Local mobility anchor within untrusted non-3GPP access networks using MOBIKE (if needed).

Editor's note:
N3CNGW functionality in terms of transport of level packet marking and QoS Enforcement are FFS and depend on the QoS solutions defined in NextGen.
The proposal has the following difference with respect to the use of NG2 for NG RAN:

-
NG2 in case of NG RAN transports authentication signalling within NAS request messages (specifically the Attach Request). NG2 needs to be extended to carry EAP signalling by itself, in order for NG2 to be able to transport EAP signalling to the CN in the untrusted case
6.8.6.2.1
Initial attach procedure for Untrusted N3GPP Access

The call flow in Figure 6.8.6.2-1 describes the Attach procedure via untrusted N3GPP access with NAS transported in EAP within IKEv2 between the UE and N3CNGW.
In this procedure it is assumed that:
-
EAP is transported in IKEv2 between UE and N3CNGW for the IPSec tunnel establishment;
-
The EAP-based authentication during the establishment of the secure tunnel via IKEv2 is equivalent to the an attach procedure, i.e. NAS Attach messages are not used;
-
The N3CNGW extracts the EAP messages and forwards them to the CP Functions over NG2 to carry out the authentication in the CP AU function;
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Figure 6.8.6.2.1-1: Attach procedure for untrusted N3GPP access using EAP-over-IKEv2 between UE and N3ANF
The call flow is as follows:
1.
The UE gains IP connectivity with the untrusted N3GPP AN.

Editor's note:
UE authentication with the Non-3GPP access is outside the scope of this proposal. 

2.
The UE discovers a NCNGW via a procedure similar to ePDG discovery of Rel. 13.

3.
UE initiates the IKE setup procedure via an IKE_SA_INIT exchange, triggered by the need to attach and establish connectivity over untrusted N3GPP AN 

4.
UE sends IKE_AUTH Request

5.
The N3CNGW forwards the request to the CP Functions

6.
The CP Functions send an EAP Request
7.
N3CNGW responds with an IKE_AUTH Response including the authentication request

8.
The UE sends the IKE_AUTH Request. The UE does not send an NG NAS Attach Request.

9.
The N3CNGW forwards the EAP request to the CP Functions. 

10. The CP Functions (CP-AU of solution in 6.12.1) process the EAP Request and send an Authentication Request over NG2 

11.
The N3CNGW forwards the Authentication Request over IKEv2 to the UE

12. The UE computes an authentication response and sends an Authentication Response to the CP Functions encapsulating it in IKEv2 to the N3CNGW

13.
The N3CNGW forwards the Authentication response to the CP Functions over NG2

14.
The CP Functions complete the authentication procedure towards the UE and provides the security context for the UE, including the generic attach security context and the security context for the setup of the IPSec Tunnel. The CP functions forward the security context for the establishment of the IPSec Tunnel over NG2 to the N3CNGW

15.
The N3CNGW sends an EAP response to the UE over IKEv2 and provides the N3CNGW C-plane addressing information to be used by the UE for subsequent NAS signalling (e.g. a specific IP address and/or port number), and the the IKEv2 procedure is completed
The following Figure 6.8.6.2-2 describes the protocol stack during the UE attach.
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Figure 6.8.5.2.1-2: Protocol stack for Attach procedure
6.8.6.2.2
PDU session establishment via untrusted N3GPP access 
Subsequent NAS signalling for PDU Session establishment is transported over UDP and IP in the IPSec tunnel. The UE addresses the NAS signalling using the addressing information provided to the UE by the N3CNGW in step 15 during the IPSec tunnel establishment. The NAS signalling is extracted by the N3CNGW and forwarded to the CP Functions over NG2. Selection of the CP Functions the NAS signalling is forwarded to is performed by the N3CNGW.
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Figure 6.8.6.2.2-1: PDU session establishment via non-3GPP access procedure

Once the initial attach procedure as described in subclause 6.8.6.2.1 is completed, the UE can initiate PDU session establishment procedure as described in Figure 6.8.6.2.2-1 above.

1.
The UE performs the attach procedure over non-3GPP access as shown in subclause 6.8.6.2.1.
2.
The UE sends a PDU session request message to the CP function over UDP. The UE may address the request to the CP Function Address obtained at the attach and use a specific UDP port number (either a standardized value or a value assigned during the attach procedure), and encapsulates it in an IPSec packet. The N3CNGW de-capsulates the received message and forwards it to the CP function via NG2 interface.
3.
The CP function performs the UP setup (including UP function selection and the use of create_child_SA for a new IPSec tunnel between the UE and N3CNGW).
4.
The CP function sends a PDU session response message to the UE. The PDU session response message is over UDP and is encapsulated in an IPSec packet by the N3CNGW.
The protocol stack for the PDU session setup is described below.

[image: image6.emf]NG1 NAS
NG2
NG2 Lower Layers

<

NG2
NG2 Lower Layers

UDP
IPSec
IP
L1/L2

UDP
IPSec
IP
L1/L2

NG1 NAS

NG2

Y2

——— - ===

CP functions

N3CNGW

UE









 

NG1 NAS 

UDP 

IPSec 

IP 

L1/L2 

IPSec 

IP 

L1/L2 

NG2 

 

NG2 Lower Layers 

NG1 NAS 

NG2 

 

NG2 Lower Layers 

UE  N3CNGW  CP functions 

Y2  NG2 

UDP 


Figure 6.8.6.2.2-2: Protocols for control plane

Editor's note:
the user plane stack figure is FFS.
6.8.6.3
Solution evaluation

Editor's note:
This clause will contain evaluation on the system impacts, e.g. UE, access network and non-access network.
* * * End of Changes * * * *

3GPP

SA WG2 TD


_1535118537.vsd
10. [NG2] EAP-REQ


11. IKE_AUTH Response [Header, N3ANF ID, EAP-REQ]


12. IKE_AUTH Request [Header, EAP-RSP]]


9. [NG2]  EAP-RSP


4. IKE_AUTH Request [Header, User ID]



_1535118540.doc


2. PDU Session Request







3. User Plane Setup







4. PDU Session Response







IPSec Tunnel







1. Initial Attach







UP functions







CP functions







N3CNGW











UE







Non-3GPP access 
















_1537609173.doc


3. User Plane Setup including create_child_SA







2. PDU Session Request







4. PDU Session Response







IPSec Tunnel







1. Initial Attach







UP functions







CP functions







N3CNGW











UE







Non-3GPP access 
















_1535118541.doc


NG2







NG2







UDP







NG2







Y2







CP functions







N3CNGW







UE











NG2 Lower Layers







NG1 NAS











NG2 Lower Layers







IP







L1/L2







IPSec







NG1 NAS







UDP







L1/L2







IP







IPSec












_1535118539.doc


EAP







NG2







Y2







CP functions







N3CNGW







UE











NG2 Lower Layers







NG2











NG2 Lower Layers







NG2







IP







L1/L2







IKEv2







EAP







L1/L2







IP







IKEv2












_1535118533.doc


N3CNGW











N3CNGW-C







NG3







N3CNGW-U







NG2











UE







Non-3GPP access 



(e.g. WLAN)







DN







AF







UP functions







CP functions







Y2







Y1







NG6







NG1







NWx







NextGen CN







NG5












