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Abstract of the contribution: This contribution proposes a new solution for infrequent small user data transfer in control plane.
1. [bookmark: OLE_LINK57][bookmark: OLE_LINK58]Introduction
This contribution focuses on the SM_WT_#3, and proposes a solution for infrequent small user data transfer via control plane. 
For the infrequent small user data transfer one method is to transfer the data when the device has not context stored on the network, refer to section 6.4.7. 
There are also the case that UE has context stored on the network. In this case it may happen that user has infrequent data to be transferred. For this case the infrequent data transfer can go via the control plane. In this solution, the CP function tracks the UE on tracking area granularity as UE is in idle mode. The MO/MT PDU data will be transferred between UE and the UP via the control plane messages between UE, AN node, CP and the UP function.
2. Proposal
It is proposed to add the solution for infrequent small user data transfer into TR23.799.
[bookmark: OLE_LINK19][bookmark: OLE_LINK20]***** BEGIN 1st CHANGE ***** all new texts
[bookmark: _Toc436063297]6.4.x	Solution to Key Issue 4: Infrequent small user data transfer via control plane
[bookmark: _Toc436063307][bookmark: OLE_LINK6][bookmark: OLE_LINK7]This contribution proposes a solution that applies for key issue 4 on WT 3 “Efficient infrequent small data transfer” of the session management. 
6.4.x.1	Architecture description 


Figure 6.4.X.1-1: Architecture model for small data transfer in control plane – non-roaming case
[bookmark: _Toc436063308]In this solution, after UE attaches to the network, the CP NF sets up UE SM context by PDU session establishment procedure and then tracks the UE on tracking area granularity as UE is in idle mode.
When a MO PDU data needs to be transferred, the UE sends the data to the CP function via NAS PDU message. After integrity check and decryption, the CP function sends the PDU data to the UP function and then the UP function forwards the PDU data to the DN. For MT PDU data, the CP can initiate a paging procedure to find the AN node that the UE camps on, and sends the PDU data to the AN node then to the UE.
Editor’s Note: How to avoid DDoS attack to the CP caused by possible fake packets from DN is FFS.
6.4.x.2	Function description 
6.4.x.2.1 Mobile originated data transport via control plane


[bookmark: OLE_LINK34][bookmark: OLE_LINK35]

[bookmark: OLE_LINK90][bookmark: OLE_LINK91]Figure 6.4.X.2.1-1: MO data transport in NAS PDU
1. [bookmark: OLE_LINK55][bookmark: OLE_LINK56]The UE sends an integrity protected NAS PDU to the AN node. The NAS PDU carries the encrypted uplink PDU data. The detail of this step should be decided in RAN WG.
2. The NAS PDU is relayed to the CP function by the AN node using a NG2 interface message.
3. The CP Function checks the integrity of the incoming NAS PDU and decrypts the PDU data. The CP function sends PDU data to the UP function according stored UE context using a NG4 interface message. The CP function maintains a short lived association with the UE to assure the acknowledge message can be sent back to the UE.
4. The UP function forwards the PDU data to the DN.
5. The AS in the DN may return a DL PDU data, e.g. acknowledgement packet to the UP function. 
6. The UP function forwards the DL PDU data to the CP function using a NG4 interface message.
7. The CP function encrypts and integrity protects the PDU data. Then the PDU data are encapsulated in a NAS PDU and sent to the AN node in a NG2 interface Message.
8. The AN node sends the PDU data encapsulated in NAS PDU to the UE.
[bookmark: OLE_LINK53][bookmark: OLE_LINK54]6.4.x.2.3 Mobile terminated data transport via control plane 


[bookmark: OLE_LINK92]Figure 6.4.X.2.3-2: MT Data transport in NAS PDU
1. The UP receives a downlink PDU data from the DN.
2. The UP function finds the CP function according to context and sends PDU data to the CP function using a NG4 interface message.
3. If the CP function has no association with the UE, the CP function will buffer the downlink data and sends paging message to AN nodes. 
4. The UE is paged by the AN nodes.
5-6. Upon reception of paging indication, the UE responses to the CP function via AN node.
7. The CP function performs integrity protection and encryption to the DL PDU data and sends it to the AN node using a NAS PDU carried by a NG2 interface message.
8. The NAS PDU with DL PDU data is delivered to the UE by the AN node.
[bookmark: _Toc436063309]6.4.x.3	Solution evaluation 
Editor's Note: This clause will contain evaluation on the system impacts, e.g., UE, access network and non-access network.
***** End of CHANGE *****
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