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1	Introduction
In the EPC, in releases previous to Rel. 14, access to the EPC services via untrusted WLAN has been defined based on the use of an ePDG to act as a security gateway for connectivity to the EPC.
TR 23.799 has added (though not agreed on) architectural alternatives for the support of WLAN, specifically focusing on tight integration of WLAN with RAN, and the use of freestanding WLAN.
Solutions on tight interworking have so far assumed that either the operator trusts the WLAN APs (e.g. LWA) or that solutions are deployed within the RAN to provide security for the interconnection of untrusted WLAN APs (e.g. LWIP). 
However, it is not concluded yet that in the NextGen CN either tight integration, free-standing WLAN connectivity, or both are the only solutions to be adopted in NextGen systems.
Moreover, operators have made large investment in the deployment of solutions (e.g. VoIP over WLAN) using the ePDG/S2b solution. It is hard to believe that operators will abandon such investment, both in terms of APs that may have deployed (e.g. in untrusted locations) and based on partner WLAN networks.
Therefore, it is proposed to add an architectural requirement for the support of UE connectivity to the NextGen CN via untrusted WLAN APs.
2	Proposal
It is proposed to add the following text to TR 23.799
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[bookmark: _Toc453184315]6.8.X	Solution 8.X: Architecture for support of untrusted WLAN
The solution focuses specifically on the support of untrusted WLAN in the NextGen architecture and addresses Key Issue #8, and in particular the following:
-	identify how the functionality can be modularized for the definition of a modular Next Generation Core -ANs interface that minimizes access dependencies and applies to any access networks
-	identify how to decouple the access network and the core network, and identify its effects and implications to the Next Generation Core. Such decoupling shall allow for parallel and independent design and evolution of access networks and core networks.
[bookmark: _Toc453184316]6.8.X.1	Architecture description
Depicted in Figure 6.8.X.1-1 represent a proposal for the integration of untrusted WLAN access in NextGen CN based on the reference points in Annex G. The specific aspects of the CN architecture in terms of control plane and user plane are illustrated by grouping the functions into Control Plane functions (CP functions) and User Plane functions (UP functions).
The key points of the architecture are:
-	introduction of a Non-3GPP Core Network Gateway (N3CNGW) defined as part of the NextGen CN and deployable close to the access network. The N3CNGW is has a control plane component for the establishment of a secure tunnel between the UE and the N3CNGW (e.g. via IKEv2) and a User Plane Function component implementing the termination of an IPSec secure tunnel between the UE and the NextGen CN in order to provide security over the untrusted WLAN. The N3CNGW interacts with other CP functions to authenticate the UE. 
-	the interface between the UE and the CN control plane functions beyond the N3CNGW is NG1. NG1 is transported transparently between the UE and the CP functions in the CN, using IP transport between the UE and the N3CNGW. 
The architecture proposes that N3CNGW acts both as a control plane and a user plane function. The N3CNGW acts as an evolution of an ePDG in the EPC. 
Two options are proposed:
-	basic single-PDU session option: in this option, in order to provide a simple migration from EPC to NextGen CN for a deployed base of ePDGs, the UE establishes connectivity with the N3CNGW without exchanging any NG1 signalling and without explicit establishment of PDU Sessions via session management signaling. The establishment of connectivity with N3CNGW results in a “default” PDU session being established for the UE.
-	full solution: in this option, the UE establishes connectivity with the N3CNGW by transporting NG1 attach signalling encapsulated in the control plane between the UE and the N3CNGW (e.g. IKEv2), and subsequent NG1 signalling is encapsulated in the tunnel establishment signalling (e.g. carried in EAP in the IKEv2 exchange).
[bookmark: _MON_1402997356][bookmark: _MON_1402751208]



Figure 7.X-1. Architecture for NextGen CN access via untrusted WLAN.
In addition to the reference points described in Annex G, the following reference points are introduced:
Y1: Reference point between the UE and the non-3GPP access (e.g. WLAN).
Y2: Reference point between the untrusted non-3GPP access and the N3CNGW for the transport of UE user plane and the transport on NWx.
NWx: NWx represents interface between the UE and N3CNGW for establishing a secure tunnel between the UE and the NextGen CN, similar to the interface between the UE and the ePDG, and for securing the control plane and user plane exchanged between the UE and the NextGen CN.
NGxNG3*: reference point between two UP Functions in the NextGen architecture.
Editor’s Note: the exact name of the interface between two UP Functions needs to replace NG3* once defined.
Editor’s Note: aspects related to the UE authentication for access to the non-3GPP access (e.g. WLAN authentication) are not described in this proposal. 
6.8.X.2	Function description
The proposed architecture is characterized by the following functionality, based on two alternative options:
-	The UE obtains an IP address from the Non-3GPP access;
Editor’s Note: UE authentication with the Non-3GPP access is not covered in this proposal. 
-	The UE discovers and selects an N3CNGW, similarly to the way a UE selects an ePDG in EPC;
-	In the basic single-PDU session option: 
-	The UE performs procedures (e.g. IKEv2) over NWx for the establishment of an IPSec tunnel with the N3CNGW;
-	As a result, the UE is authenticated with the N3CNGW with involvement from other authentication CN functions (e.g. the CP-AU in solution 6.12.1), and a secure tunnel is established between the UE and the N3CNGW for the transport of user plane and control plane data between the UE and the CN; 
-	In addition, a default PDU session is established for the UE during the tunnel establishment and the UE is assigned an IP address for IP PDU sessions at the N3CNGW;
-	The solution is similar to the ePDG solution in the EPC since no specific NG1 signalling is used for establishment of connectivity and a default PDU session. 
-	In the full solution: 
-	The UE performs procedures (e.g. IKEv2) over NWx for the establishment of an IPSec tunnel with the N3CNGW;
-	The UE encapsulates NG1 signalling (e.g. for attach procedure) in EAP in IKEv2 and gets authenticated by the CN functions (e.g. the CP-AU in solution 6.12.1); 
-	As a result, the UE is authenticated with the CN and security keys can be provided by the CN to the N3CNGW (via NG4) and to the UE in order to secure the tunnel between the UE and the N3CNGW; 
-	The UE subsequently exchanges any further NG1 signalling (e.g. PDU Session Establishment) with the CN CP functions over the secure tunnel established with the N3CNGW;
-	The main differences between this solution and an ePDG-based solution are
-	the NG1 NAS signalling between the UE and the CN CP Functions for attach is transported over EAP and IKEv2 between the UE and the N3CNGW, and over EAP between the N3CNGW and the core network CP Functions;
-	the UE exchanges explicit SM signalling for the establishment of PDU Sessions (and any further NG1 NAS signalling) over IP between the UE and the N3CNGW, which maps it to NG2 between the N3CNGW and the other CP functions;
-	the UE may use a single secure tunnel between the UE and the N3CNGW for multiple PDU sessions.
Editor’s note: whether in the full solution one secure tunnel is sufficient for the support of multiple PDU sessions, or dedicated per-PDU sessions secure tunnels are needed, is FFS and depends also on SA3.
Editor’s Note: it is FFS how multiple IP addresses for multiple PDU sessions are supported.
Editor’s note: how QoS is supported for different PDU session may be based on the solutions developed for the ePDG solution in the EPC and is FFS. 
-	In both cases, upon PDU session establishment, user plane function selection is performed. The N3CNGW can be selected as the only user plane function for the UE, acting as a GW towards data networks (e.g. in the basic single-PDU session option), or separate user plane function(s) can be selected and interconnected to the N3CNGW via NGxNG3*;
Editor’s Note: presently the N3CNGW has no correspondence with the functional entities identified in with respect to the solution for the authentication and security framework in 6.12.1, the N3CNGW since it acts both as a control plane function that interacts with authentication functions (to terminate the tunnel establishment signalling (e.g. CP-AU) and a user plane function (to implement the secure tunnel and forward traffic to the UE over the untrusted network. 
-	The N3CNGW performs the following additional functionality:
-	Routing of packets from/to the NextGen CN to/from UE by interfacing with NG3*x with other user plane functions;
-	De-capsulation/Encapsulation of packets for IPSec;
-	Local mobility anchor within untrusted non-3GPP access networks using MOBIKE (if needed).
Editor’s Note: N3CNGW functionality in terms of transport of level packet marking and QoS Enforcement are FFS.
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