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Abstract of the contribution: This contribution proposes to document a Solution for Infrequent Small Data.
Introduction

TR 23.799 has captured key issue 4 on session management. 

This key issue addresses the scenario for users sending infrequent small user data with minimal signalling.

Requirements under the Key issue 4 addresses “transfer infrequent small user data”. The requirements are stated:

-
How to efficiently transmit and receive infrequent small amounts of data through the Next Generation System, including studying whether sessions need to be established to enable such services.

-
The solutions should allow for unidirectional transmission (i.e. uplink or downlink only transmission), efficient security mechanisms depending on user and/or operator needs, different options for addressing, charging, policing, inter-operator interworking.

Discussion

The requirements listed in section above refer to optimizations of performance ratios as in the first bullet as well as efficient functional solutions as in the second bullet. Addressing the performance issues they can be seen as obtaining an optimized useful amount of user data transmitted through the NextGen system relative to signalling and other resources in the system. Other costs can also be considered such as UE battery drainage, which mainly relates to signalling.

Signalling

Signalling for a registered UE can be due to mobility signalling and the session management. Mobility is considered in the Key Issue number 3. Furthermore, many infrequent small data devices are considered to be stationary, such as different kinds of sensors etc. This kind of immobile devices may be optimized by work ongoing under RAN groups related to new Inactive states in RAN. 

SM signalling related to maintaining transmission connectivity has traditionally been done by keeping connectivity states in the NW and “moving” the UE context between different connectivity states. The efficiency of this type of signalling can be measured by the ratio between amount of signalling to the amount of data transferred through the system. This cost ratio is directly depending on the length of the data session and signalling cost of small data will be high compared to the cost for transferring a long sequence of data within one connectivity signalling phase. Optimizations for small data can be achieved by reducing state transitions and saving related signalling. 
Memory management
Keeping UE state information in contexts in the NW ensures efficient handling of functionality in a way that is also living up to the expected security provided to users and operators of 3GPP services. However, the memory cost ratio will be related to the frequency of the application activity, and for infrequent applications the cost of preserving continuous memory states in the NextGen NW will be high relative to the short periods of activity. Therefore, the NW UE context memory is important to keep, but its handling is a candidate for optimization.
Functional Aspects

Functional aspects are considered:

-
Unidirectional transmission (i.e. uplink or downlink only transmission), 

Unidirectional transmission may be considered for infrequent small data, but is not an intrinsically unique requirement for this type of applications. There should be no difference in solutions for this aspect from other types of services.
-
Security mechanisms depending on user and/or operator needs,

Security aspects may be handled for infrequent small data in the same way as other types of services through an integrated mechanism relying on Control Plane methods for Mobility Management and in Session Management setting up PDU Session contexts as well as relying on data integrity and protection as defined within RAN. Using unified methods 3GPP may guarantee security for all types of applications. The final call on this issue is for SA3.
-
Different options for addressing

Addressing options include IP and non-IP data and potentially Ethernet etc. The method includes setting up PDU Sessions for IP or non-IP data as described in the section for general Session Management.  (Each PDU Session is associated with a PDU Session type that indicates what PDU type(s) are carried by the PDU Session. The PDU Session Type may be of IP Type, Ethernet Type or non-IP Type.) Also the Infrequent Small Data service will be covered by the management of PDU Sessions in the CN CP.

-
 Different options for charging, policing, inter-operator interworking

By integrating the small data applications in the PDU session management methods in the NextGen, CN PDU Session handling aspects of charging, policing and inter-working will not require specific implementations for small data. 
Conclusion

Based on the discussion in the preceding section a solution for infrequent small data is proposed. The solution is based on the following principles:
· Taking into account the work done in the RAN on mobility management, the solution already provided in the TR 23.799 under section 6.3.2 is reused. The method of the RRC inactive connected/RRC connected states is used. The UE Context in CN is maintained in the Connected state. The SM connectivity signalling is minimized, as mentioned in the TR in section 6.3.2:

· -
RRC inactive connected to RRC connected state transition inspired by the Suspend and Resume procedures defined for LTE in Rel-13. Furthermore, no signalling to the CN is needed to perform this transition.

· Using the RRC inactive connected/RRC connected states method in RAN, data is sent in the dedicated data channels, which is  an important imperative for efficient radio communication. 
· The infrequent small data may be supported by the Session Management utilizing generic SM methods for handling PDU Sessions in the CN Control Plane by preserving UE Context states and procedures.

· In order for optimizing the NextGen CN handling of infrequent small data in an CP/UP split environment, the maintaining of context information in the CN User Plane can be questioned. It is proposed to introduce a new connected state in the CN, such that the CN CP maintains the Context for the device, while the CN UP does not need to preserve UE state information during long periods of UE inactivity. Resources and memory in the CN UP are freed up for other users. Since the UE Context state is preserved in the CN CP, the CN UP can fetch the UE Context from the CN CP when needed. Note, that this handling of UE Context information in the CN UP is an optional optimization for efficient CN UP.

Proposal

It proposed to document the solution for infrequent small data in a new subsection in chapter 6 of TR 23.799. 
* * * Start of changes * * * *

6.4.x
Solution 4.x: Solution for Infrequent Small Data

6.4.x.1
Architecture description

With the 5G architecture of the Core Network (CN) there are a number of basic assumptions made for Infrequent Small Data delivery:

-
The PDU may be IP based or non-IP based.

-
The method is based on using the methods in RAN developed for 5G, specifically the “RRC Inactive Connected/Active Connected” states and potential optimizations thereof. The solution thus assumes that the AN does not release the UE context. In case the AN releases the UE context, the solution falls back to regular CN IDLE state handling.
- 
CN CP UE contexts are established at attach or session setup.

-
CN CP preserves UE PDU Session contexts as long as PDU session is maintained.

-
CN UP can refrain from preserving UE state information during inactive periods for the UE. In this case CN UP context and connectivity is established when UE originated or terminated packets need be forwarded in the UP. After a packet is forwarded to/from the UE, a UE context is held for a short time in the CN UP to facilitate the server to send e.g. ACKs to/from the UE. Removing UE context from CN UP during inactivity periods and maintaining UE state only for a small fraction of the time allows the CN UP to multiplex its resources over a larger number of UEs.  
6.4.x.2
Function description

6.4.x.2.1
Connection Establishment Flow

This clause shows how a PDU session is established for a UE device that sends data infrequently.

The procedures are depicted in the Figure 6.4.x.2.1-1.
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Figure 6.4.x.2.1-1: The procedure of session setup for infrequent data

It is assumed for this procedure that the UE is attached to the network. As part of the attach procedure, subscription data is fetched from the Subscriber Data Management function.

1.
The UE initiates a session setup request. The UE provides information indicating the PDU session type (e.g. Non-IP/IP). Indication of the DN network name may also be included.

2.
The SM function may interact with the Policy control function which determines the QoS property of the connection based on information such as UE request, and operator policy.

Editor's note: how the QoS related property is set per operator policy is per the solutions developed for the QoS and Policy Framework Key Issues.

3.
The SM function selects user plane function and a tunnel identifier associated with the UE. In case of IP-based PDU type, the SM function assigns UE IPv4 address/IPv6 prefix anchored in the User plane function.

4.
The SM function may request the AN to setup resources for the session.

5.
In case of IP-based PDU type, the SM function triggers the establishment of user-plane session if to enable IPv6 stateless address auto-configuration or DHCPv4 options for IP address/prefix allocation after PDU session established. In this case, the DHCPv4 or RS/RA messages will be forwarded by the UP function between UE and the Control Plane functions.

This step is not needed  if IP configuration is performed in the protocol over the control plane between the UE and the Control Plane Functions, or in case PDU address is not assigned to the UE at all.

6.
The SM function stores the UE context with all necessary UE and PDU session data. 

7.
The SM function completes the establishment in CP and optionally in UP and provides the AN function with Uplink tunnel information.

Editor’s note: It is up to solutions to other Key Issues if other information is transferred such as QoS, max bit rates etc

8.
The AN function stores the UE context.

9.
Session setup is complete.

10.
In case IP, IPv6 stateless address auto-configuration or DHCPv4 procedure may be triggered between UE and the SM function over the user plane and the control plane between SM and User Plane Functions.

11.
In case of IP-based PDU type, after the IPv6 stateless address auto-configuration or DHCPv4 allocation procedure is finished the UP Plane function may delete the UE context to release resources during a possibly long UE inactivity period. This may be triggered due to UE inactivity during a time period.
12.
Due to e.g. user inactivity during a time period the AN function moves the UE to RRC Inactive Connected State.

6.4.x.2.2
Uplink PDU Transfer Flow

This clause shows how a Uplink PDU is transfer from a UE device that sends data infrequently.

The procedure is depicted in the Figure 6.3.x.2.2-1.
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Figure 6.4.x.2.2-1: Uplink PDU transfer

It is assumed for this procedure that the UE is attached to the network and that a PDU session is established, the UE is in RCC Inactive Connected State and no UE context is currently established in the CN UP.

1.
The UE and AN transitions to RRC connected state. 

2.
The UE transmits the PDU to AN and in case the UE knows that this is the last PDU to be transmitted for this occasion the UE may indicate it together with the last PDU.
3.
The AN encapsulates the PDU into a tunnel protocol header and forwards the PDU to the User Plane function indicated by the tunnel identifier part of the UE Context. 

4.
After the AN has forward the PDU, the AN initiates transition to RRC inactive state triggered by last PDU marking or due to UE inactivity during a time period. The UE is moved to RRC Inactive Connected State.

5.
The User Plane function receives the uplink PDU and as the UE Context does not exist the User Plane function requests the Control Plane function for the UE context. The User Plane function may select the Control Plane function based on the user plane tunnel identifier in the received PDU.

In case that a UE Context already exists in the User Plane functions this step is omitted.

7.
The User Plane function forwards the PDU to the Data Network. The User Plan function may enforce e.g. QoS marking, charging etc.

8.
The User Plane function may remove the UE context according to e.g. a last PDU marking or e.g. due to inactivity.

Only up-link UP packets that are authorized based on the UE context in the AN are forwarded to the CN UP in step 3. This reduces the risk of DoS attacks causing overload in step 5. 
6.4.x.2.3
Downlink PDU Transfer Flow

This clause shows how a Downlink PDU is transferred from a Data Network to a UE device that sends data infrequently.

The procedure is depicted in the Figure 6.4.x.2.3-1.
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Figure 6.4.x.2.3-1: Downlink PDU transfer

It is assumed for this procedure that the UE is attached to the network and that a PDU session is established, the UE is in RCC Inactive Connected State and no UE context is currently established in the User Plane functions.

1.
The application server in the Data Network transfers a mobile terminated PDU towards the User Plane Functions. In case of IP the destination address is the IP address of the UE device.

Editor’s note: How Non-IP PDU is handled is FFS.

2.
The User Plane functions receives the downlink PDU and as the UE Context doesn’t exists the User Plane functions requests the proper Control Plane functions for the UE context. In case of IP the IP address is used to derive the proper SM function.

In case that a UE Context already exists in the User Plane functions this step is omitted.

3.
The User Plane function encapsulates the PDU into a tunnel protocol header and forwards the PDU to the AN identified by he AN tunnel identifier part of the UE context. The User Plan function may enforce e.g. QoS marking, rate limiting, charging etc.4.
When the AN receives the PDU the procedure the UE and AN transition to RRC active state.

5.
The AN forwards the PDU to the UE.

6.
After the AN has forward the PDU, AN initiates the transition to RRC inactive statewith the UE e.g. due to UE inactivity during a time period. The UE is moved to RRC Inactive Connected State.

7.
The User Plane function may remove the UE context due to e.g. inactivity.

6.4.x.3
Solution evaluation

Editor's note: This clause will contain evaluation on the system impacts, e.g. UE, access network and non-access network.

* * * End of Changes * * * *
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