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FIRST CHANGE
4.5.7.2

IMS Emergency Session Support over WLAN access to EPC

4.5.7.2.1

Introduction

This clause provides an overview about the EPC functionality for emergency PDN connections used to support IMS Emergency Session over WLAN untrusted or trusted access to EPC defined in TS 23.167 [83]. The specific functionality is described in the affected procedures and functions of this specification. For discrepancies between this overview clause and the detailed procedure and function descriptions the latter take precedence.

UEs request a PDN Connection for emergency services (also called an emergency PDN connection) when they are aware they need to establish an IMS emergency session.

The UE should give precedence to 3GPP access, when available, for issuing an Emergency service 

In this release of the specification, the same four behaviours of IMS emergency session support as identified in TS 23.401 [4] clause 4.3.12 are applicable.

To get EPC access for emergency services in case of untrusted WLAN, the UE shall select an ePDG that supports emergency services. This is defined in clause 4.5.4a. Then the UE executes the procedure of Initial attach for S2b emergency services described in clause 7.2.5

An ePDG/TWAG that supports emergency services is configured with Emergency Configuration Data that are applied to all PDN Connections for emergency services. The Emergency Configuration Data contain the Emergency APN which is used to derive a PDN GW, the statically configured PDN GW for the Emergency APN and optionally a fallback statically configured PDN GW, and may also contain information on the default QoS to apply to a PDN Connection for emergency services (as defined in clause 4.5.7.2.4).

The following procedures apply for emergency PDN connections for untrusted WLAN case:

-
procedures defined in clause 7.4.3 ("UE/ePDG-initiated Detach Procedure and UE-Requested PDN Disconnection");

-     procedures defined in clause 7.6 (“UE-initiated Connectivity to Additional PDN”);

-
procedures defined in clause 7.9.2 ("PDN GW initiated Resource Allocation Deactivation");

-
procedures defined in clause 7.10 ("Dedicated S2b bearer activation");

-
procedures defined in clause 7.11.1 ("PDN GW initiated bearer modification").

-     procedures defined in clause 8 (“Handovers without Optimizations Between 3GPP Accesses and Non-3GPP IP Accesses”)

As part of these procedures, the UE local IP address and optionally UDP source port number (if NAT is detected) are reported from ePDG to the PDN GW. When Access Network Information reporting has been set by the PCRF, the UE local IP address is reported to the PCRF.

NOTE:
The UE local IP address is used by the UE for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel to the ePDG.

To get EPC access for emergency services in case of trusted WLAN, the UE shall select a Trusted WLAN  that supports emergency services. This is defined in clause 4.8.2b. Then the UE executes the procedure of Initial attach for S2a emergency services described in clause 16.2.1a
The following procedures apply for emergency PDN connections for trusted WLAN case:

-
procedures defined in clause 16.3 ("Detach and PDN disconnection in WLAN on S2a");
-
procedures defined in clause 16.4 ("PDN GW initiated Resource Allocation Deactivation in WLAN on S2a");

-
procedures defined in clause 16.5 ("Dedicated bearer activation in WLAN on GTP S2a");

-
procedures defined in clause 16.6.1 ("PDN GW Initiated Bearer Modification");

- 
procedures defined in clause 16.7.1.1 ("UE/TWAN Initiated Detach Procedure in WLAN on GTP S2a");
- 
procedures defined in clause 16.7.2.1 ("UE/TWAN Initiated Detach Procedure in WLAN on PMIP S2a");

- 
procedures defined in 16.8 ("UE Initiated PDN connectivity request procedure in WLAN on S2a for Multi-connection Mode");
-
procedures defined in clause 16.9 ("UE/TWAN Initiated PDN disconnection for Multi-connection Mode");

-
procedures defined in clause 16.10 ("Handover procedure from 3GPP access to WLAN on S2a");
The emergency PDN connection is not a subscribed service. Thus procedures related with HSS Initiated Subscribed QoS Modification in clause 7.11.2, procedures related with HSS Initiated Bearer Modification in clauses 16.6.2 and 16.7.2.2 or procedures related with "HSS/AAA-initiated Detach Procedure" in clauses 7.4.416.3.1.2 and 16.3.2.2 do not apply to emergency PDN connections.

Procedures related with S2c do not apply to emergency PDN connections. 
4.5.7.2.2
Architecture Reference Model for Emergency Services

In this Release of the specification, both the non-roaming architecture defined in Figure 4.2.2-1 and the roaming architecture defined in Figure 4.2.3-1 apply for emergency services.

4.5.7.2.3
PDN GW selection function for Emergency Services

The PDN GW selection does not depend on subscriber information in the HSS since emergency service support is not a subscribed service but a local service. Upon reception from the UE indication that a PDN connection for emergency services needs to be established, the ePDG/TWAG looks up it configured Emergency Configuration Data. The Emergency Configuration Data contains the Emergency APN to be used to derive a PDN GW, or may also contain the statically configured PDN GW for the Emergency APN.

When a PDN GW is selected based on the Emergency APN, the PDN GW selection function described in clause 4.3.8.1 of TS 23.401 [4] for normal bearer services is applied to the Emergency APN. The PDN GW selection function shall always derive a PDN GW in the local PLMN.

This functionality is used by the Initial Attach procedure for emergency services as described in clause 7.2.5 for untrusted WLAN and clause 16.2.1a for trusted WLAN.
4.5.7.2.4
QoS for Emergency Services

The Default QoS values used over S2b/S2a for establishing emergency PDN connections are configured in the Emergency Configuration Data.

NOTE:
The WLAN network may support traffic priority management based on DSCP marking or may support WFA WMM profile specification, however the mapping between the 3GPP PCC QoS and the DSCP marking in ePDG/TWAG and the control of QoS marking by UE for uplink traffic are not defined in this release of the specification.

4.5.7.2.5
PCC for Emergency Services

The same mechanisms than defined for 3GPP access in clause 4.3.12.6 of TS 23.401 [4] apply.

4.5.7.2.6
IP Address Allocation

The same mechanisms than defined for 3GPP access in clause 4.3.12.8 of TS 23.401 [4] apply.

4.5.7.2.7
Handling of PDN Connections for Emergency Bearer Services

The same mechanisms as those defined for 3GPP access in clause 4.3.12.9 of TS 23.401 [4] apply with the only difference being that it is the ePDG/TWAG (and not the MME) that shall reject any additional emergency PDN Connection requests.

4.5.7.2.8
Network provided WLAN Location Information

In case of trusted WLAN Access, WLAN Location Information is provided as specified in clause 16.1.7.

In case of untrusted WLAN access, WLAN Location Information is provided as follow:

· When as part of procedures for Authentication and Authorization on an Access Point based on USIM credentials, the WLAN Access Network provides WLAN Access Network location information to the 3GPP AAA server that it considers as network provided location, the 3GPP AAA server stores this information and provides it to the ePDG at the SWm Authentication and or Autorization procedure or upon request of the ePDG.

NOTE 1:
It is up to local 3GPP AAA server policies to decide whether location information received from the WLAN access network may be considered as network provided location. The definition of the policies used by 3GPP AAA server is outside the scope of 3GPP.

· This location information is called WLAN Location Information and contains the same information as is contained in the TWAN Identifier defined in clause 16.1.7. The Age of the WLAN Location information is provided in conjunction with the WLAN Location information.

NOTE 2:
In cases where an UE may within an area move between AP(s) without the 3GPP AAA server being notified of this mobility, the WLAN Location Information can only refer to the first AP used by the UE within the area.

· The 3GPP AAA server shall update its storage of WLAN Location Information associated with an UE when it receives WLAN Access Network location information from a WLAN AN that it considers as trustworthy for network provided location. The 3GPP AAA server shall remove its storage of WLAN Location Information associated with an UE when it becomes aware that the WLAN session of the UE is terminated or when it receives WLAN Access Network location information from a WLAN AN that it considers as not trustworthy for network provided location.

· The ePDG shall store WLAN Location Information associated with an UE when it receives WLAN Access Network location information from the 3GPP AAA server. The ePDG shall remove its storage of WLAN Location Information associated with an UE when it receives from the 3GPP AAA server an indication that no WLAN Access Network location information is available for this UE.

· The WLAN Location Information information and its Age, when available, are propagated by the ePDG to the PDN GW and then via PCC as defined in TS 23.203 [19]. This takes place at the UE-initiated connectivity to an initial PDN connection (Attach Procedure), at the UE-initiated connectivity to an additional PDN connection or, as described below, when the ePDG needs to send User Location Information about an already established PDN connection.

· When the AAA server has sent WLAN Location Information at the UE-initiated connectivity to an initial (Attach Procedure) or additional PDN connection, and when later the ePDG needs to send User location Information towards the PDN GW over S2b, the ePDG may initiate a WLAN Location Information Request to fetch the most up to date WLAN Location Information in conjunction with the age of this Information.
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Figure 4.5.7.2.8-1: EPDG retrieval of WLAN Location Information

0)
When the 3GPP AAA server detects that the UE has moved between WLAN AN, it locally updates or removes the WLAN Location Information information and its Age it stores for the UE.

1)
A procedure is triggered that requires the ePDG to provide User Location Information over S2b for an already established PDN connection. The corresponding procedures are:

-
7.4.3
UE/ePDG-initiated Detach Procedure and UE-Requested PDN Disconnection with GTP on S2b.

-
7.9.2
PDN GW initiated Resource Allocation Deactivation with GTP on S2b.

-
7.10
Dedicated S2b bearer activation with GTP on S2b.

-
7.11
S2b bearer modification with GTP on S2b.

2)
When the AAA server has sent WLAN Location Information at the set-up of a SWm session and the ePDG has detected a change of the outer IP address of the UE, the ePDG initiates a WLAN Location Information Request (IMSI) towards the 3GPP AAA server.

3)
The 3GPP AAA server provides a WLAN Location Information Answer that may contain WLAN location information and WLAN location information Age or an indication that no WLAN location information is available. The ePDG replaces any WLAN location information andWLAN location information Age it may have stored beforehand by the information received from the 3GPP AAA server. When the WLAN Location Information Answer contains an indication that no WLAN location information is available, the ePDG removes any WLAN location information and WLAN location information Age it may have stored beforehand about the UE.

4)
The ePDG issues S2b signalling with User Location Information. The User Location Information shall include UE local IP address and optionally UDP source port number (if NAT is detected). The User Location Information includes WLAN Location Information (and its Age) only when the ePDG has such information currently available about the UE. When the PDN GW receives no WLAN Location Information from the ePDG it shall delete any such information it may have stored for the PDN connection.

5)
If requested by the PCRF the PDN GW forwards to the PCRF following information extracted from User Location Information it may have received from the ePDG:

-
The UE local IP address.

-
WLAN location information in conjunction with the Age of this information,


When the PCRF receives no WLAN location information from the PDN GW within User Location Information the WLAN location information is considered as not any longer valid.

NEXT CHANGE
4.8.2b
WLAN Selection based on WLANSP

When the UE has valid 3GPP subscription credentials (i.e. a valid USIM) and WLANSP policies, the UE shall perform WLAN selection based on these policies, the applicable user preferences and the corresponding procedures specified in this document. User preferences take precedence over the WLANSP policies.

The following text specifies how the UE determines the most preferred WLAN access network (and possibly connects to this network, as clarified in clause 4.8.2a.2), when a WLAN access network cannot be selected based on user preferences (e.g. when there are no user preferences or when there is no user-preferred WLAN access network available).

If the UE supports S2a connectivity (see clause 16), then:

-
The UE shall be able to discover WLANs that support S2a connectivity. This discovery shall be performed by using ANQP procedures (as specified in the HS2.0 Rel‑2 specification [75]) to retrieve the 3GPP Cellular Network information advertised by WLANs. The 3GPP Cellular Network information (see IEEE 802.11-2012 [64]) advertised by a WLAN indicates the PLMNs that interwork with the WLAN. In addition, the 3GPP Cellular Network information indicates the PLMNs to which the WLAN supports S2a connectivity.
-
The UE shall be able to discover WLANs that support emergency services. This discovery shall be performed by using ANQP procedures (as specified in the HS2.0 Rel 2 specification [75]) to retrieve the 3GPP WLAN Support of Emergency Services information advertised by WLANs.
-
The UE may decide to select a WLAN that supports S2a connectivity to HPLMN, RPLMN or both HPLMN and RPLMN. This decision is based on UE implementation specific mechanisms and the "S2a connectivity preference" provisioned in the UE by the home ANDSF. The "S2a connectivity preference" is either set or not set. The UE performs service provider selection after selecting a WLAN that has S2a connectivity with the UE's HPLMN, RPLMN or both HPLMN and RPLMN.

-
When the "S2a connectivity preference" is set, it indicates that the home operator prefers the UE to establish PDN connections over WLAN by using the applicable S2a procedures specified in clause 16. In this case, when the UE attempts to select a WLAN and determines that a PDN connection will be required over this WLAN, the UE shall attempt to select a WLAN that supports S2a connectivity unless other procedures are applicable for this PDN connection (e.g. S2b or S2c procedures).

The UE shall use the active WLANSP rule, the Home Network Preferences and, if roaming, the Visited Network Preferences to determine the most preferred available WLAN access network. The WLAN selection shall be performed with the following steps.

i.
Step 1: The UE constructs a prioritized list of the available WLANs by discovering the available WLANs and comparing their attributes / capabilities against the groups of selection criteria in the active WLANSP rule. If the UE requests emergency services, the prioritized list shall only contain available WLANs that support emergency services. When a group of selection criteria includes the HomeNetwork attribute and is set, then the UE (a) shall create a list of available WLANs that directly interwork with the home operator (as specified in clause 4.8.2.1.6) and (b) shall apply the group of selection criteria to all the WLANs in this list. Otherwise, when the HomeNetwork attribute is not set or is not present, the UE shall apply the group of selection criteria to all available WLANs. The UE may need to perform ANQP procedures (as specified in the HS2.0 Rel‑2 specification [75]) or other procedures in order to discover the attributes / capabilities of the available WLANs. The WLAN(s) that match the group of selection criteria with the highest priority are considered as the most preferred WLANs, the WLAN(s) that match the group of selection criteria with the second highest priority are considered as the second most preferred WLANs, etc. For example, the UE may construct the following prioritized list:

-
WLAN-1 (most preferred)

-
WLAN-4, WLAN-2 (second most preferred)

-
WLAN-3 (third most preferred, supports S2a connectivity to PLMN-a and PLMN-b)
ii.
Step 2: If the UE decides to select a WLAN that supports S2a connectivity to one or more PLMNs (as specified above), then from the prioritized list contructed in the previous step the UE shall select the highest priority WLAN that support S2a connectivity to these PLMNs (e.g. WLAN-3 in the example shown above). If the UE does not discover a WLAN that supports S2a connectivity, or the UE does not decide to select a WLAN that supports S2a connectivity, then from the prioritized list contructed in the previous step the UE shall select the most preferred WLAN without considering its capability to support S2a connectivity (e.g. WLAN-1 in the example shown above).

-
If the UE cannot select a single WLAN in this step, i.e. when there are multiple WLANs that could be selected but all have the same priority, then the UE shall select one of these multiple WLANs as follows:

a)
If the UE is not roaming, or if the UE is roaming and the "prefer 3GPP RPLMN" indication is not set, then the UE shall select a WLAN in this order: (a) a WLAN that directly interworks with the HPLMN, (b) a WLAN that directly interworks with a service provider in EHSP, (c) a WLAN that directly interworks with the most preferred service provider in PSPL.

b)
If the UE is roaming and the "prefer 3GPP RPLMN" indication is set, then the UE shall select a WLAN in this order: (a) a WLAN that directly interworks with the RPLMN, (b) a WLAN that directly interworks with a service provider in EVSP. Otherwise the UE shall behave as specified in bullet a) above.

iii.
Step 3: After selecting a single WLAN access network (as specified in steps 1 and 2), if the UE needs to perform 3GPP-based access authentication, the UE shall construct the NAI as follows:

a)
If the UE is not roaming, or if the UE is roaming and the "prefer 3GPP RPLMN" indication is not set, then:

-
If the UE has selected a WLAN that directly interworks with the HPLMN, then the UE shall use the root NAI.

-
If the UE has selected a WLAN that directly interworks with a service provider in EHSP list (see clause 4.8.2.1.9), then the UE shall construct a decorated NAI that includes the realm of this service provider.

-
Otherwise, the UE shall determine the most preferred service provider that interworks with the selected WLAN based on PSPL and shall construct a decorated NAI that includes the realm of this service provider.

b)
If the UE is roaming and the "prefer 3GPP RPLMN" indication is set, then:

-
If the UE has selected a WLAN that directly interworks with the RPLMN, then the UE shall construct a decorated NAI that includes the realm of RPLMN.

-
If the UE has selected a WLAN that directly interworks with a service provider in EVSP list provided by the RPLMN (see clause 4.8.2.1.10), then the UE shall construct a decorated NAI that includes the realm of this service provider and the realm of RPLMN.

-
Otherwise, the UE shall behave as specified in bullet a) above.

NOTE 1:
The UE performs the WLAN selection based on the active WLANSP rule without taking into account real-time events associated with the active ISRP rule. As specified in clause 4.8.2a.2, the active ISRP rule is used only for routing decisions and does not impact the selection or reselection of the WLAN access network. For example, when a new IP flow in the UE matches an active ISRP rule in which the highest priority access network is a WLAN other than the selected WLAN, this event should not trigger WLAN re-selection. If the conditions for WLAN selection change every time a new application runs or when certain IP flows are detected, the WLAN selection in the UE will be complex and may lead to frequent WLAN re-selections that would negatively affect the user experience and the battery consumption.

NOTE 2:
Events such as change of WLAN load information, change of UE location, change of time of day may lead to WLAN (re-)selection based on the WLANSP rule.

NEXT CHANGE
16.1.2
High level functions

The detailed functional split within a Trusted WLAN Access Network (TWAN) is not in the scope of 3GPP. Nevertheless, the procedures specified in the subsequent sections assume the following functions in the TWAN:

-
A WLAN Access Network (WLAN AN). WLAN AN includes a collection of one or more WLAN access points. An access point terminates the UE's WLAN IEEE 802.11 link defined in IEEE Std 802.11-2012 [64].

-
A Trusted WLAN Access Gateway (TWAG). This function terminates S2a.

-
When the TWAN provides access to EPC in Transparent Single-Connection mode or in Single-Connection mode, it forwards packets between the UE-TWAG point-to-point link and the S2a tunnel for that UE. The association in the TWAN between UE-TWAG point-to-point link and S2a tunnel is based on the UE MAC address.

-
When the TWAN provides access to EPC in Multi-Connection mode, it forwards user plane packets between the UE-TWAG point-to-point link corresponding to a specific PDN connection and the associated S2a tunnel for that UE. The UE's MAC address and a TWAG's MAC address that is assigned for a specific PDN connection are used to identify the point-to-point link between the UE and its serving TWAG, which corresponds to the S2a tunnel for the associated PDN connection.

-
When the TWAN provides access to EPC in Multi-Connection mode, the WLCP signaling is used between the UE and the TWAG.

-
A Trusted WLAN AAA Proxy (TWAP). This function terminates STa. It relays the AAA information between the WLAN Access Network and the 3GPP AAA Server or Proxy in case of roaming. It establishes the binding of UE subscription data (including IMSI) with UE MAC address on the WLAN Access Network. If L2 attach triggers are used, it informs the TWAG of L2 attach events. It is aware of UE L2 Detach from the WLAN Access Network and informs the TWAG of L2 Detach events. It provides the TWAG with UE subscription data during initial attach or at UE subscription data modification.
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Figure 16.1.2-1: Trusted WLAN Access Network functional split

A per-UE point-to-point link between the UE and the TWAG is required when traffic for that UE is routed via S2a. Additionally, in Multi-Connection mode, one point-to-point link between an UE and its serving TWAG is required for transporting user plane traffic for every PDN connection. The UE's MAC address and an associated TWAG's MAC address are used to identify the point-to-point link between the UE and its serving TWAG that is associated to a specific PDN connection. In particular,it is assumed that the WLAN AN enforces upstream and downstream forced-forwarding between the UE's WLAN IEEE 802.11 association and the TWAG. The aspects of point-to-point link described in RFC 5213 [8] and RFC 5844 [17] also apply to the point-to-point link between UE and TWAG. The implementation of the point-to-point link, including how and when it is setup, is out-of-scope of 3GPP.

NOTE 1:
In TSCM from the UE's perspective the SWw reference point appears as a shared medium / link as any other IEEE 802.11 WLAN and thus the UE can use the subnet prefix / mask and the default GW address for its packet routing decisions. The point-to-point nature of the link is realized by the TWAN enforcing that packets sent from, and received by the UE are respectively forwarded to, and forwarded by the TWAG.


In SCM and MCM from the UE's perspective an EPC routed PDN connection over the SWw reference point appears as a point-to-point link similar to how it is in 3GPP access. Shared link parameters such as netmask and default router IP address are not used in these modes.

NOTE 2:
Gxa interface is not used for S2a-PMIP in Trusted WLAN within this Release of the specification. No policy interworking solution based on S9a is defined for Fixed Broadband access interworking via S2a within this Release of the specification.

NOTE 3： Whether multiple TWAN functions are mapped to a single entity, or a single TWAN function is distributed among multiple entities is out-of-scope of 3GPP.

In order to support EPC access through S2a over Trusted WLAN the following functions shall be supported by the UE:

-
WLAN specifications as per IEEE Std. 802.11-2012 [64].

-
3GPP-based network access authentication with EPC over WLAN as defined in clause 4.9.1, using IEEE Std 802.1X-2004 [65].

-
IPv4 and/or IPv6 support:

-
For IPv4: IETF RFC 791 [66], IETF RFC 2131 [28]

-
For IPv6: IETF RFC 2460 [67], IETF RFC 4861 [38], and IETF RFC 4862 [58]

Three different modes of operation are distinguished: Transparent Single-Connection mode, Single-Connection mode and Multi-Connection mode. The UE and the network negotiate the mode of operation as part of the authentication procedure based on extensions to the EAP-AKA', (IETF RFC 5448 [72]) signaling between the UE and the network.

The Single-Connection mode only supports NSWO or a single PDN connection at a given time over a Trusted WLAN. On the other hand, the Multi-Connection mode supports simultaneous one or more PDN connections and/or NSWO over Trusted WLAN. Both Single-Connection mode and Multi-Connection modes support IP address preservation between 3GPP and Trusted WLAN access and PDN connectivity to a non-default APN.

The Single-Connection mode does not require additional protocols than EAP-AKA' in order to establish NSWO or PDN connectivity.

The multi connection mode uses a specific protocol (WLCP, specified in clause 16.1.4A3.1) after the access authentication procedure to trigger PDN connection establishment / release.

The negotiation of connection mode is further detailed in clause 16.4.A.1.

In Transparent Single-Connection mode, handover-indicator from the UE, APN indication from the UE and PCO via WLAN are not supported. As a consequence the following features are not supported: handover between TWAN and 3GPP access with IP address preservation; connectivity to a non-default APN; UE initiated connectivity to additional PDN.

When the TWAN supports emergency services, it shall be configured with emergency configuration data as defined in clause 4.5.7.2.1. The TWAN notifies the UE whether it supports emergency services by sending a related indication to the 3GPP AAA server, which relays this information in EAP signalling sent to the UE. 
NEXT CHANGE
16.1.3.1
STa reference point

In addition to STa reference point features specified for any non-3GPP IP access network, STa reference point specification is enhanced with the following features for the support of EPC access through S2a over Trusted WLAN:

-
A way for the TWAN to provide the 3GPP AAA server with following information:

-
An indication on whether the TWAN supports S2a, non-seamless offload or both;

-
An indication on whether the TWAN supports Transparent Single-Connection, Single-Connection mode or Multi-Connection mode or a combination of them;

-
The PDN addresses provided by the PGW for EPC access in Single-Connection mode;

-
The TWAG control plane IP address to be used for WLCP if the TWAN supports the Multi-Connection Mode;

-
The SSID selected by the UE to access the TWAN;
-
A Session Management back-off timer to be sent to the UE in Single-Connection mode;
-
An indication on whether the TWAN supports emergency sessions.
-
A way for the 3GPP AAA server to provide the TWAN with following information:

-
Whether access to EPC is allowed for the UE on the TWAN;

-
As for any Trusted Non-3GPP Access, when the UE is allowed to access EPC via TWAN, the subscription data of the user including the default APN to be associated with the user for EPC access; the TWAN uses the default APN to establish the PDN connection with the PDN GW in the absence of UE signalling of the APN it desires to reach over the Trusted WLAN. Based on the HPLMN operator configuration the HSS may provide the 3GPP AAA server with a default APN for Transparent Single-Connection mode different from the 3GPP access default APN;

-
An indication on whether the Single-Connection mode or Multi-Connection mode is selected for the UE. No indication provided by the 3GPP AAA server implies Transparent Single-Connection mode of operation.

NEXT CHANGE
16.1.4A.2
EAP-AKA' extensions

EAP-AKA ' authentication signaling [72] is extended in order to negotiate the connection mode: Single-Connection mode, Multi-Connection mode or Transparent Single-Connection mode, and to carry additional information needed for single connection mode.

NOTE 1:
The selection by the UE and the use of Transparent Single-Connection mode (pre-Rel-12) do not require the support of any following EAP-AKA' extension.

EAP-AKA' authentication signaling is extended in order to exchange the following parameters:

1)
In the UE to network direction:

-
The requested connection mode (Single-Connection mode or Multiple-Connection mode);
-
If the UE requests an emergency attach, an indication that the UE requests an emergency attach;
-
In case Single-Connection mode is requested;

-
The requested connectivity (NSWO or PDN connection), and

-
In case the requested connectivity is a PDN connection: the PDN type (IPv4, IPv6, or IPv4v6), an optional hand-over indicator, optionally the requested APN (mandatory if the handover indication is provided), optionally a Protocol Configuration Options (PCO)

2)
In the network to UE direction:

-
The supported network connection modes (Transparent Single-Connection mode and/or Single Connection mode and/or Multi Connection mode);
-
An indication on whether the network supports emergency services;
The supported TWAG WLCP IP version(s) if Multi-connection mode is supported;

-
In case Single-Connection mode is requested:

-
Whether the requested connectivity (NSWO or a PDN connection) has been granted;

-
For PDN connection: the Selected APN, the selected PDN type (IPv4, IPv6, or IPv4v6), and optionally Protocol Configuration Options (PCO), Session Management back-off timer.

-
In case Multi-Connection mode was requested:

-
Whether NSWO is allowed or not.

-
The TWAG IP address(es) of the control plane to be used for WLCP.

NOTE 2:
For Multi-Connection mode, WLCP is always used for PDN connection establishment once the UE has been successfully authenticated.

NEXT CHANGE
16.1.4A.3.1
WLAN Control Protocol (WLCP)

WLCP is a control protocol between UE and TWAG. It applies to the support of Multi-Connection mode and enables management of PDN connectivity over a Trusted WLAN Access Network.

WLCP provides session management functionality required for:

-
Establishment of PDN connections;

-
Handover (from a 3GPP access) of PDN connections;

-
Request the release of a PDN connection by the UE or notify the UE of the release of a PDN connection;

-
IP address assignment (i.e. delivery of the IPv4 address through WLCP);

NOTE:
Both IPv4 address assignment and IPv6 address assignment (SLAAC) can be supported in conjunction with WLCP.


The following PDN parameters are used:

-
APN, PDN/PDP type, UE IP address/prefix, Protocol Configuration Options (PCO), Request type (initial request, handover) and optionally a Session Management back-off timer;

-
The TWAG MAC address associated to the PDN connection;

-
For emergency services, an indication that the UE has requested a PDN connection for emergency services.

WLCP signalling is protected using DTLS as described in TS 33.402 [45].

WLCP signalling is transported over DTLS, UDP and IP between the UE and the TWAG. The UE and the TWAG shall use a specific UDP port dedicated to WLCP when transporting the WLCP signalling. The WLCP/UDP traffic shall be carried with one of the following options:

-
via IPv6 with link local addressing scope;

-
via IPv4.

The UE uses the IPv6 link local address configured on the WLAN interface or the IPv4 address assigned via DHCPv4 by the network as the source IP address for WLCP. If NSWO is not authorized, then the UE is not expected to send traffic other than WLCP protocol traffic from this source IP address. The UE receives an indication from the AAA via EAP whether the TWAG supports IPv4 or IPv6, or both for WLCP. If the network indicates that it only supports one IP version for WLCP and the UE does not support this IP version for WLCP, then the UE may operate in Single Connection mode (if the UE and network support Single Connection mode), or Transparent Single Connection mode may be used if supported by the network.

The UE receives a TWAG IPv6 address with link local scope or a TWAG IPv4 address, or both as part of the EAP authentication, as descried in clause 16.2.1, to be used for WLCP signalling.

The selection of IPv4 and IPv6 is UE implementation dependant if both versions are supported by the UE and the TWAG for WLCP.

NOTE 1:
WLCP protocol is a specific 3GPP protocol for which the details are defined in TS 24.244 [76].

NOTE 2: Aspects, such as segmentation, retransmission, are specified in stage 3 specifications.

NEXT CHANGE
16.8
UE Initiated PDN connectivity request procedure in WLAN on S2a for Multi-connection Mode

16.8.1
Supporting GTP S2a

When the UE is connected to a trusted WLAN and the multi-connection mode has been selected (as described in clause 16.2.1), the UE may use the PDN connectivity request procedure specified below in order to establish a PDN connection over the connected WLAN. This procedure is also used to request for connectivity to an additional PDN over a trusted WLAN with GTP on S2a when the UE is simultaneously connected to E-UTRAN and a trusted WLAN, and the UE already has active PDN connections over both the accesses.

There can be more than one PDN connection per APN when GTP is used between the TWAN and the PDN GW. During the establishment of a new PDN connection, the TWAN allocates and sends a default EPS bearer ID to the PDN GW. The default EPS bearer ID is unique in the scope of the UE within a TWAG, i.e. the IMSI and the default EPS bearer ID togther identify a PDN connection within a TWAG. In order to be able to identify a specific established PDN connection, both the TWAG and the PDN GW shall store the default EPS bearer ID.
An UE attached for emergency services shall not initiate any PDN Connectivity Request procedure. An UE attached for regular services may request a PDN connection for emergency services if an emergency PDN connection is not already active.
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Figure 16.8.1-1: UE-Initiated Connectivity to PDN in WLAN on GTP S2a

This procedure applies to the Non-Roaming, Home Routed Roaming and Local Breakout cases. In the Local Breakout case, the vPCRF forwards messages between the PDN GW and the hPCRF. In the Home Routed Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the non-roaming and Home Routed Roaming case, the vPCRF is not involved at all.

If dynamic policy provisioning is not deployed, the optional steps of interaction between the PDN GW and PCRF do not occur.

1.
The UE sends a WLCP PDN Connection Request (APN, PDN Type, Protocol Configuration Options, Request Type) to the TWAN. The UE sends the WLCP PDN Connection Request to the control plane address of TWAN it received during EAP authentication and authorization procedure as described in clause 16.2.1. The Request Type indicates "initial request" when the UE requests new PDN connection over the WLAN access network. The UE may indicate the requested APN. If the UE does not indicate an APN, then the default APN will be used in the following steps. The Protocol Configuration Options (PCO) may be sent to transfer parameters to the PDN GW, and is sent transparently through the TWAN.

2-6.
Step 2 to Step 6 are described as Step 3 to Step 7 in clause 16.2.1.

7.
The TWAN returns a WLCP PDN Connection Response (APN, PDN Type, PDN Address, PDN Connection ID, User Plane Connection ID, Protocol Configuration Options) message to the UE to acknowledge the establishment of a new point-to-point link between the UE and the TWAG. The User Plane Connection ID is the MAC address of the TWAN which is used by the UE and the TWAN for encapsulating user plane packets for this PDN connection. If the UE did not indicate the APN in the WLCP PDN Connection Request, then the response indicates the APN selected by the network (e.g. the default APN). The PDN Connection ID is stored in the TWAN to associate the established point-to-point link between the UE and TWAG with all the S2a bearers for this PDN connection. The PDN Connection ID is sent to and stored in the UE to identify this new established PDN connection. The UE will use this PDN Connection ID in subsequent procedures, such as PDN disconnection procedure.


If the IPv6 prefix is allocated, a Router Advertisement with the IPv6 prefix is sent to the UE after step 7. The UE may perform additional IP layer configuration as per standard IETF procedures, e.g. IPv6 Stateless Address Autoconfiguration according to IETF RFC 4862 [58], and Stateless DHCPv6 according to IETF RFC 3736 [30].
In case of a PDN connection for emergency services, 
-
if the TWAN supports emergency services and is located in the same country as the UE, the above procedure takes place with following exceptions:

-
The UE adds an emergency request indication in the WLCP PDN Connection Request sent to the TWAG;
-
When the WLCP PDN Connection Request contains an emergency request indication, the TWAG ignores any APN received from the UE in that message, considers that the target APN is the APN configured within its Emergency Configuration Data and does not check whether this APN is part of the subscription of the UE.
-
Step 5 applies with the following addition: When informing the 3GPP AAA Server of the PDN GW identity, the selected PDN GW also indicates that the PDN GW is used for emergency services. The AAA server then sends the "PDN GW currently in use for emergency services", which comprises the PDN GW address and an indication that the PDN connection is for emergency services to the HSS.
-
if the TWAN does not support emergency services or is not located in the same country as the UE, the UE shall detach from the TWAN in order to attach to another TWAN that supports emergency services. 
END OF CHANGES
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