SA WG2 Temporary Document

Page 1

SA WG2 Meeting #116
S2-163575
11 - 15 July 2016, Vienna, Austria
(revision of S2-16xxxx)
Source:
Samsung

Title:
3GPP specific information at the user plane function
Document for:
Approval

Agenda Item:
6.8
Work Item / Release:
CUPS / Release 14

Abstract of the contribution: This contribution provides details on 3GPP specific information usage by the user plane function.
Discussion

This contribution provides details on 3GPP specific information usage by the user plane function.
Proposal

***** Start of Change *****

5
Functional description

Editor's Note: This clause will document the functionality provided by the CP and/or UP entity in detail.
5.x
3GPP specific information at the user plane function

The UP function may be hosted by a third party provider who may not have deployed adequate security measures as the mobile operator. In this case, providing subscriber’s and UE’s identity, such as IMSI, IMEI, MSISDN to the UP function may lead to subscriber’s privacy risk or regulatory issue for mobile operators. 

However, some application server may require header enrichment for which UE’s permanent identity is added into the HTTP headers. In such cases, to prevent exposing UE’s permanent identity to the UP function, a session level temporary identifier for the UE is used between the CP function and UP function. The header enrichment information, such as UE's permanent identity and other information can be passed from the CP function to the UP function in a container, instead of an Sx AVP. This is only if the environment is trusted and operator has ensured the adequate security measures of the UP function to prevent any unauthorized exposure of the subscriber information.

***** End of Change *****
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