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	/****************** Issue 1 *************************/

The UE indicates an RRC establishment cause of "MO exception data" when the UE in idle mode wants to transmit exception data either in CP or UP EPS CIoT Optimization. Besides, the Serving/PDN GW indicates each use of this RRC establishment cause on its CDR and the PDN GW or SCEF may not apply APN rate control for exception report.
However, there are some cases that the network may not know that the UE is transmitting the exception data. The UE using CP EPS CIoT Optimization transmits the exception data over an existing RRC connection which was established due to other establishment cause. In another case, the UE not using CP EPS CIoT Optimization transmits the exception data over a user plane EPS bearer with non-exception data.
In the cases above, the network may not know a received NAS PDU or a received PDCP PDU contains exception data. The S-GW, P-GW or SCEF may not able to indicate exception report in the CDR and P-GW or SCEF will apply rate control and will delay or discard the user data containing exception report.
/*****************Issue 2 *********************************/

If the NAS signalling connection was established to transmit exception reporting (e.g RRC connection was established with cause “MO exception data”) and the UE transmit user data containing non exception report using same NAS signalling connection then the MME, S-GW, P-GW or SCEF may not user data is non exception data. These nodes may treat these as exception reporting. As a consequence the S-GW and P-GW may indicate exception report in the CDR. Also the P-GW or SCEF may not apply APN rate control if it exceeds the rate control considering this as exception report.
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2. Specify that the UE shall not transmit non-exception report when the signalling connection was establised for exception reporting. It will locally release the NAS singalling connection if no exception reporting is pending and will establish a signaling connection for exception reporting i.e. establishing RRC connection using casue other than“MO exception data”.
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4.11
User Plane CIoT EPS Optimization

The User Plane CIoT EPS Optimization functionality enables support for transfer of user plane data without the need for using the Service Request procedure to establish Access Stratum (AS) context in the serving eNodeB and UE.

As a precondition the UE needs to perform an initial connection establishment that establishes the AS bearers and the AS security context in the network and UE and the RRC connection is suspended by means of a Connection Suspend Procedure (see clause 5.3.4A). At any subsequent transaction trigger from the NAS layer when UE is in ECM-IDLE including if it attempts to send data using Control Plane CIoT EPS Optimization as defined in clause 5.3.4B, the UE shall attempt the Connection Resume procedure, see clause 5.3.5A and TS 24.301 [46]. If the Connection Resume procedure fails, the UE initiates the pending NAS procedure, see TS 24.301 [46]. To maintain support for User Plane CIoT EPS Optimization at UE mobility between cells configured on different eNodeBs, the AS Context should be transferred between the eNodeBs, see TS 36.300 [5] and TS 36.423 [76]. 
If the UE has a NAS signalling connection established for exception reporting i.e. the RRC connection was established with RRC establishment cause "MO Exception Data", the UE shall not transmit user data containing non-exception report on the current NAS signalling connection. The UE shall release the NAS Signalling connection locally after transmission of exception report, establishe a new NAS signalling connection for non-exception reporting i.e. establish the RRC Connection with RRC establishment cause other than exception reporting and transmit user data.
If the UE has a NAS signalling connection established for non-exception reporting i.e. the RRC connection was established with RRC establishment cause other than "MO Exception Data", the UE shall not transmit user data containing exception report on the current NAS signalling connection. The UE shall release the NAS signalling connection locally, establish a new NAS signalling connection for exception reporting i.e. establishe the RRC Connection with RRC establsihement cause exception reporting and transmit user data. 

By using the Connection Suspend procedure, see clause 5.3.5A and TS 36.300 [5]:

-
the UE at transition into ECM-IDLE stores the AS information;

-
the eNodeB stores the AS information, the S1AP association and the bearer context for that UE;

-
MME stores the S1AP association and the bearer context for that UE and enters ECM-IDLE.

In the context of this functionality, the UE and the eNodeB store the relevant AS information at transition into ECM-IDLE.

By using the Connection Resume procedure, see clause 5.3.5A and TS 36.300 [5]:

-
the UE resumes the connection with the network using the AS information stored during the Connection Suspend procedure;

-
the, potentially new, eNodeB notifies the MME that the connection with the UE has been securely resumed and the MME enters ECM-CONNECTED.

If a MME has a S1AP association stored for a UE and the MME receives for that UE a EMM procedure over another UE-associated logical S1-connection or at Tracking Area Update procedure with MME change, or SGSN Context Request, when the UE has re-attached, or when the UE has been Detached, the MME and the previously involved eNodeB shall delete that stored S1AP association using the S1 Release procedure, see clause 5.3.5 and TS 36.413 [36].
/**************************************************************************************/

5.3.4B.1
General

If the UE and MME use the Control Plane CIoT EPS Optimisation, they can transfer data in NAS PDUs including the EPS Bearer Identity of the PDN connection they relate to, for which there is no S1-U bearers established (i.e. when an S1-U bearer is established the UE shall use S1-U to transfer data PDUs). Both the IP and Non IP data types are supported. If the UE and the MME accept to use Control Plane CIoT EPS Optimisation, then to enable SMS transfer the Service Request procedures defined in clause 5.3.4 are not used for MO and MT SMS, but instead UE and MME shall be using Control Plane CIoT EPS Optimisation.

This is accomplished by using the NAS transport capabilities of RRC and S1-AP protocols and the data transport of GTP-u tunnels between MME and S-GW and between S-GW and P-GW, or if a Non-IP connection is provided by via the MME with the SCEF, then data transfer occurs as indicated in TS 23.682 [74].

For IP data, the UE and MME may perform header compression based on ROHC framework RFC 4995 [77]. For uplink IP data, UE implements ROHC compressor, and MME implements the decompressor. For downlink IP data, MME implements the ROHC compressor, and UE implements the decompressor. The uplink and downlink ROHC channels are bound by UE and MME to support feedback. The configurations for the header compression are established during the PDN connection establishment procedure.

To minimise potential conflicts between NAS signalling PDUs and NAS Data PDUs, the MME should complete any security related procedures (e.g. Authetication, Security Mode Command, GUTI reallocation) before alerting the HSS, MSC or SGW of the UE's entry into ECM-CONNECTED state, and before commencing downlink transfer of NAS Data PDUs.

If the UE has a NAS signalling connection established for exception reporting i.e. the RRC connection was established with RRC establishment cause "MO Exception Data", the UE shall not transmit user data containing non-exception report on the current NAS signalling connection. The UE shall release the NAS Signalling connection locally after transmission of exception report, establishe a new NAS signalling connection for non-exception reporting i.e. establish the RRC Connection with RRC establishment cause other than exception reporting and transmit user data.

If the UE has a NAS signalling connection established for non-exception reporting i.e. the RRC connection was established with RRC establishment cause other than "MO Exception Data", the UE shall not transmit user data containing exception report on the current NAS signalling connection. The UE shall release the NAS signalling connection locally, establish a new NAS signalling connection for exception reporting i.e. establishe the RRC Connection with RRC establsihement cause exception reporting and transmit user data. 

/*******************************************************************************************/
5.3.4.1
UE triggered Service Request
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Figure 5.3.4.1-1: UE triggered Service Request procedure

The Service Request procedure in this clause is triggered by the UE in ECM-IDLE status to establish user plane radio bearers for the UE.

The UE in ECM-IDLE state can also use this procedure to establish user plane radio bearers even if the UE applies Control Plane CIoT EPS optimisation, when the UE and MME supports S1-U data transfer or User Plane EPS optimisation in addition to Control Plane CIoT EPS optimization.
If the UE has a NAS signalling connection established for exception reporting i.e. the RRC connection was established with RRC establishment cause "MO Exception Data", the UE shall not transmit user data containing non-exception report on the current NAS signalling connection. The UE shall release the NAS Signalling connection locally after transmission of exception report, establishe a new NAS signalling connection for non-exception reporting i.e. establish the RRC Connection with RRC establishment cause other than exception reporting and transmit user data.

If the UE has a NAS signalling connection established for non-exception reporting i.e. the RRC connection was established with RRC establishment cause other than "MO Exception Data", the UE shall not transmit user data containing exception report on the current NAS signalling connection. The UE shall release the NAS signalling connection locally, establish a new NAS signalling connection for exception reporting i.e. establishe the RRC Connection with RRC establsihement cause exception reporting and transmit user data. 

NOTE 1:
For a PMIP-based S5/S8, procedure steps (A) are defined in TS 23.402 [2]. Steps 9 and 11 concern GTP-based S5/S8.

1.
The UE sends NAS message Service Request towards the MME encapsulated in an RRC message to the eNodeB. The RRC message(s) that can be used to carry the S-TMSI and this NAS message are described in TS 36.300 [5].

2.
The eNodeB forwards NAS message to MME. NAS message is encapsulated in an S1-AP: Initial UE Message (NAS message, TAI+ECGI of the serving cell, S-TMSI, CSG ID, CSG access Mode, RRC establishment cause). Details of this step are described in TS 36.300 [5]. If the MME can't handle the Service Request it will reject it. CSG ID is provided if the UE sends the Service Request message via a CSG cell or a hybrid cell. CSG access mode is provided if the UE sends the Service Request message via a hybrid cell. If the CSG access mode is not provided but the CSG ID is provided, the MME shall consider the cell as a CSG cell.


If a CSG ID is indicated and CSG access mode is not provided, and there is no subscription data for this CSG ID and associated PLMN or the CSG subscription is expired, the MME rejects the Service Request with an appropriate cause. The UE shall remove the CSG ID and associated PLMN of the cell where the UE has initiated the service request procedure from the Allowed CSG list, if present.


For UEs with emergency EPS bearers, i.e. at least one EPS bearer has an ARP value reserved for emergency services, if CSG access restrictions do not allow the UE to get normal services the MME shall deactivate all non-emergency bearers and accept the Service Request.


If LIPA is active for a PDN connection and if the cell accessed by the UE does not link to the L-GW where the UE inititiated the LIPA PDN Connection, the MME shall not request the establishment of the bearers of the LIPA PDN connection from the eNodeB in step 4 and shall request disconnection of the LIPA PDN connection according to clause 5.10.3. If the UE has no other PDN connection then the MME shall reject the Service Request with an appropriate cause value resulting in the UE detaching, skip the following steps of the procedure and initiate the release of the core network resources with the implicit MME-initiated Detach procedure according to clause 5.3.8.3.


If there is a "Availability after DDN Failure" monitoring event or a "UE Reachability" monitoring event configured for the UE in the MME, the MME sends an event notification (see TS 23.682 [74] for further information).

3.
NAS authentication/security procedures as defined in clause 5.3.10 on "Security function" may be performed.

4.
The MME deletes S11-U related information in UE context if there is any, including TEID(DL) for the S11-U for Control Plane CIoT EPS optimisation if data buffering is in the MME, ROHC context for Control Plane CIoT EPS optimisation, etc, but not the Header Compression Configuration. The MME sends S1-AP Initial Context Setup Request (Serving GW address, S1-TEID(s) (UL), EPS Bearer QoS(s), Security Context, MME Signalling Connection Id, Handover Restriction List, CSG Membership Indication) message to the eNodeB. If there is a PDN connection established for Local IP Access, this message includes a Correlation ID for enabling the direct user plane path between the HeNB and the L-GW. If there is a PDN connection established for SIPTO at the Local Network with L-GW function collocated with the (H)eNB, this message includes a SIPTO Correlation ID for enabling the direct user plane path between the (H)eNB and the L‑GW. This step activates the radio and S1 bearers for all the active EPS Bearers. The eNodeB stores the Security Context, MME Signalling Connection Id, EPS Bearer QoS(s) and S1-TEID(s) in the UE RAN context. The step is described in detail in TS 36.300 [5]. Handover Restriction List is described in clause 4.3.5.7 "Mobility Restrictions".

NOTE 2:
In this release of the 3GPP specification the Correlation ID and SIPTO Correlation ID is set equal to the user plane PDN GW TEID (GTP-based S5) or GRE key (PMIP-based S5) which is specified in clause 5.3.2.1 and clause 5.10.2.


The MME shall only request to establish Emergency EPS Bearer if the UE is not allowed to access the cell where the UE initiated the service request procedure due to CSG access restriction.


If the Service Request is performed via a hybrid cell, CSG Membership Indication indicating whether the UE is a CSG member shall be included in the S1-AP message from the MME to the RAN. Based on this information the RAN can perform differentiated treatment for CSG and non-CSG members.

5.
The eNodeB performs the radio bearer establishment procedure. The user plane security is established at this step, which is described in detail in TS 36.300 [5]. When the user plane radio bearers are setup. EPS bearer state synchronization is performed between the UE and the network, i.e. the UE shall locally remove any EPS bearer for which no radio bearers are setup and, if the radio bearer for a default EPS bearer is not established, the UE shall locally deactivate all EPS bearers associated to that default EPS bearer.

6.
The uplink data from the UE can now be forwarded by eNodeB to the Serving GW. The eNodeB sends the uplink data to the Serving GW address and TEID provided in the step 4. The Serving GW forwards the uplink data to the PDN GW.

7.
The eNodeB sends an S1-AP message Initial Context Setup Complete (eNodeB address, List of accepted EPS bearers, List of rejected EPS bearers, S1 TEID(s) (DL)) to the MME. This step is described in detail in TS 36.300 [5]. If the Correlation ID or SIPTO Correlation ID is included in step 4, the eNodeB shall use the included information to establish a direct user plane path to the L-GW and forward uplink data for Local IP Access or SIPTO at the Local Network with L-GW function collocated with the (H)eNB accordingly.

8.
The MME sends a Modify Bearer Request message (eNodeB address, S1 TEID(s) (DL) for the accepted EPS bearers, Delay Downlink Packet Notification Request, RAT Type, RRC establishment cause) per PDN connection to the Serving GW. If the Serving GW supports Modify Access Bearers Request procedure and if there is no need for the Serving GW to send the signalling to the PGW, the MME may send Modify Access Bearers Request (eNodeB address(es) and TEIDs for downlink user plane for the accepted EPS bearers, Delay Downlink Packet Notification Request) per UE to the Serving GW to optimize the signalling. The Serving GW is now able to transmit downlink data towards the UE. The usage of the Delay Downlink Packet Notification Request Information Element is specified in clause 5.3.4.2 below. If the PDN GW requested UE's location and/or User CSG information and the UE's location and/or User CSG information has changed, the MME also includes the User Location Information IE and/or User CSG Information IE in this message. If ISR is activated or if the Serving Network IE has changed compared to the last reported Serving Network IE then the MME also includes the Serving Network IE in this message. If the UE Time Zone has changed compared to the last reported UE Time Zone then the MME shall include the UE Time Zone IE in this message. If the internal flag Pending Network Initiated PDN Connection Signalling is set, the MME indicates UE available for end to end signalling in the Modify Bearer Request message and reset the flag. The MME only includes the RRC establishment cause if it is set to "MO exception data" and the UE is accessing via the NB-IoT RAT.


The MME and the Serving GW clears the DL Data Buffer Expiration Time in their UE contexts if it was set, to remember that any DL data buffered for a UE using power saving functions has been delivered and to avoid any unnecessary user plane setup in conjunction with a later TAU.


If a default EPS bearer is not accepted by the eNodeB, all the EPS bearers associated to that default bearer shall be treated as non-accepted bearers. The MME releases the non-accepted bearers by triggering the bearer release procedure as specified in clause 5.4.4.2. If the Serving GW receives a DL packet for a non-accepted bearer, the Serving GW drops the DL packet and does not send a Downlink Data Notification to the MME.

9.
If the RAT Type has changed compared to the last reported RAT Type or if the UE's Location and/or Info IEs and/or UE Time Zone and/or if ISR is not activated and Serving Network id and/or the indication UE available for end to end signalling are present in step 8, the Serving GW shall send the Modify Bearer Request message (RAT Type, RRC establishment cause) per PDN connection to the PDN GW. User Location Information IE and/or User CSG Information IE and/or Serving Network IE and/or UE Time Zone and/or the indication UE available for end to end signalling are also included if they are present in step 8.


If the Modify Bearer Request message is not sent because of above reasons and the PDN GW charging is paused, then the SGW shall send a Modify Bearer Request message with PDN Charging Pause Stop Indication to inform the PDN GW that the charging is no longer paused. Other IEs are not included in this message.


If the Modify Bearer Request message is not sent because of above reasons but the MME indicated an RRC establishment cause of "MO exception data", then the Serving Gateway should notify the PDN GW that this RRC establishment cause has been used. The Serving GW indicates each use of this RRC establishment cause on its CDR.

10.
If dynamic PCC is deployed, the PDN GW interacts with the PCRF to get the PCC rule(s) according to the RAT Type by means of a PCEF initiated IP‑CAN Session Modification procedure as defined in TS 23.203 [6]. If dynamic PCC is not deployed, the PDN GW may apply local QoS policy.


The PDN GW indicates each use of the RRC establishment cause "MO Exception Data" on its CDR.

11.
The PDN GW sends the Modify Bearer Response to the Serving GW.

12.
The Serving GW shall return a Modify Bearer Response (Serving GW address and TEID for uplink traffic) to the MME as a response to a Modify Bearer Request message, or a Modify Access Bearers Response (Serving GW address and TEID for uplink traffic) as a response to a Modify Access Bearers Request message. If the Serving GW cannot serve the MME Request in the Modify Access Bearers Request message without S5/S8 signalling other than to unpause charging in the PDN GW or without corresponding Gxc signalling when PMIP is used over the S5/S8 interface, it shall respond to the MME with indicating that the modifications are not limited to S1-U bearers, and the MME shall repeat its request using a Modify Bearer Request message per PDN connection.


If SIPTO at the Local Network is active for a PDN connection with stand-alone GW deployment and the Local Home Network ID for stand-alone accessed by the UE differs from the Local Home Network ID where the UE initiated the SIPTO@LN PDN Connection, the MME shall request disconnection of the SIPTO at the local network PDN connection(s) with the "reactivation requested" cause value according to clause 5.10.3. If the UE has no other PDN connection, the MME initiated "explicit detach with reattach required" procedure according to clause 5.3.8.3.


If SIPTO at the Local Network is active for a PDN connection with collocated LGW deployement and the L-GW CN address of the cell accessed by the UE differs from the L-GW CN address of the cell where the UE initiated the SIPTO at the Local Network PDN Connection, the MME shall request disconnection of the SIPTO at the local network PDN connection(s) with the "reactivation requested" cause value according to clause 5.10.3. If the UE has no other PDN connection, the MME initiated "explicit detach with reattach required" procedure according to clause 5.3.8.3.
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