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Abstract of the contribution: Proposes solution for the Key Issue on reliable delivery of data between UE and SCEF

Introduction

For reliable delivery of data between UE and SCEF following 3 options can be considered – 

· Option 1: New UE-SCEF Transport protocol that provide acknowledgement of data send between UE and SCEF. For MO data SCEF will send acknowledgment and for MT data UE needs to send acknowledgment. UE – SCEF transport protocol was discussed before in paper – S2-160277. As proposed in S2-160277, SDT PDU is used between UE and SCEF for reliable delivery of MO/MT data. 

SDT PDU at minimum needs to contain: 

· Source Identifier: Identifies the sender of SDT-PDU. For MO, it is External-ID. For MT, it is identity of SCS/AS.

· Destination identifier: Identifies the receiver of SDT-PDU. For MO, it is the identity of SCS/AS. For MT, it is External-ID.

· Transaction Identifier: Identifies a particular MO or MT transaction

· Protocol Type: Indicating the type of data being carried within SDT-PDU. If SDT-PDU headers aren’t ciphered, then MME in VPLMN can utilize this information to reject the SCEF service. E.g. if VPLMN has agreement w/ HPLMN to allow SCEF connectivity service for 6LowPAN but not MQTT-SN, and if UE is requesting SCEF connectivity service for MQTT-SN, then based on protocol type in SDT-PDU, MME can reject the request.

Along with the allocated EBI, SDT PDU will be encapsulated in the NAS message (similar to how SMS o/ NAS works today) to allow MO/MT data.  

· Option 2: Reliable delivery between UE and MME coupled with reliable delivery between MME and SCEF. 

T6a is Diameter based and Diameter provide reliable delivery but it cannot guarantee successful processing at the data receiving node. This issue is mitigated by adding acknowledgement of each non- IP data delivery (NIDD) message. Given this we can assume that T6a protocol between MME and SCEF currently provides reliable data delivery. 

In Rel-13 new NAS message – Control Plane Service Request is defined for UE using Control Plane CIoT EPS optimization for initial NAS PDU data delivery between UE and MME. MME also sends acknowledgement in Service Accept message. This provide reliable delivery for first MO data packet. However subsequent data packet while UE is in ECM_CONNECTED is not guaranteed. Subsequent message for Control Plane EPS optimizations while UE is in connected mode are carried in ESM Data Transport Message which is not acknowledged. 

For this option, ESM Data Transport would need to be enhanced to provide acknowledgment of data delivery between UE and MME.

· Option 3: Hope by Hop reliable delivery. Reliable delivery between UE and eNB, coupled with reliable delivery between eNB and MME, coupled with reliable delivery between MME and SCEF. 

As we discussed in option 2, we can we can assume that T6a protocol between MME and SCEF currently provides reliable data delivery.

Between UE and eNB, RLC acknowledged mode is could be used between UE and eNB for reliable delivery of data. 

Between eNB and MME, S1-AP would needs to be enhanced to provide acknowledgement of S1-AP messages carrying NAS PDU with data. 

Proposal: 

It is proposed to discuss these options further and document above 3 options as solution to key issue X - Reliable delivery of data between UE and SCEF in the TR 23.730. These may be documented as one single solution or 3 different solutions. 
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