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Abstract of the contribution: It considers initial network slice instance selection with consideration on UE authentication and authorization for PLMN and for slice.
Introduction

This contribution considers 

-
WT#1, Network Slice Instance Selection and Association

-
WT#2, Network Slicing Isolation
-
WT#3, Network Slicing Architecture
Especially, it addresses Network Slicing architecture and Network Slice Instance selection considering security aspects (including UE authentication/ authorization, slice authentication/authorization and security isolation). 
Table 5.1.2-1: Work Tasks for Network Slicing
	Work Task ID
	Work Task(s)
	Work Task Description

	NS_WT_#1
	Network Slice Instance Selection and Association
	1) Initial network slice instance selection to support UE’s service establishment and re-selection to support UE mobility and other scenarios that are TBD,  

Note: More scenarios beyond the mobility need to be identified that may trigger network slice instance re-selection.

2) Network slice instance identification, 

3) authorization for UE association with network slice instance 

4) Network assistance information support for UE network slice instance association with corresponding PLMN

	NS_WT_#2
	Network Slicing Isolation
	1) Security isolation 

2) Resource isolation

3) OAM support isolation (e.g. Usage and Fault isolation etc.)

Note: Whether all items listed here are within the scope of SA2 is FFS.

	NS_WT_#3
	Network  Slicing  Architecture
	1) Identifying impacted network functions and interfaces to support one or more network slice instances on top of a shared RAN and a shared infrastructure. 

2) Identifying the common functions (if any) that need to be available in the core network and/or RAN to enable network slicing 

3) Identifying the approach to enable UE to associate with multiple slices simultaneously.

	NS_WT_#4
	Network Slicing Roaming support
	1) Determination what visiting and home Network Function(s) are required to support roaming. 

	NS_WT_#5
	Network Slicing terminology & definitions
	1) If Network Slice Instance is agreed to apply E2E system, then, we should consider new terminology for Access slice instance and Core slice instances.


This contribution proposes the following principles for the Network Slice Instance Selection and Association.

· PDU sessions for different service types can be assigned to different network slice instance. And the UE can connects to multiple network slice instance simultaneously.
· If the UE provides enough information to the RAN node to route the message to the appropriate Core Network Instance and its corresponding common C-Plane function, RAN can directly select it and it is similar to NAS node selection function
· The Common Control plane Selection Function (CCSF) is responsible for selecting common Control plane network functions to accommodate the UE. PDU session is be established when the UE connects to CCNF only.
· The Network Slice Selection Function (NSSF) is responsible for selecting non-common Core Network Instance to accommodate the UE, in order to establish PDU session.
· There is a separate repository/entity (AAA server) for storing information regarding authentication and authorization. AAA server needs to be logically/physically separated from other control plane functions. AAA server interacts with CP-AU for UE authentication and authorization per PLMN, and/or per slice.
· If there are multiple CCNFs in the PLMN, AAA server may be either common to multiple CCNFs or separate for some CCNFs for isolation, which is up to the network deployment scenario. There should be a single or minimum interface between AAA server and a common CP network functions.
· UE authentication to the system is required when the UE is initially registered to the system (e.g. initial attach). When the network chooses a new slice instance for the new PDU session of the UE, there may be per slice authorization procedure and/or per slice authentication and key agreement procedure depending on the network’s security options (e.g. a network slice instance that require high level of security may require additional/separate authentication, and negotiate separate security key). 
· Separate secure connection in radio interface and end-to-end UE-CN UP secure connection can be considered for specific scenario (e.g. when non-3gpp access is untrusted, additional secure connection between UE and CN-UP may be required)
Proposal
It is proposed to add the following changes to TR 23.799.
* * * First changes * * * *

All NEW text to TR 23.799
6
Solutions

6.1
Solutions for Key Issue 1: Support of network slicing

6.1.x
Solution 1.x - Network Slice Selection considering Authentication and Authorization
This solution is to solve the key issue#1 on support of network slicing. This solution specifies the network slicing architecture and the network slice selection procedure, with the security aspects including authentication and authorization.
6.1.x.1
Architecture description

The general core network slicing architecture considering various options can be set up as depicted in Figure 6.1.x.1-1.
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Figure 6.1.x.1-1 Network slicing architecture
The functions/entities in this architecture is defined as follows:

Core Network Instance (CNI): A core part of network slicing instance (NSI), consists of common part of control plane and non-common CNI including non-common part of control plane and user plane functions.

Common Control plane Network Functions (CCNF): a set of network functions which is common to multiple network slice instances.

Common Control plane Selection Function (CCSF): a function to select suitable CCNF for the UE, if there are multiple CCNFs deployed or connected to a single RAN.

Non-common CNI: Non-common CNI consists of user plane functions and non-common part of control plane functions which may include network functions that need to be separated per NSI, e.g. Session management, QoS enforcement.

AAA (Authentication, Authorization and Accounting) Server: a separate entity including authentication, authorization function, and repository storing security related profile.
CP Authentication function (CP-AU): a core network function that interacts with AAA server for security related procedures including UE authentication/authorization, Slice authorization and/or Slice authentication.
This architecture includes the following functional features:
· There is one or more set of which is common to multiple network slice instances. 

· The network may have multiple CCNFs depending on the isolation policy and deployment;

· If there are multiple CCNFs in the network, a function for selecting suitable CCNF may be needed. The CCSF is responsible for selecting which common CCNF to accommodate the UE by taking into account the UE's subscription and the specific parameter, e.g. the UE Usage Type or NSI ID. 
Editor's note: Whether CCSF resides in RAN or Core network is FFS.

· CCNF can include network functions that need to be common per UE regardless of the service or network slice the UE uses, e.g. Mobility Management (registration, location management), UE authentication, NSI selection, NAS forwarding function;
· The UE connects to CCNF when the UE registers the PLMN (e.g. Attach procedure). NG1 signalling connection and basic secure connection for control plane are established in this step. PDU session may be established within the registration procedure.

· NSI selection completes by selecting Non-common CNI during a PDN session setup procedure.
· Non-common CNI includes user plane functions and non-common part of control plane functions that are not shared with other CNIs, e.g. Session management, QoS enforcement.

· Network Slice Selection Function (NSSF) is responsible for selecting which non-common Core Network Instance to accommodate the UE by taking into account the UE's subscription, the network's status and the specific parameter, e.g. the UE Usage Type or NSI ID.
· Control plane signalling between the UE and the Non-common control plane functions can be forwarded by NAS forwarding functions in CCNF. In the UE perspective, there's only one NG1 signalling endpoint visible.
The security aspects of this solution are as follow:
· There is a separate repository/entity (AAA server) for storing information regarding authentication and authorization. AAA server needs to be logically/physically separated from other control plane functions.
· AAA server interacts with CP-AU for UE authentication and authorization per PLMN, and/or per slice.
· If there are multiple CCNFs in the PLMN, AAA server may be either common to multiple CCNFs or separate for some CCNFs for isolation, which is up to the network deployment scenario.

· There should be a single or minimum interface between AAA server and a NSI. 

· The following connections may be secure (ciphered/integrity protected) depending on the network's security level.

· NG1 signalling connection (UE – CCNF, similar to NAS connection in EPS)

· NG RAN Radio interface for signalling (similar to RRC association in EPS)

· NG RAN Radio interface for user data (similar to UP association in EPS)

· End-to-end UE-CN UP path for user data (e.g. for untrusted access)

· Key derivation and authentication for each connection can be performed hierarchically.
Editor's note: Detailed key derivation algorithm and structure is up to SA WG3.

· UE authentication for the network is conducted when the UE is initially registered. Additional UE authentication may not be required.

· The network performs authorization procedure for a specific NSI/CNI when the UE request to setup a PDU session.

· Secure connection on each UP path (UE-RAN and/or UE-CN CP) can be setup per network slice. In this case authentication and key agreement (AKA) may be needed per slice basis.

Editor's note: Whether these security aspects are valid or not needs to be confirmed by SA WG3.

6.1.x.2
Function description
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Figure 6.1.x.2-1 Network Slice Instance selection procedure

1. For initial registration to the system, the UE sends initial attach request. The UE may include UE assistance information for network slice selection.
Editor's note:
Whether this registration request includes session establishment request is FFS.
2. If there are multiple CCNF in the system, there may be a selection function (CCSF) for selecting CCNF. Upon the initial attach request from the UE, CCSF may choose a suitable CCNF based on various information (e.g. Network Slice Type, UE subscription, NSI ID, or other information).
Editor's note:
Whether CCSF resides in RAN or Core network, and how to decide a suitable CCNF is FFS.
3. Once the CCNF is chosen, the initial attach request is forwarded to proper CCNF.

4. The CCNF conducts initial authentication and authorization for the UE. Authentication procedure may include a security key agreement for CN CP signalling connection.

Editor's note:
More detailed procedure for UE authentication and authorization is up to other WGs.
5. When the authentication and authorization is successfully completed, CCNF sends back response to initial attach request. After this step, the UE is successfully registered to the network.
6~7. If the UE wants to establish a PDU session, the UE sends a new service request to CCNF.
Editor's note:
Whether a new service request for establishing new PDU session can be performed in conjunction with attach procedure is FFS.
8. Network Slice Selection Function (NSSF) in CCNF may choose a suitable Non-common CNI based on various information (e.g. Network Slice Type, UE subscription, NSI ID, or other information).

9. The CCNF checks the UE's authorization for the selected slice instance with AAA server if needed. Additionally, the CCNF may perform an authentication and key agreement procedure upon the network's security option.
10~12. The CCNF and the non-common CP NFs continue the new service request procedure. After successful initial setup for user plane path, an end-to-end PDU session is established successfully.
13~14. If the UE wants to establish additional PDU session, the UE sends a new service request message.
15.
The NSSF may choose a suitable Non-common CNI based on various information. Selected CNI may be either same CNI as existing session's or new CNI. If the UE already has a PDU session to the selected CNI, per slice authorization may not be required. If the NSSF chooses new non-common slice, additional authorization and/or AKA procedure for new slice may be needed.

16~19. Additional PDU session is established.

6.1.x.3
Solution evaluation

Editor's note:
This clause will contain evaluation on the system impacts, e.g. UE, access network and non-access network.
* * * * End of Changes * * * *
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