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Abstract of the contribution: This DP proposes enhancements to NPLI to ensure that LI requirements in case of non-3GPP access are met.  
1. Introduction

TS 33.106 on LI states the folowing:

Depending on national requirements, the CSP may be required to report the location of the Target at the beginning and end of CS calls and PS and IMS sessions on a per warrant or per intercept basis.
...
For non 3GPP access networks, the location information shall be at least the identity of entry point into the 3GPP core network (e.g. fire wall or security gateway). The location information of the non-3GPP access network shall be provided if this information is available to the CSP.
Observation-1: When a UE uses untrusted non-3GPP network to access EPC and IMS, Lawful Interception (LI) requirements exist on providing LAE (Law Enforcement Agency) with identity of entry point into the 3GPP core network and location information of the untrusted non-3GPP access network.
2. Problem description 
To fulfil the above requirements there is a need to explore various architectures for non-3GPP access networks to determine what information needs to be provided to the IMS domain.

 2.2
 Identity of entry point into the 3GPP core network
When a UE uses untrusted non-3GPP network to access EPC and IMS, the ePDG is the entry point into the 3GPP core network.

Conclusion-1: When a UE uses untrusted non-3GPP network to access EPC and IMS, identity of ePDG is needed for lawful intercept.
2.3
 Location of the non-3GPP access network

When a UE uses untrusted non-3GPP network to access EPC and IMS, the UE local IP address as defined in TS 23.203 (see below) is assigned and owned by the untrusted non-3GPP access network and thus provides the location information of the untrusted non-3GPP access network.

UE local IP address is defined as: either the public IPv4 address and/or IPv6 address/IPv6 network prefix assigned to the UE by the BBF domain in the no-NAT case, or the public IPv4 address assigned by the BBF domain to the NATed RG that is used for this UE.

Conclusion-2: When a UE uses untrusted non-3GPP network to access EPC and IMS, the UE local IP address is needed for lawful intercept.

2.4
 Location of the UE in the non-3GPP access network

When the UE reaches the ePDG directly (i.e. without passing via a NAT in the untrusted non-3GPP access network) as shown in Figure 1, the UE local IP address as defined in TS 23.203 also provides the location information of the UE in the untrusted non-3GPP access network.
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Figure 1: UE using untrusted non-3GPP network to access EPC and IMS, not NAT

When the UE reaches the ePDG via a NAT in the untrusted non-3GPP access network as shown in Figure 2, then the combination of the UE local IP address as defined in TS 23.203, the UE source port (UDP port or TCP port) used for IKEv2 tunnel and the NAT bindings information enables the LEA to determine the UE private IP address behind the NAT and thus location of the UE.
NOTE:
LEA needs to obtain the NAT bindings information in order to determine the UE private IP address.
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Figure 2: UE using untrusted non-3GPP network with NAT to access EPC and IMS

When the UE reaches the ePDG via a VPN gateway in the untrusted non-3GPP access network as shown in Figure 3, then the combination of the UE local IP address as defined in TS 23.203, the UE source port (UDP port or TCP port) used for IKEv2 tunnel and the VPN gateway configuration enables the LEA to determine the UE IP address behind the VPN gateway and thus location of the UE.
NOTE:
LEA needs to obtain the VPN gateway configuration, in order to determine the UE IP address behind the VPN gateway.
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Figure 3: UE using untrusted non-3GPP network with VPN gateway to access EPC and IMS

Conclusion-3: When a UE uses untrusted non-3GPP network to access EPC and IMS and the untrusted non-3GPP network contains NAT or VPN gateway, the UE source port (UDP port or TCP port) used for IKEv2 tunnel is needed for lawful intercept on top of the the UE local IP address.

Availability of the LI required information elements
This section examines the availability of the information elements needed for LI in existing specifications based on the above discussion.
In IMS, the access network information is provided towards LEA by an IMS entity with a lawful intercept interface (X2). 

The IMS entity with the lawful intercept interface receives the information from P-CSCF in network-provided P-Access-Network-Info header field in SIP messages sent using Mw.

P-CSCF receives the information from PCRF using Rx.
PCRF receives the information from P-GW using Gx.
P-GW receives the information from ePDG using S2b.

The table 1 below indicates whether the LI required information elements identified as needed in section 2 are specified in those reference points.

	
	identity of ePDG
	UE local IP address
	UE source UDP port used for IKEv2 tunnel
	UE source TCP port  used for IKEv2 tunnel

	S2b
	Specified (ePDG IP Address IE)

(see NOTE 1)
	Specified (UE Local IP Address IE)
	Specified (UE UDP Port IE)
	Not specified

	Gx
	Specified (AN-GW-Address AVP)
	Specified (UE-Local-IP-Address AVP)
	Specified (UDP-Source-Port AVP)

(see NOTE 1)
	Not specified

	Rx
	Not specified 
	Specified (UE-Local-IP-Address AVP)
	Not specified
	Not specified

	Mw
	Not specified
	Specified (UE-local-IP-address parameter)
	Not specified
	Not specified

	NOTE 1: Specified only for supporting interworking with fixed broadband access network.


Table 1: LI information when a UE uses untrusted non-3GPP network to access EPC and IMS.
Conclusion-4: providing the identity of ePDG, the UE source UDP port used for IKEv2 tunnel and the UE source TCP port used for IKEv2 tunnel is not specified in some of the needed reference points. Also, applicability of UE source UDP port used for IKEv2 tunnel is limited to interworking with fixed broadband access network.
3. Conclusion 
Based on the above discussion and the following observation:

Observation-1: When a UE uses untrusted non-3GPP network to access EPC and IMS, Lawful Interception (LI) requirements exist on providing LAE (Law Enforcement Agency) with identity of entry point into the 3GPP core network and location information of the untrusted non-3GPP access network.

The following conclusions can be made:

Conclusion-1: When a UE uses untrusted non-3GPP network to access EPC and IMS, identity of ePDG is needed for lawful intercept.

Conclusion-2: When a UE uses untrusted non-3GPP network to access EPC and IMS, the UE local IP address is needed for lawful intercept.

Conclusion-3: When a UE uses untrusted non-3GPP network to access EPC and IMS and the untrusted non-3GPP network contains NAT or VPN gateway, the UE source port (UDP port or TCP port) used for IKEv2 tunnel is needed for lawful intercept on top of the the UE local IP address.

Conclusion-4: providing the identity of ePDG, the UE source UDP port used for IKEv2 tunnel and the UE source TCP port used for IKEv2 tunnel is not specified in some of the needed reference points. Also, applicability of UE source UDP port used for IKEv2 tunnel is limited to interworking with fixed broadband access network.
4. Proposal
It is proposed to add support for transport of the identity of ePDG, and  the UE source port used for IKEv2 tunnel to generic non-3GPP access networks connected to EPC.
A CR is provided with the required changes.
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