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Introduction
The GSMA’s Network 2020 4G Evolution to 5G Execution Team, formed of 23 Operator members, is driven by commercial requirements to further develop the mobile network business model whilst ensuring that technical interoperability is sustained and that public policy and regulatory aspects are supported. 
Network 2020 would like to inform 3GPP about this ongoing work to help mobile operators understand how network capabilities that are used for providing mobile services might evolve in the 5G era.
Network 2020 understands that several use cases and service requirements have been defined in 3GPP (e.g. 3GPP TR 22.891, 22.861-864). Network 2020 has focussed on the evolution of the capabilities that mobile network operators (MNOs) need in order to facilitate new opportunities - including offering business continuity - in the transition from legacy systems to the 5G era. Specific areas of focus are: 
Communication Services
Identities, Numbering and Addressing
Roaming
Interconnection
Security 
Network Orchestration
In some instances the requirements for the evolution of the capability may already be covered by the existing 3GPP study items, while in other cases the requirements are new.  GSMA Network 2020 respectfully requests 3GPP to take these requirements into account while developing the 5G specifications. This is work in progress and GSMA Network 2020 may offer further requirements – or refinements to existing requirements – in future.
Study areas
Communication Services
Operator provided communications services have played a key role in deployments during the 2G and 3G era.  With the advent of 4G networks, operators services are being migrated to an IP architecture over LTE networks supporting IMS (i.e. VoLTE, RCS). 
This architecture provides a separation between the access-layer and the service-layer, therefore impacting other areas such as Identities, Roaming, Interconnect and Security.
The majority of operators considers that communication services will continue to play an important role and be highly relevant to customers. It is therefore required that the 5G design is capable of supporting communication services. 
Network 2020 expect that, when 5G is commercially deployed, communication services provided using IMS and a combination of available radio access and core network assets will reach maturity and scale. 
In light of the valuable insights of VoLTE (GSMA PRD IR.92) and RCS (GSMA PRD RCC.07) deployments, Network 2020 require simplification of IMS in the following areas in 5G:
Seamless handover from 5G to legacy 2G and 3G systems need not be supported 
Reduction of supported features and supplementary services that are now considered obsolete.
Reduction of supported features that are essentially unused by customers.
Identities, Numbering and addressing
The mobile identities defined in today's mobile systems (IMSI, MSISDN, IMEI) provide the ability to: 
Uniquely identify the user at network access level and to point to the user’s subscription record.
Uniquely identify the user at service level allowing addressing of the subscriber for operator services (e.g. voice, SMS, etc.).
Uniquely identify the device attached to the network.

The support of these globally unique identities has enabled consumers to communicate with each other independently of which network they subscriber to, and to achieve true mobility by allowing subscribers to roam onto other operators’ networks whilst still achieving service continuity.  
With the separation of access and service layer, new identities have been defined within the IMS (e.g. Private User Identity, Public User Identity) to maintain these principles in VoLTE and RCS.
Network 2020 have reviewed these identities, and their applicability within 5G with focus on the number of connections projected for Internet of Things and the potential evolution towards “internet-like” identities and services.
Network 2020 have agreed that there is no significant advantage in discontinuing the use of the existing mobile identities. However the following requirements should be taken into consideration by 3GPP in 5G standardisation:
· Continue to maintain the separation of access layer identities and service layer identities and allow these identities to evolve independently. 
· Reallocation of IMSIs is generally low. While the IMSI is not necessarily a scarce resource, it could be beneficial to analyse mechanisms that make reallocation easier.
· The MSISDN is needed for personal communication, however it is not required for all IoT use cases.
· Back office / charging systems should not depend on the existence of the MSISDN.
· Identification of the type of devices should rely on a scheme that, unlike the recently defined external identifier, is independent of the service provider identity. 
· In the area of personal communications 3GPP should consider the possibility of introducing “internet-friendly” identities alongside the MSISDN and this should be taken into account in the system design. GSMA Network 2020 does not hold a strong opinion as to whether number-portability equivalent mechanisms should be defined for ‘internet-friendly’ identities.
Also in the area of identities, Network 2020 desires to expand the identity services that are being deployed (e.g. Mobile Connect, MNO ID services), especially in the area of credential management and privacy protection. 

Roaming
Roaming, enabling the “anywhere, anytime” reachability has been one of the factors pushing the global adoption of 3GPP-based systems. It is essential that this ubiquity is maintained in the 5G system design. The landscape is rapidly changing due to regulatory pressure, technological developments, competition and commoditization of telecommunications services. 
The capability of using mobile services away from the home network is still assumed by subscribers and considered valuable by operators.
The rise of IoT, popularity of Dual/Multi SIM devices and the expected impact of Remote SIM Provisioning (RSP) will lead to the emergence of new roaming models that challenge the tenet that, while roaming, subscribers require the same level of services that are provided when in the home network (virtual home environment concept). 
It is also relevant to consider that with the separation of the access-layer and the service-layer, different roaming capabilities can be applied to provide a flexible roaming architecture.
Based on this backdrop, Network 2020 has analysed a number of roaming scenarios that may be applicable in 5G:
Current 2G/3G/4G Data Roaming model:  
Access-layer connectivity provided by the VPMN and home routed to the HPMN
Service-layer provided by the HPMN
Visited Data/Home Services
Access-layer connectivity and local breakout provided by the VPMN 
Service-layer provided by the HPMN
Visited Data/Visited Services
Access-layer connectivity and local breakout provided by the VPMN 
Service-layer provided by the VPMN
 Service-Determined Routing
Whether service is provide breaking out locally or by the home network is determined on a service by service basis
The following requirements should be taken into consideration by 3GPP in the 5G system design: 
· The 5G system will be required to simultaneously support several models that may co-exist alongside the existing model based on technology (e.g. use of network slicing) or service provision strategy (which network provides the service).
· Some of the examined roaming models envisage that certain services are provided by the home network while others are provided by visited network: it is required that the 5G system supports this.
· Application of network slicing techniques to roaming needs to take into account security and regulations in addition to the technical feasibility.
Note that if the business model for communication services is transformed, then the implications on roaming will require further review. 
Interconnection
Interconnection of operator services for 2G/3G services has traditionally been provided utilising TDM interconnect. With the advent of 4G, and the IMS services such as VoLTE and RCS, there is now a migration towards IP-based interconnect on the service-layer.
Mobile network operators are connected to each other via bilateral connections or national interconnection points for the nationwide exchange of traffic, and utilize IPX (GSMA PRD IR.34) as the means for the international interconnection. 
Use of regional IPX hubs seems to be the most effective way to provide fully interoperable IP based communication services. 
GSMA Network 2020 consider that that the above interconnect models are required to be supported within the 5G system design. In addition to the interconnection of operator services, in 5G operators will be able to develop new commercial opportunities with vertical markets.  It is envisaged that the same interconnect model can be used between operators and vertical industries.
The IPX is a secure, integrated IP service platform enabling carriers to access voice and mobile data services through a single IP interconnection with a superior quality level and cascading payment mechanism. It can operate in three different modes:
Transport only: Bilateral connection between 2 Service Providers using the IPX transport layer with guaranteed end to end QoS.
Service Transit: Bilateral connection between 2 Service Providers using IPX transport layer & IPX service layer with guaranteed end to end QoS.
Hubbing: Multilateral connection with many partners via a single agreement between a Service Providers and an IPX Provider using the transport layer & service layer, with guaranteed end to end QoS.
5G is also expected to introduce a number of new services, beyond traditional communication services, that may not require strict quality of service or indeed interoperability.  For those services, a pure IP peering model will provide an attractive alternative. 
Network 2020 requests 3GPP that the 5G system design: 
· Considers the case where interconnection is based on using the Internet as a backbone and to analyse the consequences in terms of simplification of design, and end-to-end security.  
Security
Security of operator services for 2G/3G services has traditionally been provided utilising access network level security.  
With the advent of 4G, and the IMS services such as VoLTE and RCS, there is a distinct separation between the access-layer and service-layer and therefore security mechanisms are applied at both levels.  
Furthermore, with the advent of Internet of Things, more optimised security procedures combining differentiated levels of security on the access-layer and service-layer will be required.  This may be defined on a per-service basis, whilst still providing an overall equivalent or higher-level of security that is utilised today.
The advent of 5G affords the industry an opportunity to innovate and significantly enhance access network and service-layer security levels. 
Vulnerabilities that are known to have emerged to impact legacy technologies can and must be mitigated against if new security requirements are to be met. These new security requirements will be necessary to support new business models, new service delivery mechanisms, greater privacy needs and enhanced need to establish trust. 
A further evolution of the threat landscape and exposure to known and unknown risks is unavoidable; mobile network operators will need to ensure they are not disadvantaged by security decisions taken during the 5G standardization process if they are to gain and maintain consumer trust in their service offerings.
GSMA Network 2020 therefore requests 3GPP to take into account the following security related requirements:
Protection against legacy threats, while essential, is only one part of the overall security objective. Anticipation of the next generation of attacks from an increasingly curious and hostile research and hacking community is necessary.
Security of network slices: it is important to guarantee that network slices are compartmentalised so that a compromised network slice cannot be used as a Trojan horse to mount an attack to other slices or to other aspects of the system.
While considering security and identity, Network 2020 identified the need to include mechanisms that can combat identity theft. It would be advisable to design into 5G mechanisms, that when conveying an identity (at least for the service layer) it associates to it a “proof of authority/ownership”. Some work is already ongoing in the IETF STIR group on this concept.
It is envisaged that service dependent security, whereby the level of security can be tuned to the specific needs of a service, will continue to be needed to address new vertical markets.
A new secure element will emerge to which subscription credentials can be remotely downloaded. There are likely to be a range of options available to the industry to securely transmit and store user credentials and it is essential that the security levels applied to each tamper proof module are adequate to protect the credential assets.
Network Orchestration
The design of the 5G system should support a wide range of services and business models with different requirements in terms of end to end network latency, capacity, reliability etc. in a cost-efficient and flexible way. The capability to orchestrate functions in the virtualized core and radio access networks will play a key role in delivering this flexibility. End to end network orchestration for 5G can offer smooth and flexible migration paths for communication services, roaming, interconnection, and security.
Network 2020 require 3GPP to take into account the following design features when defining the 5G system:
· Capability of connecting virtualized network functions even when they are in different locations.
· Capability of the network to be congestion-aware and support dynamic network connectivity.
· Ensure reliable service provisioning through network orchestration. Different levels of reliability for different services are envisaged.
Actions
The GSMA Network 2020 4G Evolution to 5G Commercialisation members (listed below) request that 3GPP take into consideration the 5G capabilities requirements presented in this document. This is felt to be of vital importance.
Network 2020 will continue to work on commercial and strategic aspects of the possible evolution of each capability with the goal of shaping the system design towards maximising the emerging business opportunities that 5G will offer. 
Network 2020 will continue to update 3GPP in the future.  

The GSMA Network 2020 4G Evolution to 5G Commercialisation project is supported by:
AT&T, China Mobile, China Telecom, China Unicom, Deutsche Telekom, Etisalat, CK Hutchison, KDDI, KPN, KT, NTT DOCOMO, Orange, SK Telecom, Sprint, Tata Communications, Telecom Italia, Telefónica, Telenor, Telia Company, Turkcell, US  Cellular, Verizon, Vodafone.
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