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1
Discussion

This contribution proposes an update to solution 8.2 to include layer-3 options (IKEv2 and PANA) for the Attach procedure. The layer-3 options are applicable to any non-3GPP access that provides basic IP connectivity (including fixed access without WLAN).
2
Proposal

It is proposed to agree the text below for inclusion in TR 23.799.
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6.8.2
Solution 8.2: Architecture for decoupling and independent evolution of CN and AN

This solution addresses Key Issue #8, and in particular the following:

-
identify how the functionality can be modularized for the definition of a modular Next Generation Core -ANs interface that minimizes access dependencies and applies to any access networks

-
identify how to decouple the access network and the core network, and identify its effects and implications to the Next Generation Core. Such decoupling shall allow for parallel and independent design and evolution of access networks and core networks.

This solution is orthogonal to the discussion on detailed CN-RAN functional split. Whatever the CN-RAN split defined for 3GPP-only access, the same architecture proposed here applies to the case of non-3GPP access, with or without 3GPP cellular umbrella coverage.

6.8.2.1
Architecture description

Depicted in Figure 6.8.x.1-1 is a simplified system architecture that allows for decoupling and independent evolution of access network and core network. Three different deployment cases are illustrated, as follows:

Case 1: NextGen architecture with 3GPP access only.

Case 2: NextGen architecture with non-3GPP access under umbrella coverage of controlling 3GPP access.
Case 3: NextGen architecture with stand-alone non-3GPP access.
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Figure 6.8.2.1-1: Architecture for decoupling and independent evolution of AN and CN

The Control plane functions of the NextGen core are assumed to be grouped into Control Plane functions (CP functions) and User Plane functions (UP functions).

In addition to the reference points described in Annex G, the following reference points are assumed for the purpose of describing the architecture for decoupling and independent evolution of AN and CN:

Y1:
Reference point between the UE and the non-3GPP access (e.g. WLAN).

Y2:
Reference point between the UE and the Non-3GPP Access Stratum Function (N3ASF). The protocol used over Y2 is referred to as Non-3GPP Access Stratum (N3-AS) protocol.

Y3:
Reference point between the controlling 3GPP access and the non-3GPP access. Whether this interface is in scope of 3GPP is up to RAN WGs to determine.

Y4:
Reference point between the N3ASF and the non-3GPP access. Whether this interface is in scope of 3GPP is up to RAN WGs to determine.
The following are the salient features of this solution:

-
Case 2 architecture is similar to the LWA/LWIP architecture for LTE-WLAN aggregation/interworking defined in Rel-13.

-
Case 3 architecture is similar to the GAN architecture for 3GPP-WLAN interworking defined in Rel-6.

-
In all three cases a common set of interfaces (NG1, NG2, NG3) is exposed to the NextGen core network.

-
Specific to Case 3, an intermediate Non-3GPP Access Stratum Function (N3ASF) is used to serve as NG2/NG3 termination. The N3ASF node is an operator node that is logically part of the access network.

-
Specific to Case 3, a N3-AS protocol (Non-3GPP Access Stratum protocol) is used between UE and N3ASF. By its location in the protocol stack it is comparable to the RRC protocol in UTRAN, although it should be noted that N3-AS may have fewer radio resource control functions compared to RRC. The N3-AS protocol is used primarily for transparent transport of NAS messages between UE and CN, as well as for exchanging information for the U-plane bearers between UE and N3ASF, including security information.

-
In all three cases a common NAS protocol is used between UE and the CN over NG1, though the UE may not use all the features of NG1 over all the scenarios.
-
Specific to Case 3, in case the non-3GPP access is a WLAN, the following observations apply:

-
Given that there is no Idle/Connected mode distinction in WLAN, when connected over WLAN the UE appears to be in permanent Connected state.

-
Idle mode mobility procedures (e.g. Paging) are not needed, as well as procedures for switching between Idle and Connected mode (e.g. NG2/NG3 Release).

Editor’s note:
It is FFS whether procedures like TAU and Service Request are needed to handle UE mobility between areas served by different N3ASF without requiring a full attach.

-
Connected mode mobility procedures (e.g. Path Switch) are unlikely due to the nomadic use of WLAN.

-
The user plane between UE and N3ASF can be similar to the two LWA/LWIP flavours today (i.e. with layer-2 tunnels over modified APs or with IPsec tunnel over legacy APs, depending whether the operator trusts the security of the WLAN; it is up to RAN WG to decide). The main difference in comparison to LWA/LWIP is that the C-plane connection (currently the RRC connection between UE and the umbrella eNB) is replaced with the N3-AS protocol.
-
NG2 procedures used with N3ASF are expected to be a subset of NG2 procedures used with NG RAN (e.g. some NG2 management procedures may not be needed).
-
It is also possible to have a Case 1+3 scenario where the UE is simultaneously engaged in one connection with the network as described in Case 1, and in another connection with the network as described in Case 3. In this scenario the UE has two NG1 connections with the NextGen core, possibly using a subset of NG1 functionality for scenario 3.

Editor’s note:
Impact of case 1+3 on mobility management solutions is FFS in terms of the mobility management model maintained by the network for the UE.
Editor's note:
For fixed access based on SDN it is FFS whether there is any interaction between the SDN architecture in the fixed access with the NextGen core network.

6.8.2.2
Function description 

6.8.2.2.1
General
This clause focuses on Case 3. It contains example call flows for the Attach procedure, as well as the NG1 protocol stack, for the following interworking approaches (all three for Case 3):

-
EAP-over-EAPoL transport used between UE and the WLAN access point.
-
IKEv2 [xx] transport used between UE and the N3ASF.

-
PANA [yy] transport used between UE and the N3ASF.

The first approach (EAP-over-EAPoL) is specific to WLAN.

The other two approaches (IKEv2 and PANA) are layer-3 approaches and can be applied to any non-3GPP access, including untrusted WLAN and fixed access without WLAN.
Editor's note:
Whether one or more options need to be supported will be determined as part of the solution evaluation.
In all three cases the authenticator function resides in the CP functions, as with 3GPP access.
The differences between the three approaches exist during the Attach procedure. Once the Attach procedure is complete and a N3-AS connection is bootstrapped between the UE and the N3ASF, all three approaches share the same protocol stack depicted in Figure 6.8.2.2.1-1. In this example the N3-AS protocol stack is modelled on the WLCP protocol (TS 24.244).
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Figure 6.8.2.2.1-1: Protocol stack of NG1 protocol (NAS) after bootstrapping of the N3-AS connection

The N3-AS protocol has two main functions:

-
Transparent and secure transport of further NAS protocol messages.

-
Information about U-plane bearers e.g. transport address, QoS, etc.

NOTE:
While N3ASF is logically part of the Access Network, the N3-AS protocol functions do not rely on RAN WG expertise.
6.8.2.2.2
EAP-over-EAPoL transport between UE and WLAN access point
The call flow in Figure 6.8.2.2.2-1 describes a possible Attach procedure via non-3GPP access without umbrella 3GPP coverage (Case 3) to a common NextGen core using a common CN-RAN interface. In this example EAP-over-EAPoL transport is used between UE and WLAN access point.
Editor's note:
The call flow uses existing NAS message names (Attach Request, Attach Accept, Attach Complete) as well as existing S1-AP message names (Initial UE Message, DL/UL NAS Transport, etc.) for illustration purposes. Those names will be replaced with the actual message names defined for NextGen.
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Figure 6.8.2.2.2-1: Attach procedure for Case 3 using EAP-over-EAPoL between UE and WLAN Access Point
In this example it is assumed that the following protocols and the following assumptions are used:

-
EAP-over-EAPoL between UE and WLAN.

-
EAP inside Diameter (or equivalent) protocol between WLAN and N3ASF.

-
EAP extended to carry NAS messages for attach procedure.
The call flow is self-explanatory, with the exception of the following steps:

1.
Before attempting connection establishment the UE may need to discover (e.g. by using ANQP procedures; or new parameters in the 802.11 Beacon / Probe Request / Probe Response messages) the attributes / capabilities of the WLAN. In this way the UE knows that it should embed the cellular [NAS] Attach Request message as part of WLAN access authentication.

Editor’s note:
It is FFS what new requirements case 3 imposes on WLAN access points. 

3-4. The EAP-RSP message carries the [NAS] Attach Request message.

NOTE:
In step 4 the EAP message is further encapsulated in a Diameter message. The same applies to steps 10, 14, 18, 21 and 23.

10-11. The EAP-REQ message carries the [NAS] Authentication Request message.

13-14. The EAP-RSP message carries the [NAS] Authentication Response message.

17.
Step 17 provides Key material that is to be used by the N3ASF to derive security keys for the DTLS connection. Note that UE derives the security keys for the DTLS connection in step 12.
18-19. The EAP-REQ message carries the [NAS] Attach Accept message. In addition it carries material for bootstrap of the N3-AS protocol connection. The type of bootstrap material depends on the N3-AS protocol stack. As an example, it may consist of an IP address of the N3ASF and a UDP port number.

20-21. The EAP-RSP message carries the [NAS] Attach Complete message.

Once the Attach procedure is complete, UE and N3ASF rely exclusively on the N3-AS protocol for further message exchange (e.g. Session Management or Mobility Management procedures). 

NOTE:
The NG1 call flows for subsequent SM and MM procedures are expected to be the same as for 3GPP access.
Depicted in Figure 6.8.2.2.2-2 is an example protocol stack of the NG1 protocol (i.e. NAS) during the Attach procedure. The protocol stack of the NG1 protocol after bootstrapping of the N3-AS connection is depicted in Figure 6.8.2.2.1-1.
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Figure 6.8.2.2.2-2: Protocol stack of NG1 protocol (NAS) during Attach procedure







6.8.2.2.3
IKEv2 transport between UE and N3ASF
The call flow in Figure 6.8.2.2.3-1 describes a possible Attach procedure via non-3GPP access without umbrella 3GPP coverage (Case 3) to a common NextGen core using a common CN-RAN interface. In this example IKEv2 transport is used between UE and N3ASF.
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Figure 6.8.2.2.3-1: Attach procedure for Case 3 using IKEv2 between UE and N3ASF
In this example it is assumed that the following protocols and the following assumptions are used:

-
EAP inside IKEv2 between UE and N3ASF.

-
EAP extended to carry NAS messages for attach procedure.
The call flow is self-explanatory, with the exception of the following steps:

1.
Before attempting IKEv2 connection establishment, the UE first needs to discover a N3ASF. This is achieved by configuring in the UE one or more of the following:

-
an IP address (or set of IP addresses) of N3ASF node(s).
-
an FQDN (or set of FQDNs) that can be resolved into IP address of a N3ASF.
-
using DHCP configuration.

3-19.
In the example of Figure 6.8.2.2.3-1 it is assumed that NAS messages are carried inside EAP payload, to avoid impact on the IKEv2 protocol. Alternatively, it is possible to carry NAS messages directly as IKEv2 parameters (e.g. inside 3GPP-specific IKEv2 Configuration Payloads) or using IPsec transport.

15.
Step 15 provides Key material that is to be used by the N3ASF to derive security keys for the DTLS connection. Note that UE derives the security keys for the DTLS connection in step 11.
Once the Attach procedure is complete, UE and N3ASF rely exclusively on the N3-AS protocol for further message exchange (e.g. Session Management or Mobility Management procedures). 

Depicted in Figure 6.8.2.2.3-2 is an example protocol stack of the NG1 protocol (i.e. NAS) during the Attach procedure when IKEv2 is used. The protocol stack of the NG1 protocol after bootstrapping of the N3-AS connection is depicted in Figure 6.8.2.2.1-1.
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Figure 6.8.2.2.3-2: IKEv2-based protocol stack of NG1 protocol (NAS) during Attach procedure

6.8.2.2.4
PANA transport between UE and N3ASF
The call flow in Figure 6.8.2.2.4-1 describes a possible Attach procedure via non-3GPP access without umbrella 3GPP coverage (Case 3) to a common NextGen core using a common CN-RAN interface. In this example PANA transport is used between UE and N3ASF.
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Figure 6.8.2.2.4-1: Attach procedure for Case 3 using PANA between UE and N3ASF
In this example it is assumed that the following protocols and the following assumptions are used:

-
EAP inside PANA between UE and N3ASF.

-
EAP extended to carry NAS messages for attach procedure.
The call flow is self-explanatory, with the exception of the following steps:

1.
Before attempting PANA connection establishment, the UE first needs to discover a N3ASF. This is achieved by configuring the UE with the same parameters as for the IKEv2 approach described in clause 6.8.2.2.3.
16.
Step 16 provides Key material that is to be used by the N3ASF to derive security keys for the DTLS connection. Note that UE derives the security keys for the DTLS connection in step 12.
Once the Attach procedure is complete, UE and N3ASF rely exclusively on the N3-AS protocol for further message exchange (e.g. Session Management or Mobility Management procedures). 

Depicted in Figure 6.8.2.2.4-2 is an example protocol stack of the NG1 protocol (i.e. NAS) during the Attach procedure when PANA is used. The protocol stack of the NG1 protocol after bootstrapping of the N3-AS connection is depicted in Figure 6.8.2.2.1-1.
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Figure 6.8.2.2.4-2: PANA-based protocol stack of NG1 protocol (NAS) during Attach procedure

6.8.2.3
Solution evaluation

Editor's note:
This clause will contain evaluation on the system impacts, e.g., UE, access network and non-access network.
####################### END TEXT FOR TR 23.799 ##########################
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