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Abstract of the contribution: ME Identity Confidentiality is a must and this paper proposes to update the security KI WT and solutions 12.1: Authentication and security framework.
1. Introduction

ME identity is used to identify the ME (e.g. mobile phone) of the mobile user. Normally the mobile user does not change his/her mobile phone and change association between the USIM and ME for a very long time (e.g. one year), so one of security risk is that an attacker can track the same mobile user and its user identities by tracking the same ME identity if the ME identity is not securely protected. In the 4G EPS system, the ME identity is securely transferred in procedures as highlighted below, the 5G system shall at least provide the same level security for the ME identity. 

There are 3 procedures where ME identity is securely transferred in TS23.401, for instance,
a) 5.3.2.1 
Attach procedure:

......

5b.
The ME Identity (IMEISV) shall be retrieved from the UE. The ME identity shall be transferred encrypted unless the UE performs Emergency Attach and cannot be authenticated.

For an Emergency Attach, the UE may have included the IMEI in the Emergency Attach. If so, the ME Identity retrieval is skipped.

......

b) 5.3.10.5
ME identity check procedure:

......

1.
The MME sends Identity Request (Identity Type) to the UE. The UE responds with Identity Response (Mobile Identity).

2.
If the MME is configured to check the IMEI against the EIR, it sends ME Identity Check (ME Identity, IMSI) to EIR. The EIR responds with ME Identity Check Ack (Result).

NOTE:
The Identity Check Procedure is typically executed as part of the Attach procedure (see clause 5.3.2.1).

......

c)  5.3.3.1
TAU procedure:

......

5.
If the Context Request is sent to an old MME the old MME responds with a Context Response (IMSI, ME Identity (IMEISV), MM Context, EPS Bearer Context(s), Serving GW signalling Address and TEID(s), ISR Supported, MS Info Change Reporting Action (if available), CSG Information Reporting Action (if available), UE Time Zone, UE Core Network Capability, UE Specific DRX Parameters) message. If the new MME supports CIoT EPS Optimisation and RoHC context exists for the UE, the Context Response also includes the Header Compression Configuration which includes the information necessary for the ROHC channel setup but not the RoHC context itself.

......

2. Proposal

It is proposed that the following revision marked changes are added to the key issue12: Security framework section in TR23.799 “Study on Architecture for Next Generation System”.
* * * Start of 1st changes * * * *
5.12.2
Work Tasks
Table 5.12.2-1: Work tasks for Authentication Framework
	Work Task ID
	Work Task
	Work Task Description

	SEC_WT#0
	Security Architecture Framework
	- Provide overall security architecture.  This allows SA3 to provide security framework and overall security architecture as per SA3 study item.
- Minimize access dependencies. 
- Common aspects for WT#1 through WT#5 captured here. Flows in WT#1 through WT#5 can refer to this section.
- Consider single network slice scenario only in WT#1 to WT#8 section.

	SEC_WT#1
	Authentication and Key Agreement
	- Where are functions located, AN and/or CN and whether on some specific NF.

- Provide details of transport aspects for security signaling, 

	SEC_WT#2
	User Identity Confidentiality 
	- Where are functions located, AN and/or CN and whether on some specific NF.

- What identities are used/available that need confidentiality. 

	SEC_WT#3
	ME Identity confidentiality and checking
	- Where are functions located, AN and/or CN and whether on some specific NF.

- Checking of ME Identity

	SEC_WT#4
	System signaling protection (integrity/ciphering) 
	- Where are functions located, AN or CN and whether on some specific NF.

- Consider if AN and CN signaling needs separate protection.

- Are there signaling connection to multiple NFs from UE that need integrity/ciphering?



	SEC_WT#5
	User data protection (integrity/ciphering)
	- Where are functions located, AN and/or CN and whether on some specific NF.

- Consideration also case of CP/UP NF separation, as applicable.



	SEC_WT#6
	Non-3GPP Access
	- For WT#1 to WT#5, capture any specifics/adaptation for Non-3GPP access based on architecture for integration of non-3gpp accesses. Minimize access dependency 

	SEC_WT#7
	Security handling at CN NF change, e.g due to mobility
	- How established security associations or contexts are transferred between Network Functions and (re)used, e.g. when the UE's serving Network Function(s) change due to mobility. 

- Consider both 3GPP and non-3GPP access. 

	SEC_WT#8
	Small Data Considerations
	- Study security considerations related to small data traffic handling.

	SEC_WT#9
	Multiple slice aspects 
	- Consider multiple slice aspects of the above WTs in here.

- Are there separate security contexts for different slices, and does UE have multiple of them?: 

	SEC_WT#10
	Provision 3GPP Credentials to UEs
	- Support the remote provision of a UE that has not been pre-provisioned, with its 3GPP subscription credentials. 


* * * Start of 2nd changes * * * *
6. 12.1.1.3
User Identity and ME Identity Confidentiality

In order to support user identity and ME identity confidentiality, the following principles apply:

-
the user identities and ME identity used by the UE with the NextGen CN for mobility management and session management are protected between the UE and the NextGen CN over NG1 such that they are never transferred in the clear
Editor’s note:  Whether a single user identity or multiple user identities are needed for the various functionalities (e.g. MM, SM, etc.) is FFS, depends on the solutions for such functionalities, and requires SA3 input.

Editor’s note:  It is FFS whether the transfer of these identities in the clear can be avoided in all circumstances, e.g. when the UE arrives in a new country or when the UE initiates an emergency service without authentication procedure.

-
for 3GPP accesses, the user identities and ME identity used by the UE with the 3GPP AN are protected during access signalling

-
for non-3GPP accesses, the 3GPP identities used by the UE to gain access to the non-3GPP access are protected during access signalling

Editor’s note:  Any protection of non-3GPP identities not visible to the NextGen CN is FFS and may be out of scope of SA2 and SA3.
* * * End of Changes * * * 
3GPP

SA WG2 TD


