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 CHANGE START
4.5.X
Support of Provisioning PFD via SCEF
The PFDs may be provided by  the 3rd party service provider to  operator’s network, enabling the detection of IP flows belonging to a service provided by an ASP. The 3rd party service provider may request to managing PFDs in the PFDF via the SCEF, which ensures the secure access to the operator’s network even from the 3rd party service provider in untrusted domain.
The specific procedure for provisioning PFD via SCEF is described in clause 5.X.
NEXT CHANGE
5.X  Procedure for provisioning PFD via SCEF
This procedure is used by the 3rd Party service provider to provision PFDs into the operator network via SCEF Figure 5.X-1 illustrates the procedure, 
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Figure 5.X-1: procedure for provisioning PFDs via SCEF

1.
The 3rd party service provider sends a Provisioning PFDs Request (ASP Identifier, SP Reference ID, external Application Identifier and associated list of PFDs) message to the SCEF. The external Application Identifier should be provided by an ASP that is known at the SCEF, so that the ASP and the MNO has an SLA in place.
NOTE 1:
The 3rd Party service provider uses this procedure to create, update or remove some or all of the PFDs. A PFD may include either an IP flow description or the relevant parts of a URL to allow detection of http or https traffic (i.e. protocol-id and network path). See TS 23.203 [27] for details of PFD definition.

2.
Based on operator policies, if the 3rd party service provider is not authorized to perform this request (e.g. if the SLA does not allow for it), the SCEF performs step 6 and provides a Cause value appropriately indicating the error. Otherwise, the SCEF translates the external Application Identifier to the Application Identifier known at the PFDF and forwards the ASP Identifier and the SP Reference ID as the SCEF ID and the SCEF Reference ID.

3.
The SCEF sends a Provisioning PFDs Request (SCEF ID, SCEF Reference ID(s), Application Identifier and associated list of PFDs) message to the PFDF.

4.
The PFDF creates or updates the list of PFDs for the Application Identifier into the PFDF. If no list of PFD are provided for an Application Identifier, the list of PFDs stored in the PFDF will be removed.
NOTE 2:
The PFDF may be a standalone entity or co-exist with other 3GPP network entity.

5.
The PFDF sends a Provisioning PFDs Response (SCEF Reference ID(s), Cause) message to the SCEF to provide the feedback of the handling result for the Provisioning PFDs Request.

6.
The SCEF sends a Provisioning SDC Information Response (SP Reference ID(s), Cause) message to the 3rd party service provider to provide the feedback of the handling result for the Provisioning SDC Information Request.
CHANGE END
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