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1. Overall Description:

SA3 would like to thank RAN for sending an LS on "Next Generation" Security Requirements for RAN. 
SA3 started working on TR 33.899 “Study on the security aspects of the next generation system” during the meeting SA3#83 (May 2016). 
Currently the structure and a number of security areas to work on have been agreed upon and a first version for  the draft-TR 33.899 is expected to be made available as TD S3-160815 in the following weeks, following the conclusion of an email approval process for several “merging papers” that have been created during SA3#83 meeting. 

One of the security areas SA3 plan to progress within TR 33.899 is named “RAN security” and it could be a useful reference for RAN WGs seeking RAN-related security guidance for the “Next Generation” context. There is also a Privacy security area.
SA3 considered the attached document and would like to provide the following initial response. A further response may change and/or extend the proposed requirements as the work on next generation networks matures.

SA3 agreed the following proposed security requirements:

The RAN design for the Next Generation Radio Access Technologies shall

ensure support for integrity and confidentiality protection of radio signalling messages, including messages between RAN and Core network nodes.

Note: it may not be possible for all messages to be protected, for example some messages may need to be sent before security can be established.

ensure the ability to support integrity and confidentiality protection of user plane messages, including messages between RAN and Core network nodes, with the use of such security to be configurable during security set-up.

ensure support for the allocation and use of identities to provide user privacy, e.g. reduce the need for sending any permanent identities in the clear.

ensure the efficient establishment of RAN security mechanisms.

On the topic of jamming, SA3 agrees that designing a radio system for resilience against jamming is a desirable goal. Network slicing allows to optimise radio parameters for different use cases, e.g. high resilience against jamming, throughput, latency etc. 
SA3 feels that designing a radio system to best fit different use cases and requirements (incl. resilience) lies in the remit of RAN. 
MNOs will have to comply with LI–related obligations also in the context of “Next Generation” networks. SA3 did not consider such Lawful Interception requirements. If RAN desire guidance on LI-specific requirements impacting for Next Generation Radio Access Technologies, then RAN should contact the SA3-LI subgroup at the earliest convenience.   
2. Actions:

To RAN group.

ACTION: 
SA3 kindly ask RAN to take the above into account.
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