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Abstract of the contribution: This contribution discusses problem areas and potential solutions for support of location for CIoT devices.
1.  
Introduction
At SA2#116, the following key issue was added to TR 23.730 [1] as regards location support for CIoT:
5.5
Key Issue 5 – Reuse of Location Services architecture for Control Plane CIoT EPS optimization

5.5.1
Description

Rel-13 defined Control plane CIoT EPS optimization for efficient transfer of small data. This is mandatory optimization for NB-IoT and some UEs may only support Control plane CIoT EPS optimization. For such devices it is also desirable to have support of location services. This key issue aims to study the existing location services architecture as described in TS 23.271 [7] to ensure its suitability for UEs using Control plane CIoT EPS optimization. Solutions should address any enhancements needed to the existing location services architecture, if necessary.
NOTE: 
CIoT devices with User Plane CIoT EPS optimizations are expected to be able to reuse existing LCS architecture as described in TS 23.271 [7] without modifications. However this key issue will take into consideration any required update to LCS architecture, if identified, for them as well.

This key issue addresses Control plane (CP) CIoT EPS optimization which is mandatory for any UE supporting NB-IoT. It is shown in this contribution that limitations on location support for NB-IOT and other UEs for which CIoT is applicable, arise mainly from other features applicable to CIoT such as eDRX and PSM. While CP EPS optimization may contribute to these limitations, it does not seem to be the most significant cause. The various limitations discussed here may, if not corrected, cause seriously degraded service for external clients and may make location support infeasible. The limitations are separated here into those directly caused by CIoT support and those caused by power saving features (eDRX and PSM) which are not exclusive to CIoT. For most problem areas, use of the 3GPP control plane (CP) location solution is assumed as defined in 3GPP 36.305 [2] with a further assumption that new or modified position methods may be defined later by RAN in the case of NB-IoT access.
2. 
Problems associated with Power Saving Features 
2.1. eDRX and Power Saving Mode (PSM)
With eDRX, the paging cycle for a UE can be as long as 2.91 hours during which a UE would be unavailable for positioning – e.g. using a Mobile Terminated Location Request (MT-LR) as defined in TS 23.271 [3]. With PSM, a UE can be available for positioning for the duration of the periodic TAU timeout. In both cases, a UE could become unpredictably available when a mobile originated (MO) service is invoked by the UE which would then provide an opportunity to perform positioning for any deferred MT-LR. This means that an external client who needs the current location of the UE would need to wait for a long and unpredictable time for the location to become available. If the external client is, or is associated with, a person as opposed to a machine, the ensuing MT-LR location service could be next to useless. For example, a user who wishes to locate a child, asset or pet that has an NB-IoT tracking device will not normally want to wait up to 3 hours for a response. This leads to the following observation.

Observation 1:
eDRX and PSM may cause an unacceptably delayed response for an MT-LR request for a current UE location.
2.2. Last Known Location
To overcome some disadvantage of a long response time for locating a UE with eDRX or PSM as described above, an external client might request a last known location for such a UE or the EPC might return a last known location if the UE will not become available for a current location for some long period. In the case of CIoT, there is already a capability to obtain a last known location of a UE as described in TS 23.682 [4], but the location granularity is restricted to a cell ID or TA. That may still be useful but it could be better to enable finer granularity. For example, someone locating a child or pet might like to know whether the last known location was compatible with the child being at school or the pet being at home. In addition, the solution in TS 23.682 is not directly aligned with location support in TS 23.271 since the architecture and protocols are different. This means that an operator who offers location services using the 3GPP control plane (CP) solution defined in TS 23.271 would need to add new capability to support the solution in TS 23.682. This leads to the next observation.
Observation 2:
Last Known Location would be useful with power saving features, but cannot currently be supported to finer granularity than cell ID and may require alignment of the solution in TS 23.682 with the CP location solution in TS 23.271.

2.3. Deferred Location
When eDRX or PSM is used, a deferred location after a UE becomes available will be extremely useful to avoid reliance on notifying an external client when the UE next becomes available and requiring the external client to then issue an MR-LR request before the UE again becomes unavailable. 
Deferred location for the UE availability event is defined for GSM and UMTS access in TS 23.271 and is able to support change of a serving SGSN or serving MSC. For E-UTRAN access, the MT-LR procedure for current location has been extended in Rel-13 to support deferral of a current UE location until the UE next becomes available but the procedure does not support change of a serving MME and still assumes an external client will request a current location rather than a deferred location as is the case for the deferred location procedure for GSM and UMTS access. That means the procedure for E-UTRAN is not aligned with deferred location for GSM and UMTS access where the external client, R-GMLC and H-GMLC are all aware of and support the deferred location request. As a consequence, for eDRX and PSM with E-UTRAN access, a deferred MT-LR can only be supported with restrictions. This leads to the following observation. 
Observation 3:
Deferred location for the UE availability event for E-UTRAN access is not aligned with the corresponding procedure for GSM and UMTS access and has more limitations. 
2.4. Triggered and Periodic Location
Triggered location (based on an area event) and periodic location are defined for GSM and UMTS access in TS 23.271 [3] but are not defined for E-UTRAN access. In the case of CIoT, a capability is defined in TS 23.682 [4] to support reporting of a change in location for a UE, but the solution is not aligned with location support in TS 23.271 (since it uses a different architecture and different protocols), provides location with a granularity only of cell ID or TA and can only report location when a UE becomes available (e.g. at an interval of 2.91 hours in the case of the longest eDRX paging cycle).

A more flexible periodic and/or triggered MT-LR capability may be useful to enable UE location at times other than when a UE normally becomes available and/or with better granularity than a cell ID. For example, a user might like to know when a valuable asset, child or pet enters or leaves a particular area immediately the event occurs rather than say 2 hours later and may in addition prefer a more accurate current location when such an event occurs. This leads to the following observation. 
Observation 4:
The lack of support for triggered and periodic location for E-UTRAN access will restrict location support for UEs with eDRX or PSM.

3. 
Problems associated with CIoT 
3.1. UE Positioning
UEs applicable to CIoT (e.g. UEs that support NB-IoT) are likely to have limited resources (e.g. limited processing capability, limited memory and only one RF receiver chain) that may limit positioning support, particularly when the UE is performing other activities. The limitation may directly impact downlink positioning methods such as OTDOA as defined in TS 36.355 [5] (or some variant of OTDOA defined later by RAN for NB-IoT) since downlink positioning may require a UE to tune away from a serving eNB and measure signals from other eNBs and to store the resulting measurements until transferred to the network (e.g. to an E-SMLC). But the scarcity of UE resources could also impact uplink position methods such as UTDOA if later extension of this in RAN for NB-IoT requires additional uplink transmission from a UE. This leads to the following observation: 
Observation 5:
Limited resources in some UEs applicable to CIoT (e.g. limited processing, memory, RF receiver chain) may limit the ability of a UE to support some downlink and/or uplink position methods. 
3.2. UE Positioning Interaction for NB-IoT
For downlink position methods and possibly for some uplink position methods, a UE and a location server (e.g. an E-SMLC for the 3GPP CP solution defined in TS 36.305 [2] or an SLP for the SUPL user plane solution [6]) need to exchange positioning protocol messages – e.g. using LPP defined in TS 36.355 [5] for the 3GPP CP solution. However, for a UE with NB-IoT access, transmission delay and retransmission delay at level 2 by a UE and eNB will be higher than for normal LTE or even eMTC access, leading to longer message delivery times and the need for longer end-to-end retransmit timers.

For LPP messages exchanged for the 3GPP CP solution, the E-SMLC supports retransmission of undelivered (unacknowledged) LPP messages as defined in TS 36.355 [5]. The minimum retransmission timeout is defined to be 250ms though an E-SMLC would probably use a longer timer to avoid unnecessary retransmission. In the case of NB-IoT access, the normal E-SMLC retransmission timer for E-UTRAN access may be too short leading to excessive retransmission which would place extra load on the NAS signaling connection.
For SUPL messages exchanged for the OMA SUPL solution, the messages would be treated as data PDUs by the EPC and would therefore likely be transported using the CP optimization defined for CIoT. In this case, an SLP would support end-to-end retransmission using TCP but again the retransmission timer could be too short.

In addition to the longer delivery time, message size for NB-IoT may need to be constrained as described in a liaison from CT1 in S2-163230 [7], in order to avoid inefficient IP fragmentation. Furthermore, NAS message volume can be limited for CIoT devices both by limited bandwidth (e.g. 180 KHz for NB-IoT) and, in the case of data PDUs (which would be applicable to SUPL location), by explicit serving PLMN and APN rate control. These restrictions lead to the following observation. 
Observation 6:
For NB-IoT access, longer message delivery time, preferred maximum message size and message volume limitation may place limitations on support of positioning protocol interaction between a UE and a location server for both the 3GPP CP and OMA SUPL location solutions. 
3.3. Security for NB-IoT
For a UE with NB-IoT access that supports CP CIoT optimization but not UP data transfer, AS security is not supported as described in TS 36.300 [8]. For a UE that supports CP CIoT optimization and normal UP data transfer or UP CIoT optimization, AS security would be supported as soon as the UP PDN connection is created or resumed. 
In the case of location using the 3GPP CP solution in TS 36.305, the possible lack of AS security will not matter when downlink positioning is supported using LPP, because LPP messages are transferred between the UE and serving MME inside Uplink and Downlink generic NAS transport messages as defined in TS 24.301 [9]. All NAS messages will be protected using NAS security.
Similar protection applies to the OMA SUPL solution. In this case, SUPL messages will be transferred as data using either (a) CP CIoT optimization or (b) EPC UP data bearers associated with UP CIoT optimization or non-optimized UP bearers. NAS security will be available for (a) and AS security for (b).

When the 3GPP CP solution is used with uplink positioning in which measurements of a UE are obtained by an E-SMLC from the serving eNB using LPPa, as described in TS 36.455 [11], security may be issue. In this case, any RRC signalling used between the serving eNB and UE to coordinate positioning and/or receive measurements from a UE may not be security protected. In addition, any transmission from a UE at the RRC level that is measured by the serving eNB may not be security protected and would thus be easier for other entities to intercept and measure.

This limitation leads to the following observation. 

Observation 7:
For NB-IoT access, support of uplink positioning using LPPa and RRC may not be secure in the case of CIoT CP optimization with no UP data bearers supported or established.
4. 
Solutions for Power Savings Features 
The key observations from the evaluation in section 2 are repeated and then one or more solutions for each observation are described.
4.1. eDRX and Power Saving Mode (PSM)
Observation 1:
eDRX and PSM may cause an unacceptably delayed response for an MT-LR request for a current UE location.

It seems not possible to solve this problem directly because power saving by its nature leads to a UE being unavailable for a long and unpredictable period of time. However, several indirect solutions are possible and are listed below.
Solution 1-1:
Return a last known location to an external client when a UE is not available for a current MT-LR location request and optionally indicate the maximum interval that the UE will continue to remain unavailable.

Solution 1-2:
Support a deferred location request from an external client as further described below in section 4.3.

Solution 1-3:
Support a periodic and triggered location capability as described below in section 4.4. Such a capability allows an external client to temporarily activate positioning for a UE such that location results are available without delay. 
4.2. Last Known Location
Observation 2:
Last Known Location would be useful with power saving features, but cannot currently be supported to finer granularity than cell ID and may require alignment of the solution in TS 23.682 with the CP location solution in TS 23.271. 

There are two solutions to this problem. 
Solution 2-1:
The serving MME retains the last known serving cell ID or last serving eNB ID after a UE goes into idle state and a timestamp. The last serving cell ID or last serving eNB ID is used to derive a last known location should an MT-LR request be received later from an external client when the UE is still unavailable. The MME could make use of an E-SMLC to convert the last cell ID or eNB identity into a geographic location. For example, the current LCS-AP location procedure defined in TS 29.171 [10] could be used with a new flag being included in the LCS-AP Location Request sent from the MME to the E-SMLC which tells the E-SMLC that the UE is not available and that the E-SMLC needs to determine a location for the UE using only the information included by the MME in the LCS-AP Location Request message.

Solution 2-2:
Solution 2-1 is extended with some additional location measurements. The UE could provide measurements to the MME when it enters connected state and/or just before returning to idle state. The serving eNB can similarly obtain measurements for the UE when a signaling link is established to the UE and/or just prior to releasing the signaling link. The measurements can be provided to the serving MME. Measurements at other times could also be possible. The MME then includes any stored measurements in an LCS-AP Location Request to obtain a last known location from an E-SMLC as described for solution 2-1. While solution 2-1 is restricted to cell ID granularity, solution 2-2 is comparable to enhanced cell ID and would be more accurate.
4.3. Deferred Location
Observation 3:
Deferred location for the UE availability event for E-UTRAN access is not aligned with the corresponding procedure for GSM and UMTS access and has more limitations. 
One solution is proposed for this problem.

Solution 3-1:
Add a deferred MT-LR location procedure for the UE availability event in TS 23.271 for EPC access that is aligned with the current MT-LR location procedure for the UE availability event for GSM and UMTS access. This will allow an external client to request a deferred location for the UE availability event without having to know in advance which access type the UE is using. In addition common parts of the procedure involving the H-GMLC and R-GMLC can be shared to reduce impacts.

4.4. Triggered and Periodic Location
Observation 4:
The lack of support for triggered and periodic location for E-UTRAN access will restrict location support for UEs with eDRX or PSM.

Two solutions are proposed that could be combined – e.g. using a single combined periodic and triggered MT-LR procedure for EPC access.  
Solution 4-1:
Add a periodic MT-LR procedure for EPC access in TS 23.271 aligned with the existing periodic MT-LR procedure for GSM and UMTS access. This will enable an external client to request periodic location for a UE without having to know in advance which access type the UE is using. In addition, portions of the procedure involving the R-GMLC and H-GMLC can be common to reduce impacts. Both uplink and downlink positioning would be applicable.
Solution 4-2:
Add a triggered MT-LR procedure for the change of area event for EPC access in TS 23.271 aligned with the existing triggered MT-LR procedure for GSM and UMTS access. With the change of area event, an external client provides a geographic area and an indication of whether location reports are needed when the UE enters, leaves or remains within the area. The area would be converted to a set of cell IDs and/or other areas (e.g. TAs in the case of EPC access) before being provided to the UE. This new procedure will enable an external client to request triggered location for a UE without having to know in advance which access type the UE is using. In addition, portions of the procedure involving the R-GMLC and H-GMLC can be common to reduce impacts. In order to reduce power consumption, the UE can be allowed to evaluate the trigger condition while in idle mode at some minimum defined interval and only return to connected mode when a trigger condition occurs. After the UE returns to connected mode, the current UE location would be obtained and provided to the external client.
5. 
Solutions for CIoT 

The key observations from the evaluation in section 3 are repeated and then a solution for each observation is described.
5.1. UE Positioning
Observation 5:
Limited resources in some UEs applicable to CIoT (e.g. limited processing, memory, RF receiver chain) may limit the ability of a UE to support some downlink and/or uplink position methods. 
The following solution is proposed.

Solution 5-1:
UE resources are limited and possibly unavailable when the UE is in connected state due to other UE activity. However UE resources can be maximally available while the UE is idle. Hence, the current MT-LR, NI-LR and MO-LR procedures in TS 23.271 can be amended such that positioning measurement only occurs in idle state. The MT-LR, MO-LR and NI-LR procedures would function as before up until the point when a location request is sent to the UE by an E-SMLC or possibly by a SUPL SLP. The UE would then store the location request information (and acknowledge the location request at the LPP level if an LPP acknowledgment is requested) but not perform any measurements. More than one location request might be sent to and stored by the UE. When the UE next enters idle state, the UE would perform the requested measurements, return to connected state and send the requested measurements (or location estimate) back to the server. In case the entry to idle mode is delayed for a long time on the network side, the UE might run a timer and locally release the RRC signaling connection and enter idle state after some period of inactivity in the UE. In the case of a high priority location request, an E-SMLC might indicate to the MME when the UE can be allowed to go into idle state. For the 3GPP CP location solution, such a procedure would require that the MME and E-SMLC are aware of the UE going into idle state to perform the measurements in order to retain location context and location session information while the UE is idle and employ suitably long response timers. This awareness might be associated with NB-IoT access if this type of location is used only for NB-IoT access. Alternatively, the use of idle state to make measurements might be treated as a new CIoT UE capability or might be signaled by a UE to an MME using NAS and to an E-SMLC using LPP. The use of idle state for UE measurements will have the effect of delaying a location response to an external client. However, such a delay should be very small in comparison to the longer delay involved in waiting for a UE to become available for location. 
5.2. UE Positioning Interaction for NB-IoT
Observation 6:
For NB-IoT access, longer message delivery time, preferred maximum message size and message volume limitation may place limitations on support of positioning protocol interaction between a UE and a location server for both the 3GPP CP and OMA SUPL location solutions. 
The following solution is proposed for the 3GPP CP solution.

Solution 6-1:
An MME provides an indication to an E-SMLC in an LCS-AP Location Request (as defined in TS 29.171 [10]) of the access type being used by a UE. Additional or alternative information could also be provided concerning the maximum preferred positioning (e.g. LPP) message size, any constraints on message volume and an indication of the maximum message transfer delay. In the case of informing an E-SMLC that a UE has NB-IoT access, the E-SMLC could be configured by a network operator with a preferred maximum message size and worst case message transfer delay which could avoid the need to provide these by an MME. The E-SMLC can then employ suitably long retransmission and response timers, the preferred maximuj message size and limitation on the number of messages transferred. For example, the E-SMLC could limit the amount of assistance data transferred to a UE and the number of measurements requested from a UE.
5.3. Security for NB-IoT
Observation 7:
For NB-IoT access, support of uplink positioning using LPPa and RRC may not be secure in the case of CIoT CP optimization with no UP data bearers supported or established. 
The following solution is proposed.

Solution 7-1:
An MME indicates to an E-SMLC whether or not AS security is currently being used for a UE in an LCS-AP Location Request. For example, for a UE that uses CP CIoT optimization only for all data transfer, the MME would indicate that AS security is not used. The E-SMLC would then take this into account when instigating different uplink positioning procedures. For example, downlink positioning might be used as AS security is not a condition. For uplink positioning, the E-SMLC might only invoke methods dependent on eNB measurements that do not require additional RRC signalling with the UE when AS security is not being used.
6. 
Proposal 

It is proposed to include the problem areas and potential solutions for power saving features and CIoT aspects in TR 23.730. Although problems and solutions for power saving features are not strictly part of the CIoT enhancements SI, they are highly relevant to CIoT support to the extent that solving the direct CIoT problems only would not necessarily improve location support significantly and could risk ineffective and fragmented solutions if support for power saving features were to be added separately.
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