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Abstract of the contribution: This contribution proposes solutions for Key Issue 2 on reliable delivery of data between UE and SCEF using existing standards.
1. Introduction

In TR 23.730[1] Key Issue 2 addresses reliable data delivery between a UE and SCEF using non-IP data delivery. TR 23.730 includes 3 possible solutions for this, including a new protocol between the UE and SCEF, new NAS messages for transfer of data between the UE and MME and hop by hop acknowledgement of the data.

The properties of the non-IP transport are similar to UDP/IP, but without the addressing, multiplexing and fragmentation parts of UDP/IP. In existing IoT applications many devices use UDP/IP, communicating with a single host and using a single protocol. There are many open specifications/standards which can be used for IoT data over UDP/IP and many of these protocols share many of goals of Key Issue 2, such as reliable communication over an unreliable datagram transport.
We examine two of the more popular / discussed IoT transport protocols, the Message Queuing Telemetry Transport for Sensor Networks (MQTT-SN) and the Constrained Application Protocol (CoAP), and consider whether they can be used over a non-IP transport between a UE and SCEF.
2. Summary of Existing Protocols
2.1
General

Whether the protocol between the UE and SCEF is a new protocol defined by 3GPP, or based on an existing protocol that can meet the requirement to deliver reliability between the UE and SCEF, the position of the protocol in relation to the existing 3GPP protocols needs to be understood.

The reliability protocol between the UE and SCEF is intended to sit between the application and the non-IP transport in the UE and above the non-IP transport and other processing performed on the user data by the SCEF.

The SCEF will “relay” the application level data to the UE by encapsulating it in the reliability protocol, and from the traffic the UE it can extract the application level messages from the reliability protocol and “relay” them to the application server.
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Figure 1: Protocol stack for reliable UE-SCEF communication.
Whether the reliability protocol is a new protocols or an existing protocol is reused, if the protocol is enabled for a specific PDN connection it is desirable to support a per-message ability to request reliability acknowledgements. This allows a single non-IP PDN connection, for example, to support different sensors and actuators that have different requirements without supporting multiple additional PDN connections, with and without reliability.
MQTT-SN and CoAP are transport protocols that are used to transfer application level data. CoAP is seen as a replacement for HTTP in IoT devices, and in the same way that HTTP does not define what the application layer content is, neither do MQTT-SN and CoAP.
MQTT-SN and CoAP have either been developed for datagram based transports from existing IP based protocols, or have been designed to be adaptable to non-IP datagram transports.

As the protocols are either designed to also run over IP, or are derived from those which are, applications can be designed to interface with the protocols and do not have to be concerned with the exact details of the transport used. This will make application development simpler, minimise the differences between IP and non-IP links, and reduce the application complexity due to network preferences.
As the reliability protocol only operates between the UE and SCEF, it cannot ensure full end to end reliability of data between the UE and the application server, it can only provide reliability of the hop between the UE and SCEF. To ensure full UE to application server reliability, the application layer will need its own reliability messaging which will also cover the hop between the SCEF and application server. If the application layer is already using a protocol that provides this level of reliability it is not clear whether there is any benefit to enable a reliability protocol between the UE and SCEF and then “tunnel” the applications own reliable messaging.
2.2
MQTT-SN
MQTT is a publish-subscribe-based lightweight messaging protocol designed to work in TCP/IP networks. MQTT-SN[2] uses a publish/subscribe architecture and is designed to extended the reach of MQTT beyond TCP/IP into non TCP/IP networks.
With MQTT a client publishes information to a broker on a topic. Clients can subscribe by registering their interest in a topic on the broker and the broker then distributes messages received from publishers to all subscribers of a topic.
MQTT-SN adds a gateway (GW) between a client and a broker to support devices in wireless networks and adds support for sleepy devices. MQTT-SN is the protocol used between the client and the gateway.
MQTT-SN has been designed to run over most network transports, and does not make any assumptions about the reliability of those networks, and only needs a simple datagram transport to function.
The MQTT-SN protocol can be reused to provide reliability for the message transfer. For non-IP data transmission between a UE and SCEF, the SCEF can act as the GW, using MQTT-SN as the message transport.
The SCEF may act as the source or destination of the messages itself, therefore the complete MQTT publisher/subscriber architecture it not required, i.e., the SCEF can extract the data from the MQTT-SN protocol and “relay” it to the application server using any methods supported by the SCEF. An example of this is shown in Figure 2.
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Figure 2: Example of SCEF extracting message from MQTT-SN and passing it to the Application Server.
It is not required to support MQTT between the application server and SCEF, however it remains an implementation option for the SCEF. The SCEF can support forwarding/reception of messages to/from a broker, an example of the SCEF containing a broker and forwarding the messages is shown in Figure 3.
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Figure 3: Example of SCEF implementing MQTT Broker and MQTT towards Application Server

The messages to support actions such as register on a GW, publish messages, subscribe/unsubscribe to a topic, etc., and have a matching acknowledgement message. If the client does not receive an acknowledgement to a request it sent after a timeout, it retries resending the message a number of times. If it does not receive a response after the retransmissions it considers the link lost. 
When messages are transferred, there is an associated QoS level, which is used to determine whether the request requires the corresponding acknowledgement, allowing the mixing of message which require acknowledgements and those that do not.

Multiplexing messages of different types can be done by the topic on which a message is published, with each topic representing a different property of the device, for example different sensors, actuators or services could use different topics.

MQTT-SN can be used a message transport between a UE and SCEF to provide reliable transfer of higher layer messages. According to sections 5.1 and 5.2 of [7], the MQTT-SN message header has a size ranging from 2 to 4B.
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Figure 4: Protocol stack for reliable UE-SCEF communication based on MQTT-SN.
2.3
CoAP

CoAP, defined by the IETF in RFC 7252[3], “is a specialized web transfer protocol for use with constrained nodes and constrained (e.g., low-power, lossy) networks”. It has been further extended to support enhancements such as observation of resources (RFC7641[4]) and is being enhanced further to support block-wise transfers[5] so there is no need to rely on IP fragmentation. There are further enhancements and guidelines for interactions between CoAP and HTTP being defined in [6].
CoAP is based on a client server architecture and has been designed for small sleepy devices, typically with the device providing a CoAP server and the CoAP client querying resources of the device using a request / response model.

The CoAP servers (UE) present their resources, for example, the state of sensors, device management statuses, etc, so they can be read by a CoAP client (SCEF). A CoAP resources may also be written to, and therefore they can be used to trigger actions, such as changing the state actuators, or perform device management operations, etc.

The addition of observation in RFC7641 allows a CoAP client (SCEF) to configure the CoAP server (UE) to autonomously send notifications when a resources changes state without the CoAP client (SCEF) making a request each time. In a NB-IoT device this MO data could trigger a connection to the network.

CoAP requests and responses can be transferred with or without reliability, on a per request / response basis. This means that a single CoAP resource may be accessed reliably or not, and not all resources of a CoAP server have to share the same level of reliability, allowing flexibility for the CoAP server and client, depending upon what is represented by the resource.

CoAP has been designed to use a datagram-oriented transport, with RFC7252 providing details of how to transport the CoAP messages over UDP. The IETF Constrained RESTful Environments working group currently has drafted specifications that define how to run CoAP over other transports, such as TCP, TLS and WebSockets. In the past there have been drafts which defined how to use CoAP over SMS and other transports.
CoAP also includes the concept of a proxy which could be useful in the case of sleepy nodes. The proxy may communicate with the application server using CoAP or HTTP, as defined in the CoAP RFC. An example of a CoAP proxy in the SCEF is shown in Figure 5.
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Figure 5: Example CoAP architecture with CoAP proxy in SCEF

As the payload that is transported is not defined by CoAP, the SCEF can take the data transported by CoAP to/from the UE and then “relay” it using other protocols to the application server, decoupling the UE-SCEF protocol from the SCEF-Application Server protocol. An example of this is shown in Figure 6.
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Figure 6: Example CoAP architecture with relay.

There is no requirement to implement the CoAP proxy functionality in the SCEF and it could be an implementation option for the SCEF should a complete CoAP transport be required end to end. The CoAP message header is 4B long [3].
CoAP does not provide any routing or addressing, but relies upon the underlying transport to provide it, for example IP addresses. With using CoAP over a non-IP transport there will not be any additional routing provided, however through the use of proxying / caching resources in an SCEF the “fan out” of information can be provided by an SCEF, saving transferring the same data over the air interface multiple times.
With non-IP transports the MME can set a non-IP MTU which may be smaller than the resource being transferred. The support of block-wise transfers allows CoAP to send / receive resources over transports which have a smaller MTU than the resource being transferred, without the transport having to provide fragmentation (e.g., IP fragmentation), and without the resource having to be fragmented by the application layer.

It can be seen that CoAP is designed to use different datagram based transports and therefore can be easily used to support non-IP reliable transfers between a UE and SCEF, including flexibility for when to use the reliable transfers mechanism on a per message basis and provide support for transferring data larger than the link MTU without modification to the application or transports layers.
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Figure 7: Protocol stack for UE-SCEF reliable communication based on CoAP.
3. Conclusion and proposal
It is proposed to discuss these options further and document them as solutions to key issue 2 - Reliable delivery of data between UE and SCEF in the TR 23.730 as described in the text proposal below.
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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].


CoAP
Constrained Application Protocol

M2M
Machine-to-Machine
MQTT
MQ Telemetry Transport
MQTT-SN
MQ Telemetry Transport for Sensor Networks
MTC
Machine Type Communications
CIoT
Cellular Internet of Things

NEXT CHANGE
6.5
Solution 5 – Reliable communication service between UE and SCEF
6.5.1
Description

6.5.1.1
General

This solution addresses the Key Issue 2 – Reliable communication service between UE and SCEF.

6.5.1.2
Alternative 5a: Based on UE – SCEF acknowledgment
6.5.1.2.1
General
This alternative relies on defining new UE-SCEF transport protocol that provide acknowledgement of data send between UE and SCEF. For MO data SCEF will send acknowledgment and for MT data UE sends acknowledgment. SDT PDU is used between UE and SCEF for reliable delivery of MO/MT data. 

For a new protocol, SDT PDU could contain: 

-
Source Identifier: Identifies the sender of SDT-PDU. For MO, it is External-ID. For MT, it is identity of SCS/AS.

-
Destination identifier: Identifies the receiver of SDT-PDU. For MO, it is the identity of SCS/AS. For MT, it is External-ID.

-
Transaction Identifier: Identifies a particular MO or MT transaction

Along with the allocated EBI, SDT PDU will be encapsulated in the NAS message (similar to how SMS o/ NAS works today) to allow MO/MT data.
6.5.1.2.2
Alternative 1: MQTT-SN based solution
Copy here content of subclause 2.1 of the paper (MQTT-SN)
6.5.1.2.3
Alternative 2: CoAP based solution
Copy here content of subclause 2.2 of the paper (CoAP).
NEXT CHANGE
6.5.2
Impacts on existing nodes and functionality

Solution 5a Alternative 1 (MQTT-SN based) and Solution 5a Alternative 2 (CoAP based) impact UE and SCEF: both UE and SCEF need to be able to encapsulate/de-capsulate transport layer datagrams in order to provide a reliable communication.
6.5.3
Solution Evaluation

Solution 5a Alternative 1 (MQTT-SN based) and Solution 5a Alternative 2 (CoAP based) successfully address key issue #2 because they provide a way for the UE and the SCEF to reliably communicate. In addition, they have the following benefits:

-
Limited impact on UE and SCEF;

-
Proven and ready technology.
END OF CHANGES
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