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Abstract of the contribution: in this contribution, it is clarified the UE permanent IDs are not restrictedly to be provided on UP function.
Discussion
In the last meeting, the feature of UE’s permanent identifier usage was discussed and it was specified that “the UE’s permanent identity may be provided from the CP function to the UP function in a container”. 
It is reasonable to introduce this approach to realize http header enrichment functionality. In such a case, UP function does not need to be aware of the detailed UE info because the enrichment of header is actually requested by other entities, therefore all the UE IDs are encapsulated in a container which is not deducible to UP function.

It is also described in a note:
NOTE:
In an untrusted environment in which the UE’s permanent identity cannot be provided, due to e.g. to fulfil the privacy requirements, the session identifier is used between the CP function and UP function for correlating UE’s session related events. 

This is very much aligned with the discussion in the TR phase how to protect the UE privacy when the UP is operated in an untrusted environment, e.g. a third party. 
It is pretty clear the scenario considered in the TS v0.1.0 and the corresponding approaches and clarifications. In the untrusted environment, providing the UE permanent ID to UP function is forbidden in any cases. 

However, in trusted environment, there are other scenario/features we have to consider in which the UP function may be required to understand the UE permanent ID.

1. Lawful interception.

UE permanent ID is required for the X3 traffic correlation.

It was proposed to use other correlation ID to replace the permanent ID, which is applicable in the untrusted environment. However, there is no need to have this approach in the trusted environment.
SA3-LI should be notified by this agreement in SA2 and take it into account for their future work.
2. UE Trace

It is in the scope of SA5, which has the requirement defined in TS 32.241:
5.3
Requirements for Trace activation

5.3.1
Requirements for Trace Session activation

The high level requirements for Trace Session activation, common to both Management activation and Signalling based activation), are as follows:

-
In the case of a subscriber Trace, the Trace Session will be activated for a certain subscriber whose identification (IMSI in UTRAN/CS/PS) shall be known in the NEs where subscriber Trace is needed. 
In the case of E-UTRAN the IMSI shall not be included in the Trace Parameter Propagation data to the e-NodeB.

It can be understood existing mechanism requiring the UE permanent ID to be known by the network entities including SGW and PGW. Whether UE permanent ID need to be known by the SGW-C/U and PGW-C/U will be defined by SA5 WG in the future.
Proposal

Based on the discussion above, it is proposed to add the following texts into TS 23.214.
Start of Change
5.5
UE’s permanent identifier usage

In a trusted environment,   when UP function is required to perform http header enrichment the UE’s permanent identity may be provided from the CP function to the UP function in a container, instead of in an Sx parameter. 
Editor’s note 1: the usage of UE’s permanent identifier for lawful interception purpose will be specified by SA3-LI WG. 
Editor’s note 2: the usage of UE’s permanent identifier for UE trace purpose will be specified by SA5 WG.
NOTE:
In an untrusted environment in which the UE’s permanent identity cannot be provided, due to e.g. to fulfil the privacy requirements, the session identifier is used between the CP function and UP function for correlating UE’s session related events. 

End of Change
3GPP

SA WG2 TD


