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Abstract of the contribution: Analyze the functionality in NGw and NG4 between the N3CNGW and the CP function. 
1. Introduction
Solution 8.6 introduces architecture for untrusted WLAN access to NextGen CN as depicted in the following figure.
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Proposal 1: It is proposed to add NGy between the N3CNGW CP and N3CNGW UP instead of the NG4 between N3CNGW UP and CP functions with the following reasons: 
· It is more suitable to return security key via N3CNGW CP to N3CNGW UP according to current EAP mechanism. 
· How does the CP function know the IP address of N3CNGW UP is not clear.
· Subsequent NG1 signallings could be exchanged via between N3CNGW UP and CP function via N3CNGW CP.
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Proposal 2: It is proposed to clarify that the NG1 signalling for attach procedure is encapsulated in EAP in IKEv2. The subsequent NG1 signalling after attach procedure is transferred via IPSec tunnel between the UE and the N3CNGW with the following reasons:
· The current descriptions of how the NG1 signalling is encapsulated are not fully aligned with each other.
2
Proposal

It is proposed to add the following revisions to TR 23.799.
BEGIN CHANGES

6.8.6
Solution 8.6: Architecture for support of untrusted WLAN
The solution focuses specifically on the support of untrusted WLAN in the NextGen architecture and addresses Key Issue #8, and in particular the following:

-
identify how the functionality can be modularized for the definition of a modular Next Generation Core -ANs interface that minimizes access dependencies and applies to any access networks

-
identify how to decouple the access network and the core network, and identify its effects and implications to the Next Generation Core. Such decoupling shall allow for parallel and independent design and evolution of access networks and core networks.

6.8.6.1
Architecture description

Depicted in Figure 6.8.6.1-1 represent a proposal for the integration of untrusted WLAN access in NextGen CN based on the reference points in Annex G. The specific aspects of the CN architecture in terms of control plane and user plane are illustrated by grouping the functions into Control Plane functions (CP functions) and User Plane functions (UP functions).
The key points of the architecture are:

-
introduction of a Non-3GPP Core Network Gateway (N3CNGW) defined as part of the NextGen CN and deployable close to the access network. The N3CNGW has a control plane component only for the establishment of a secure tunnel between the UE and the N3CNGW (e.g. via IKEv2) and a User Plane Function component implementing the termination of an IPSec secure tunnel between the UE and the NextGen CN in order to provide security over the untrusted WLAN. The N3CNGW interacts with other CP functions to authenticate the UE. The CP function of the N3CNGW does not include MM, AU, SM, QoS, Charging, Policy Control.
Editor’s note: the N3CNGW is function defined by SA2. 
-
the interface between the UE and the CN control plane functions beyond the N3CNGW is NG1. NG1 is transported transparently between the UE and the CP functions in the CN, using IP transport between the UE and the N3CNGW. 

The architecture proposes that N3CNGW acts both as a control plane and a user plane function. The N3CNGW acts as an evolution of an ePDG in the EPC. 

In this solution, the UE establishes connectivity with the N3CNGW by transporting NG1 attach signalling encapsulated in the control plane between the UE and the N3CNGW (e.g. carried in EAP in the IKEv2). The subsequent NG1 signalling after attach procedure is transferred via IPSec tunnel between the UE and the N3CNGW.
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Figure 6.8.6.1-1: Architecture for NextGen CN access via untrusted WLAN.
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Figure 6.8.6.1-2: Roaming Architecture for NextGen CN access via untrusted WLAN
Editor’s note: The roaming architecture should be aligned to agreed general roaming architecture.
In addition to the reference points described in Annex G, the following reference points are introduced:

Y1: Reference point between the UE and the non-3GPP access (e.g. WLAN).

Y2: Reference point between the untrusted non-3GPP access and the N3CNGW for the transport of UE user plane and UE control plane signallings.
NWx: NWx represents interface between the UE and N3CNGW for establishing a secure tunnel between the UE and the NextGen CN, similar to the interface between the UE and the ePDG, and for securing the control plane and user plane exchanged between the UE and the NextGen CN.
NGw: NGw represents the interface between the N3CNGW and the CP functions to transport NG1 signalling between the UE and the CP Functions. 

NG3*: reference point between two UP Functions in the NextGen architecture.
NGy: NGy transfers parameters from N3CNGW CP to N3CNGW UP for establishing a secure tunnel between the UE and the N3CNGW UP; it forwards the NG1 signalling from N3CNGW UP to N3CNGW CP after attach. The NGy is a reference point internal to the N3CNGW. 
Editor’s note: the exact name of the interface between two UP Functions needs to replace NG3* once defined.
Editor’s note: aspects related to the UE authentication for access to the non-3GPP access (e.g. WLAN authentication) are not described in this proposal. 

6.8.6.2
Function description

The proposed architecture is characterized by the following functionality, based on two alternative options:

-
The UE obtains an IP address from the Non-3GPP access;

Editor’s note: UE authentication with the Non-3GPP access is not covered in this proposal. 

-
The UE discovers and selects an N3CNGW, similarly to the way a UE selects an ePDG in EPC;
 
-
The UE performs procedures (e.g. IKEv2) over NWx for the establishment of an IPSec tunnel with the N3CNGW;
-
The UE encapsulates NG1 signalling (e.g. for attach procedure) in EAP in IKEv2 and gets authenticated by the CN functions (e.g. the CP-AU in solution 6.12.1); 
-
As a result, the UE is authenticated with the CN and security context can be provided by the CN to the N3CNGW UP (via NGw and NG4 between N3CNGW CP and UP) in order to secure the tunnel between the UE and the N3CNGW; 
-
The UE exchanges any further NG1 signalling (e.g. PDU Session Establishment) with the CN CP functions over the secure tunnel established with the N3CNGW;

-
The main differences between this solution and an ePDG-based solution are

-
the NG1 NAS signalling between the UE and the CN CP Functions for attach is transported over EAP and IKEv2 between the UE and the N3CNGW, and over EAP between the N3CNGW and the core network CP Functions;

-
the UE exchanges explicit SM signalling for the establishment of PDU Sessions (and any further NG1 NAS signalling) over IP between the UE and the N3CNGW, which maps it to NGw between the N3CNGW and the other CP functions;

Editor’s note: whether in the full solution one secure tunnel is sufficient for the support of multiple PDU sessions, or dedicated per-PDU sessions secure tunnels are needed, is FFS and depends also on SA3.

Editor’s note: how QoS is supported for different PDU session may be based on the solutions developed for the ePDG solution in the EPC and is FFS. 

-
In both cases, upon PDU session establishment, user plane function selection is performed. The N3CNGW can be selected as the only user plane function for the UE, acting as a GW towards data networks (e.g. in the basic single-PDU session option), or separate user plane function(s) can be selected and interconnected to the N3CNGW via NG3*;

-
With respect to the solution for the authentication and security framework in clause 6.12.1, the N3CNGW acts both as a control plane function that interacts with authentication functions to terminate the tunnel establishment signalling (e.g. CP-AU) and a user plane function to implement the secure tunnel and forward traffic to the UE over the untrusted network. 

Editor’s note:  It is FFS whether NG1 procedures like TAU and Service Request are needed to handle UE mobility between areas served by different N3CNGWs without requiring a full attach.

Editor’s note: When UE is connected via both 3GPP and non-3GPP access, the impact of multiple NG1 instances on mobility management solutions is FFS in terms of the mobility management model maintained by the network for the UE.
-
The N3CNGW performs the following additional functionality:

-
Routing of packets from/to the NextGen CN to/from UE by interfacing with NG3* with other user plane functions;

-
De-capsulation/Encapsulation of packets for IPSec;

-
Local mobility anchor within untrusted non-3GPP access networks using MOBIKE (if needed).

Editor’s note: N3CNGW functionality in terms of transport of level packet marking and QoS Enforcement are FFS.
Depicted in Figure 6.8.6.2-1 is an example protocol stack of the NG1 protocol (i.e. NAS) during the Attach procedure. 
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Figure 6.8.6.2-1: Example of IKEv2-based NG1 protocol stack during Attach procedure
Depicted in Figure 6.8.6.2-2 is an example protocol stack of NG1 protocol after the Attach procedure. 
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Figure 6.8.6.2-2: Example of NG1 protocol stack after Attach procedure over IPSec
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