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Abstract of the contribution: Proposes an update to the solution 8.6 to Key Issue 8 to add details of the solution and to enable a solution that is an evolution of the EPC ePDG, while maintaining compatibility with the NG CN concepts.
1. Introduction
Updates to solution 6.8.6 are proposed to describe the details of the solution.
2. Proposal


**** Start of changes ****

[bookmark: _Toc458158419]6.8.6	Solution 8.6: Architecture for support of untrusted WLAN
The solution focuses specifically on the support of untrusted WLAN in the NextGen architecture and addresses Key Issue #8, and in particular the following:
-	identify how the functionality can be modularized for the definition of a modular Next Generation Core -ANs interface that minimizes access dependencies and applies to any access networks
-	identify how to decouple the access network and the core network, and identify its effects and implications to the Next Generation Core. Such decoupling shall allow for parallel and independent design and evolution of access networks and core networks.
[bookmark: _Toc458158420]6.8.6.1	Architecture description
Depicted in Figure 6.8.6.1-1 represent a proposal for the integration of untrusted WLAN access in NextGen CN based on the reference points in Annex G. The specific aspects of the CN architecture in terms of control plane and user plane are illustrated by grouping the functions into Control Plane functions (CP functions) and User Plane functions (UP functions).
The key points of the architecture are:
-	introduction of a Non-3GPP Core Network Gateway (N3CNGW) defined as part of the NextGen CN and deployable close to the access network. The N3CNGW has:
-	 a control plane component for the establishment of a secure tunnel between the UE and the N3CNGW (e.g. via IKEv2) , interfaced to the other CP functions in the CN with NG2. The N3CNGW is part of the NG CN control plane functions;  and 
-	a user plane component, implementing the termination of an IPSec tunnel between the UE and the N3CNGW in order to provide secure access to the NextGen CN over the untrusted WLAN to the UE. The N3CNGW interacts with other CP functions to authenticate the UE , and interfaces with the c-plane functions in the CN with NG4 and the u-plane functions in the CN with NG9. 
Editor's note: the N3CNGW is function defined by SA2. 
-	the interface between the UE and the CN control plane functions beyond the N3CNGW is NG1. NG1 is transported transparently between the UE and the CP functions in the CN, using IP transport between the UE and the N3CNGW
-	a secure IPSec tunnel is established between the UE and the N3CNGW function upon UE attach to the network, and protect user plane data and subsequent NG1 signalling between the UE and the CP functions in the CN. 
The architecture proposes that N3CNGW acts both as a control plane and a user plane function. The N3CNGW acts as an evolution of an ePDG in the EPC. 
In this solution, the following is assumed:
-	the UE is dual radio, i.e. can connect to both a 3GPP RAN and the untrusted N3GPP AN;
-	the protocol stack the UE uses over untrusted N3GPP AN is different from the protocol stack the UE uses over an NG RAN, similarly to the way the protocol used between a UE and the ePDG in EPC is different from the protocol used by the UE with a RAN connected to the EPC. 
-	an operator that has deployed ePDGs in EPC can leverage the ePDGs by upgrading them to support the additional functionality in the N3CNGW
-	one secure tunnel between the UE and the N3CNGW is used for the support of multiple PDN connections, with security over the untrusted radio secured by a single security context for all the UE PDU sessions, similarly to the current common security over the radio in RAN for multiple PDU sessions.
[bookmark: _MON_1402997356][bookmark: _MON_1402751208]UE establishes connectivity with the N3CNGW by transporting NG1 attach signalling encapsulated in the control plane between the UE and the N3CNGW (e.g. IKEv2), and subsequent NG1 signalling is encapsulated in the tunnel establishment signalling (e.g. carried in EAP in the IKEv2 exchange).


[bookmark: _MON_1403902278][bookmark: _MON_1407045836]
Figure 6.8.6.1-1: Architecture for NextGen CN access via untrusted WLAN.
In addition to the reference points described in Annex G, the following reference points are introduced:
Y1: Reference point between the UE and the non-3GPP access (e.g. WLAN).
Y2: Reference point between the untrusted non-3GPP access and the N3CNGW for the transport of UE user plane and the transport on NWx.
NWx: NWx represents interface between the UE and N3CNGW for establishing a secure tunnel between the UE and the NextGen CN, similar to the interface between the UE and the ePDG, and for securing the control plane and user plane exchanged between the UE and the NextGen CN.
NG2w: NG2w represents the interface between the N3CNGW and the CP functions to transport signalling between the UE and the CP Functions for UE authentication and secure tunnel establishment. 
NG4: interface between CP functions and a UP function.
NG93*: reference point between two UP Functions in the NextGen architecture.
Editor's note: the exact name of the interface between two UP Functions needs to replace NG3* once defined.
Editor's note: aspects related to the UE authentication for access to the non-3GPP access (e.g. WLAN authentication) are not described in this proposal. 
[bookmark: _Toc458158421]6.8.6.2	Function description
The proposed architecture is characterized by the following functionality, based on two alternative options:
-	The UE obtains an IP address from the Non-3GPP access;
Editor's note: UE authentication with the Non-3GPP access is not covered inoutside the scope of this proposal. 
-	The UE discovers and selects an N3CNGW, similarly to the way a UE selects an ePDG in EPC;	
-	The UE performs procedures (e.g. IKEv2) over NWx for the establishment of an IPSec tunnel with the N3CNGW;
-	The UE does not perform a NAS Attach procedure. The establishment of the IPSec tunnel and the authentication performed by the CN of the UE during the tunnel establishmentThe UE encapsulates NG1 signalling (e.g. for attach procedure) in EAP in IKEv2 and gets authenticated by the CN functions (e.gi.e.by the CP-AU in solution 6.12.1) correspond to an implicit attach procedure (e.g. similarly to the procedures in EPC for ePDG); 
-	As a result, the UE is authenticated with the CN and security context can be provided by the CN to the N3CNGW (via NG4) in order to secure the tunnel between the UE and the N3CNGW . The UP component of the N3CNGW acts as the UP Protection Function of Figure 6.12.1.1.1-1 in solution 6.12.1, and is provided security material for terminating the IPSec tunnel via NG4; 
-	The UE exchanges any further NG1 signalling (e.g. PDU Session Establishment) with the CN CP functions over the secure tunnel established with the N3CNGW and over NG2 between the N3CNGW and the CN CP functions. Such signalling is transported over UDP/IP in the IPSec tunnel. The NAS signalling is extracted by the N3CNGW and forwarded to the CP Functions over NG2;
Editor's note: it is FFS whether further MM signalling is required for the UE in this solution besides attach. This depends on mobility solutions defined for mobility between an NG RAN and untrusted WLAN. 
-	The main differences between this solution and an ePDG-based solution are
-	the NG1 NAS signalling between the UE and the CN CP Functions for attach is transported EAP and IKEv2 between the UE and the N3CNGW interfaces , and over NG2 between the N3CNGW and the core network CP Functions for UE authentication, encapsulating the EAP signalling for the authentication in NG2;
-	the UE exchanges explicit SM signalling for the establishment of PDU Sessions (and any further NG1 NAS signalling) over the IPSec tunnel established with the N3CNGW, which maps it to NGw NG2 between the N3CNGW and the other CP functions;
   This enables an operator to upgrade existing ePDG to support untrusted networks by interfacing to the NG CN.
Editor's note: whether in the full solution one secure tunnel is sufficient for the support of multiple PDU sessions, or dedicated per-PDU sessions secure tunnels are needed, is FFS and depends also on SA3.
Editor's note: how QoS is supported for different PDU session may be based on the solutions developed for the ePDG solution in the EPC and is FFS. 
-	In both cases, upon PDU session establishment, user plane function selection is performed. The N3CNGW can be selected as the only user plane function for the UE, acting as a GW towards data networks (e.g. in the basic single-PDU session option), or separate user plane function(s) can be selected and interconnected to the N3CNGW via NG93*;
Editor's note: with respect to the solution for the authentication and security framework in 6.12.1, the N3CNGW acts both as a control plane function that interacts with authentication functions to terminate the tunnel establishment signalling (e.g. CP-AU) and a user plane function to implement the secure tunnel and forward traffic to the UE over the untrusted network. 
Editor's note:  It is FFS whether NG1 procedures like TAU and Service Request are needed to handle UE mobility between areas served by different N3CNGWs without requiring a full attach.
Editor's note: When UE is connected via both 3GPP and non-3GPP access, the impact of multiple NG1 instances on mobility management solutions is FFS in terms of the mobility management model maintained by the network for the UE.
-	The N3CNGW performs the following additional functionality:
-	Routing of packets from/to the NextGen CN to/from UE by interfacing with via NG93* with other user plane functions;
-	De-capsulation/Encapsulation of packets for IPSec;
-	Local mobility anchor within untrusted non-3GPP access networks using MOBIKE (if needed).
Editor's note: N3CNGW functionality in terms of transport of level packet marking and QoS Enforcement are FFS and depend on the QoS solutions defined in NextGen.
The proposal has the following differences with respect to the use of NG2 for NG RAN:
-	NG2 in case of NG RAN transports authentication signalling (i.e. EAP) within NAS request messages (specifically the Attach Request). NG2 needs to be extended to carry EAP signalling by itself, in order for NG2 to be able to transport EAP signalling to the CN in the untrusted case
-	it is assumed that for an NG RAN, security material distributed by the CP functions to the RAN is sent over NG2. However, since the N3CNGW acts as a UP function to implement the IPSec end point, and therefore acts as the UP Protection Function in the CN of Figure 6.12.1.1.1-1 in solution 6.12.1, security material for the establishment of the IPSec tunnel is provided to the N2CNGW via NG4.
6.8.6.2.1	Initial attach procedure for Untrusted N3GPP Access
The call flow in Figure 6.8.6.2-1 describes the Attach procedure via untrusted N3GPP access with NAS transported in EAP within IKEv2 between the UE and N3CNGW.
In this procedure it is assumed that:
-	EAP is transported in IKEv2 between UE and N3CNGW for the IPSec tunnel establishment;
-	the establishment of the secure tunnel via IKEv2 act as an implicit NAS attach message;
-	The N3CNGW extracts the EAP messages and forwards them to the CP Functions over NG2 to carry out the authentication in the CP AU function;





Figure 6.8.6.2.1-1: Attach procedure for untrusted N3GPP access using EAP-over-IKEv2 between UE and N3ANF
The call flow is as follows:
1.	The UE gains IP connectivity with the untrusted N3GPP AN.
Editor's note: UE authentication with the Non-3GPP access is outside the scope of this proposal. 
2.	The UE discovers a NCNGW via a procedure similar to ePDG discovery of Rel. 13.
3.	UE initiates the IKE setup procedure via an IKE_SA_INIT exchange, triggered by the need to attach and establish connectivity over untrusted N3GPP AN 
4.	UE sends IKE_AUTH Request
5.	N3CNGW responds with an IKE_AUTH Response including the authentication request
6.	The UE sends the IKE_AUTH Request. The UE does not send an NG NAS Attach Request.
7.	The N3CNGW forwards the EAP request to the CP Functions. 
8. The CP Functions (CP-AU of solution in 6.12.1) process the EAP Request and send an Authentication Request over NG2 
9.	The N3CNGW forwards the Authentication Request over IKEv2 to the UE
10. The UE computes an authentication response and sends an Authentication Response to the CP Functions encapsulating it in IKEv2 to the N3CNGW
11.	The N3CNGW forwards the Authentication response to the CP Functions over NG2
12.	The CP Functions complete the authentication procedure towards the UE and provides the security context for the UE, including the generic attach security context and the security context for the setup of the IPSec Tunnel.
13. The CP functions forward the security context for the establishment of the IPSec Tunnel over NG4 to the N3CNGW.
14.	The N3CNGW sends an EAP response to the UE over IKEv2 and provides the N3CNGW C-plane addressing information to be used by the UE for subsequent NAS signalling (e.g. a specific IP address and/or port number), and the the IKEv2 procedure is completed  
The following Figure 6.8.6.2-2 describes the protocol stack during the UE attach. 
[bookmark: _MON_1407047278][bookmark: _MON_1407047432][bookmark: _MON_1407047045][bookmark: _MON_1407047247]



Figure 6.8.x.2.1-2: Protocol stack for Attach procedure
6.8.6.2.2	PDU session establishment via untrusted N3GPP access 
Subsequent NAS signalling for PDU Session establishment is transported over UDP and IP in the IPSec tunnel. The NAS signalling is extracted by the N3CNGW and forwarded to the CP Functions over NG2. 


Figure 6.8.6.2.2-1: PDU session establishment via non-3GPP access procedure
Once the initial attach procedure as described in subclause 6.8.6.2.1 is completed, the UE can initiate PDU session establishment procedure as described in Figure 6.8.6.2.2-1 above.
1.	The UE performs the attach procedure over non-3GPP access as shown in subclause 6.8.6.2.1.
2.	The UE sends a PDU session request message to the CP function over UDP. The UE may address the request to the CP Function Address obtained at the attach and use a specific UDP port number (either a standardized value or a value assigned during the attach procedure), and encapsulates it in an IPSec packet. The N3CNGW de-capsulates the received message and forwards it to the CP function via NG2 interface.
3.	The CP function performs the UP setup (including UP function selection).
4.	The CP function sends a PDU session response message to the UE. The PDU session response message is over UDP and is encapsulated in an IPSec packet by the N3CNGW.
The protocol stack for the PDU session setup is described below. 


Figure 6.8.6.2.2-2: Protocols for control plane

[bookmark: _Toc449517767]6.8.6.3	Solution evaluation
Editor's note: This clause will contain evaluation on the system impacts, e.g. UE, access network and non-access network.


**** End of changes ****
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