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Abstract of the contribution: This P-CR proposes a solution for Key Issue#3 (non-SIP based services) by which a list of "Exempted APNs" (EA) and associated "Packet Filtering Information" (PFI)" is stored in the HSS, provided to the MME/SGSN, which uses this information to either release a PDN connection or to send it to the PGW and PCRF for downlink filtering. Uplink filtering information is also stored in the HSS.
Discussion
Key Issue 3 – Support for controlling non-SIP based services which are not 3GPP PS Data Off Exempt Services
Solution #1 to Key Issue 3 consists in 

· Sending uplink filtering information to the UE in the form of an uplink filter;

· Sending uplink filtering information from the HPLMN (the solution does not say whether it is from HSS or from another database), while PCC rules for downlink filtering are configured in PCRF (or in the PDN GW in case PCRF does not apply);
We believe that:

· Because the UE does not have deep packet inspection filters, that it is better to provide the UE with the list of applications that are authorized when Data Off is activated. The UE can then block/allow appropriate uplink flows at application level. Moreover, the list of applications can be dispatchable for the user;
· Rather than having two databases, one for uplink and one for downlink, which would need to be updated in a synchronized way, it is proposed to store all filtering information in a single place in the HPLMN. The best place for storing information that must be used to both the UE and the network as soon as the UE is registered is the HSS. 

Hence, the proposed solution consists in:
· Storing filtering information for both uplink and downlink in the HSS (in the form of "Data Off Exempted Services" for the UE, and in the form of list of "Exempted APNs" and associated "Packet Filtering Information" for the network;

· The HSS sends all the above information to the MME/SGSN which can use it towards the UE and towards the PDN GW and PCRF:

-
The MME/SGSN sends the "Data Off Exempted Services" to the UE, which uses that information to prevent sending of uplink data which are for non-SIP based services other than the non-SIP based 3GPP PS Data Off Exempted Services;
-
The MME/SGSN releases PDN connections except for "Exempted APNs", and sends the "Packet Filtering Information" related to the PDN connection's APN to the PGW and PCRF if the APN is ewxempted.
Details are described in the proposal below.

It is also proposed:

· To reorganize clause 6.4 in order to describe all the Key Issue #3 solutions in a single place;

· To add an editor's note to the solution #1 to Key Issue 3 because it is not clear whether the PCRF is configured with the downlink filters and how the databases for uplink and for downlink are updated in a synchronized way. 
Proposal

It is proposed to reorganize TR 23.702 clause 6.4 (we can reuse 6.3 as it should have been freed if reorganization promoted in S2-164377 and S2-164378 are agreed) in order to describe all the Key Issue #3 solutions in a single place, and to include the solution described in the discussion above in a new subclause within Key Issue#3 placeholder.

* * * First Change * * * *

6.3
Solutions for Key Issue 3 – 
6.3.1
Solution 3.1: Support for controlling non-SIP based services which are not 3GPP PS Data Off Exempt Services in roaming (LBO and roaming with no IMS roaming interfaces) and non-roaming cases
6.3.1.1
Description

Editor's note:
The exact definition of non-SIP based services is FFS.

Enforcement for uplink packets of non-SIP based services which are not part of the 3GPP PS Data Off Exempt Services is accomplished by the UE through the Uplink filter configured by the HPLMN in the UE management object dedicetaed to that. Hence, if 3GPP PS Data Off is activated, the UE prevents sending of uplink IP packets which are for non-SIP based services other than the non-SIP based 3GPP PS Data Off Exempt Services configured in UE. 

Enforcement  for the downlink packets of non-SIP based services which are not part of the 3GPP PS Data Off Exempt Services is is performed in the P-GW as follows :

When the 3GPP PS Data Off is activated:

a)
the UE informs network about the 3GPP PS Data Off activation as described in subclause 1.4.2.

b)
The following additional steps are performed:

1)
MME informs the P-GW of the PDN connection of the UE about the 3GPP PS Data Off activation using an indication in the Modify Bearer Request message.

2)
If dynamic PCC is applied for the PDN connection:

A)
the P-GW initiates an IP-CAN modification procedure and informs the PCRF about the 3GPP PS Data Off activation.

B)
PCRF activates PCC rules with downlink IP packet filters gating any IP packets not matching 3GPP PS Data Off Exempt Services
Editor's Note:
Whether downlink IP filters are configured in PCRF, and how coordination between the downlink IP filters and the uplink IP filters provided to the UE by the HPLMN is achieved is FFS.
C) P-GW enforces the updated PCC rules.

3)
If dynamic PCC is not applied for the PDN connection:

A)
the P-GW activates PCC rules to start gating any downlink IP packet not matching the configured downlink IP packet filters for 3GPP PS Data Off Exempt Services.

4)
P-GW indicates support of the P-GW parts of the 3GPP PS Data Off to the MME in Modify Bearer Response message. 

5)
If the P-GW of the PDN connection does not indicate support of the P-GW parts of the 3GPP PS Data in Modify Bearer Response message, the MME releases the PDN connection.

6)
MME indicates to the UE in Attach Accept message or in TAU Accept message that PS domain performs the MME parts of the 3GPP PS Data Off.

c)
If MME does not indicate to the UE in Attach Accept message or in TAU Accept message that PS domain performs the MME parts of the 3GPP PS Data Off, the UE can attempt to ensure that unauthorized IP packets are not transported using any proprietary means.

NOTE:
if MME indicates to the UE in Attach Accept message or in TAU Accept message that PS domain performs the MME parts of the 3GPP PS Data Off, the UE is not expected to use any proprietary means for ensuring that unauthorized IP packets are not transported.

When the 3GPP PS Data Off is deactivated:

a)
the UE informs network about the 3GPP PS Data Off deactivation as described in subclause 1.4.2.

b)
The following additional steps are performed :

1)
MME informs the P-GW of the PDN connection of the UE about the 3GPP PS Data Off deactivation using an indication in the Modify Bearer Request message.

2)
If dynamic PCC is applied for the PDN connection:

A)
the P-GW initiates an IP-CAN modification procedure and informs the PCRF about the 3GPP PS Data Off deactivation.

B)
PCRF deactivates PCC rules that restrict IP packets other than those of 3GPP PS Data Off Exempt Services.

C)
P-GW enforces the updated PCC rules.

3)
If dynamic PCC is not applied for the PDN connection:

A)
the P-GW deactivates PCC rules that restrict IP packets other than those of  3GPP PS Data Off Exempt Services.

When a new PDN connection is established after MME indicates to the UE in Attach Accept message or in TAU Accept message, the PS domain performs the MME parts of the 3GPP PS Data Off as follows:

a)
MME informs the P-GW of the PDN connection being established about the 3GPP PS Data Off activation using an indication in the Create Session Request message.

b)
If dynamic PCC is applied for the PDN connection:

1)
the P-GW initiates an IP-CAN session modification procedure and informs the PCRF about the 3GPP PS Data Off activation.

2)
PCRF provides PCC rules with the downlink IP packet filters gating any IP packets not matching 3GPP PS Data Off Exempt Services.

3)
P-GW enforces the PCC rules.

c)
If dynamic PCC is not applied for the PDN connection:

1)
the P-GW activates PCC rules to start gating any downlink IP packet not matching the configured downlink IP packet filters for 3GPP PS Data Off Exempt Services.

d)
P-GW indicates support of the P-GW parts of the 3GPP PS Data Off to the MME in Create Session Response message. 

e)
If the P-GW of the PDN connection does not indicate support of the P-GW parts of the 3GPP PS Data in Create Session Response message, the MME releases the PDN connection.
6.3.1.2
Impacts on existing nodes and functionality
Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW, P-CSCF etc.).

6.3.1.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
* * * Next Change * * * *

6.3.x
Solution 3.x: Support for controlling non-SIP based PS Data Off Exempt Services in UE and EPC based on a single database in the HSS 
6.3.x.1
Description
6.3.x.1.1
General
Related to Key Issue #3, the solution is based on the following principles:

-
A list of exempted services when PS Data Off is activated, stored in the HSS, is made up of:

- 
A list of "Data Off Exempted Services" (DOES) which is sent to the MME/SGSN serving the UE) for further distribution to the UE. This information is transparent to (not interpreted by) the Packet Core Network Serving Node. This is described in solution X  to Key Issue #2.
- 
A list of "Exempted APNs" (EA) and associated "Packet Filtering Information" (PFI)" for the Packet Core to only allow exempted Packet Core services when PS Data Off is activated. Exempted APNs can be totally exempted, in which case, the Packet Filtering Information is not present, or partially exempted APN, in which case the Packet Filtering info is present and characterizes the IP flows which are exempted from PS Data Off.
-
If 3GPP PS Data Off is activated, the UE prevents sending of uplink data which are for non-SIP based services other than the non-SIP based 3GPP PS Data Off Exempted Services, based on the received list of Data Off Exempted Services.
-
The list of exempted APNs and associated Packet Filtering Information for the visited/registered PLMN is be sent by the HSS to the MME/SGSN serving the UE via the Update Location Answer and/or Insert Subscriber Data Request messages.
-
When PS Data-Off is activated by the UE, 

-
The MME/SGSN releases the PDP contexts/PDN connections that are not targeting an APN in the list of exempted APNs by e.g. sending a Session Delete Request to the PDN GW via the Serving GW and by sending NAS message(s) towards the UE; 
-
For the already established PDP contexts/PDN connections whose APN is in the "list of exempted APNs, the MME/SGSN either does not do anything (if there is no Packet Filtering Information related to the APN – i.e. the APN is totally exempted from PS Data Off) or, if the APN is partially exempted, the MME/SGSN needs to inform the PDN GW by sending a Modify Bearer Request which contains Packet Filtering Information to the PDN GW via the Serving GW.
-
When PS Data-Off is already in activated state 

-
If an APN is removed from the list of exempted APNs, the MME/SGSN serving the UE releases the PDP contexts/PDN connections that are not targeting an APN in the list of exempted APNs as described above;

-
If there is a change in the Packet Filtering Information related to an APN, the HSS informs the MME/SGSN by sending a Insert Subscriber Data message, and in case a PDP contexts/PDN connection targeting the APN is already established, the MME/SGSN informs the PDN GW of the change of Packet Filtering Information by sending a Modify Bearer Request via the Serving GW containing the new Packet Filtering Information;

-
When a new PDP context/PDN connection is established, and if the APN is in the list of exempted APNs, the MME/SGSN informs the PDN GW by sending a Create Session Request message. If the APN is partially exempted from PS Data Off, this requires the Packet Filtering Information to be added to Create Session Request message;

-
If PCRF does not apply (e.g. is not deployed), the PDN GW enforces the traffic per the Packet Filtering Information received from MME/SGSN.
If PCRF applies, the PDN GW just relays the Packet Filtering Information to the PCRF, which is the entity responsible for sending consistent PCC rules which are enforced by the PDN GW. This is achieved by adding the Packet Filtering Information to the IPCAN Session Establishment/Modification messages over Gx interface.
-
The PDN GW also provides its capability to support Packet Filtering Information to the MME/SGSN (e.g. in the response message). If the PDN GW does not support Packet Filtering Information, the MME/SGSN should release the PDP context/PDN connection.
-
During mobility events inducing a change of MME/SGSN, it is not necessary to pass the "PS Data-Off" and/or the list of exempted APNs and associated Packet Filtering Information between the serving nodes as a Tracking Area Update procedure always takes place after the handover. 
However, for network signalling optimization, the source MME may pass the "Packet Filtering Information" for the APNs which have been partially exempted in Context Response and Forward Relocation Request messages:

-
A source MME/SGSN not supporting PS Data Off feature would not include this info over S10, and the target MME/SGSN (supporting the feature) will have to send MBR to PGW(s) for partially exempted APNs. 

-
A source MMS/SGSN supporting Data Off will provide this information, and the target MME/SGSN will then not send any MBR to the PDN GW(s) for partially exempted APNs.

1) 6.3.x.2.1
Additional call flows

2) ​6.3.x.2.1.1
UE requested PDN connectivity procedure

The UE requested PDN connectivity specified in TS 23.401 [x] clause 5.10.2 is modified by adding the "Packet Filtering Information" and "Data-Off" in the Create Session Request messages between MME, SGW and PGW, and towards PCRF in IPCAN session establishment/modification. "Data-Off" may be useful for charging.
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Figure 5.10.2-1: UE requested PDN connectivity

6.4.x.2.1.2 
S1-based handover
S1-based handover specified in TS 23.401 [x] clause 5.5.1.2 is modified by adding the list of partially APNs (optional) and associated Packet Filtering Information in the Forward Relocation Request message between the MMEs.
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6.4.x.2
Impacts on existing nodes and functionality
Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW, P-CSCF etc.).

6.3.x.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.

* * * End of Changes * * * *
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