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Abstract of the contribution: This contribution proposed the conclusions on the privacy aspect for V2X communications. 
Discussion

There were two papers submitted to SA2#114 on V2X privacy issues, S2-161628 and S2-161667. After further offline discussions, two privacy issues has been identified for the V2X communication: 
- Driver/vehicle identity concealment from mobile operator;

- Prevention of long term tracking of a car when in LTE-Uu CONNECTED mode.

The service requirements on the two aspects require further clarification from SA1, especially on the requirements on the MNOs. However, it is expected that the regional regulatory requirements on privacy would apply if V2X services become mandatory by regulation, i.e. UE privacy protection would be mandatory in these regions as well. In addition, to encourage the adoption of the LTE V2X, it is crucial that the users perceive the system as trustworthy and not privacy-invading, e.g. will not support issuing automated speed tickets.   
The security threat and solution analysis should be carried out in SA3, and the results can be communicated back to SA2 to handle during the normative phase of V2X work.  

On the other hand, some options have been identified from system architecture perspective, and these could help to scope the potential normative work in case changes are required. 

Regarding the identity concealment, the following options are identified:

- 
S2-161628 presented an approach of delegating the identifier allocation to the third party server, i.e. the MNO bulk allocate identifiers to the third party server who would in turn allocates some of them to individual vehicles. The MNO would not know the binding of vehicle identity and these identifiers, and the third party server would also not know such binding since the identifiers are encrypted by the MNO. Charging for an individual UE is not expected to be required. However, it may be achieved if MNO and third party server collaborate.   
- 
Alternatively, a regional third party agency could serve as the HPLMN for the vehicles, i.e. the third party server acts as the HSS. In this case, a vehicle intending to use V2X services obtains an identifier, e.g. in the form of IMSI, from this third party agency. Any mobile network providing the V2X services acts as VPLMN. In this sense, UE is always roaming with LBO. In this case, MNO would not know the actual identity of the vehicle/owners. No architecture change is needed, but the third party agency needs to have roaming relationships with all the MNOs (even with those out of the region, since the car may go across border).  

- 
Another alternative is to have a dedicated core network for V2X, operated by an authorized agency. The MNO just shares the RAN with these V2X operators. No architecture impact is expected, except that the UE may need to enhance the PLMN selection (e.g. based on the use of V2X services) and potentially use of DÉCOR features. 

Following figure 1 summarized the different options described above. 
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Figure 1. Options for identity concealment from MNO
Regarding the issue of long term vehicle tracking, there are several options identified as well:

-  
As indicated in S2-161628, the UE performs re-attach with a new identifier to MNO each time the higher layer identifier, e.g. temporary ID tied to the certificates, needs to change. This will force all the transport layer identifiers, e.g. IMSI, GUTI, IP addresses, to change at the same time. The potential issue is the additional signalling load created for the network.  
- 
Another alternative is to require encryption of the application layer traffic between the UE and the V2X Application Server, such that the MNO will not have visibility to the vehicular information carried in the V2X messages. However, this requires UE to have a security relationship with the V2X Application Server. In addition, UE could still be tracked at the V2X Application Server, since some of the transport layer identifiers are not changed, e.g. IP addresses.  
It is expected that SA3 would analyse the threats and impacts of the UE tracking matter, i.e. if frequent change of transport layer identifiers are needed, or encryption of application layer data is sufficient. It is expected that the SA3 conclusions would not require major system architecture changes and therefore could be handled as part of the normative phase for V2X in stage 2.  
Based on the above, it is therefore proposed to document the privacy issues and the different options in the TR 23.785, and conclude that the SA2 will handle the necessary architecture enhancements in the normative phase based on SA1 and SA3 feedbacks.  
Proposal

************* Start of changes *******************
5.x
Key Issue #x: Privacy for V2X communications
5.1.1
General description
For V2X Services, UE privacy is required based on security requirements in TS 22.185 [x]. For this key issue, at least the following aspects need to be studied: 

- UE identity concealment from mobile operator;

- Prevention of long term tracking of a UE when in using LTE-Uu for V2X communications and is registered in EPC.

************* Next change *******************

6.y
Solution #y: Privacy protection of UE in V2X communications
6.y.1
Functional Description

6.y.1.1
General
This solution addresses Key Issue #x "Privacy for V2X communications". The two aspects of the key issue are addressed separately. 

The solution documented different system architecture options for supporting different level of privacy protection. 

6.y.2
Procedures

6.y.2.1
UE identity concealment from mobile operators

There are three different approaches in protecting the UE identity:

1. Delegating the identifier allocation to a third party server, i.e. mobile operators allocate bulk encrypted identifiers to the third party server who would in turn allocates some of them to individual UEs. The mobile operators would not know the binding of UEs' identity and these identifiers, and the third party server would also not know such binding since the identifiers are encrypted. Charging for an individual UE is not expect to be required. However, it may be achieved if mobile operator and third party server collaborates.   

2. Alternatively, a regional third party agency could serve as the HPLMN for the UE, i.e. the third party server acts as the HSS. In this case, a UE obtains an identifier, e.g. in the form of IMSI, from the third party agency. Any mobile network providing the V2X services is a VPLMN to the UE, i.e. UE is always roaming with local breakout. In this case, the mobile operator does not know the actual identity of the UE. No architecture change is needed, but the third party agency needs to have roaming relationship with all the mobile operators (even with those out of the region, since the UE may go across broader).  

3. Another alternative is to have a dedicated core network for V2X operated by an authorized agency. The mobile operators share the RAN with the V2X operator. No architecture impact is expected, except that the UE may need to enhance the PLMN selection procedure (i.e. to prevent reselecting to another PLMN when there is no coverage to the PLMN that offers access to this specific DCN) and potentially make use of DÉCOR/eDECOR features so that it can be directed to the appropriate Dedicated Core Network (DCN). 

Figure 6.y.2.1-1 summarizes the different options described above.  
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Figure 6.y.2.1-1. Options for identity concealment from MNO
6.y.2.2
Avoid long term tracking of UE

Two options are possible for avoiding long term tracking of the UE in V2X communications:

-  
The UE performs re-attach with a new identifier to the mobile network each time the higher layer identifier, e.g. temporary ID tied to the certificates, needs to change. This will force all the transport layer identifiers, e.g. IMSI, GUTI, IP addresses, to change at the same time. The potential issue is the additional signalling load created for the network.  

- 
An alternative is to perform encryption of the application layer traffic between the UE and the V2X Application Server, such that the mobile network has no visibility to the vehicular information carried in the V2X messages. However, this requires UE to have a security relationship with the V2X Application Server. In addition, UE could still be tracked since some of the transport layer identifiers are not changed, e.g. IP addresses.  

Editor's note: SA3 would analyse the threats and impacts of UE tracking issue, i.e. if frequent change of transport layer identifiers are needed, or encryption of application layer data is sufficient.  
6.y.3
Impact on existing entities and interfaces
No new interface is required. The identity provisioning aspects of 6.y.2.1 could be either handled with mechanism out of scope of 3GPP, e.g. pre-configuration, stored in USIM, or provisioning via PC3.

Enhancement of the MME or HSS may be necessary to handle different UE identifiers, depending on the options chosen. 

6.y.4
Topics for further study

Editor's Note: Topics for FFS will be collected for this particular functionality.
6.y.5
Conclusions

The solution documents the architecture enhancement options for UE privacy protection for V2X. Which option, or which combination of the options to be adopted will be decided in normative phase based on SA1 and SA3 feedback.  
************* Next change *******************

7
Conclusions


The solutions should proceed to normative phase based on the conclusions of each solution clause.

************* End of changes *******************
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