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Abstract of the contribution: This discussion paper proposes Lawful Interception requirements for a User plane function deployed in a third party environment.
1
Introduction

 Future deployments of the User plane function in a third party environment offer blade-level resource management allowing vendors and operators to dynamically scale their architectures as needed.  This flexibility with resource management may have impacts on Lawful Interception (LI).  Based on TS 33.106 clause 5.2.1.3, only authorized personnel can be aware that an intercept function has been activated on a target. No indication shall be given to any person except authorized personnel that the intercept function has been activated on a target. To be effective, interception must take place without the knowledge of any party to the communication.
2
Discussion
The scenario where a User plane function has been deployed in a third party environment potentially impacts LI as the security and operational integrity of LI functions cannot be guaranteed (e.g., LI interworking to X3).  The use of the UE’s permanent identities (e.g., IMEI, IMSI, IP address) will not be forwarded to the User plane function.  There will need to be an ID that is correlated to the UE's permanent ID in the Control plane function for a User plane function hosted in a third party environment to protect the subscriber’s privacy and allow for Lawful Interception.
3
Proposal
OTD proposes the use of a temporary identity for the UE’s session between the Control plane function and User plane function hosted in the third party environment.  This temporary identity (e.g., TEID) could be used to correlate the UE's permanent ID in the Control plane function with a temporary identity in the User plane function hosted by a third party. 
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