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Abstract of the contribution: this contribution proposes the evaluation and conclusion for the lawful interception related functionality based on the LS back from SA3-LI.
Introduction
SA3-LI WG has responded to the LS regarding the legal interception solutions in the CUPS TR. The LS does not give a preference on one of the two alternatives but provides several arguments which can be used for the evaluation and conclusion.
Discussion

1. Consideration of third party operated user plane function scenario
SA3-LI WG have a strong concern about the deployment scenario wherein the user plane function is under control of a third party and point out two requirements which need special attention for such scenarios:

· Non-detectability – the approach of using a packet duplication capability in the user plane function through a separate port can be detectable to the third party's network operations staff.
· The security and operational integrity of LI functions in the user plane function such as LI interworking (to X3) or LI specific security arrangements can't be guaranteed when deployed in a third party environment.
It is further commented that both solution 1 and solution 2 cannot fulfil these requirements. Hence, SA2 should remove this deployment scenario.

Proposal 1: The deployment scenario that a user plane function can be operated by the third party should be ruled out.

2. Evaluation of solutions for LI functionality 
SA3-LI WG commented that a dedicated Sx-LI interface would be required for activation/deactivation of duplication which is segregated from the Sx due to LI non-detectability requirements. This Sx-LI interface can also be used for the transfer of the duplicated user packet information to the CP function.
SA3-LI WG expects that existing LI correlation capabilities can be re-used for correlation between information carried over X2 and X3 in both solutions.

Further comparison criteria are given in the following table to evaluate solution 1 and solution 2:
	
	Pros
	Cons

	Solution 1 (CP based solution)
	· Similar number of X3 interface as today;
	· Packets have to be transferred to CP function first which increases their transfer delay;
· QoS for LI reporting is required to be 100% (i.e. loss of packets is not acceptable), in case of CP function overload the LI traffic forwarding must be maintained at the possible expense of other network functions, potentially impacting network operations supported on the control plane function;
· Forwarded user plane traffic may utilize significant CP function resources depending on the number of intercepts and the bandwidth of the user plane traffic of each LI target;

	Solution 2 (UP based solution)
	· Packets can be directly transferred to LI entity;
	· Potentially higher number of X3 interfaces than today;


Proposal 2: it is proposed to consider the evaluations above for the conclusion on one of the solutions.
3. Conclusion 
The fundamental issue of the CP function based solution (i.e. solution 1) is the impact of the forwarded user plane traffic on the CP function. Significant CP function resources (depending on the number of intercepts and the bandwidth of the user plane traffic of each LI target) may be required and the CP function could get into an overload situation. Due to the SA3 LI requirements on QoS for LI reporting (i.e. loss of packets is not acceptable), the LI traffic forwarding must be maintained at the possible expense of other network functions, potentially impacting network operations supported on the CP function.
The only issue of UP based solution (i.e. solution 2) is the potentially higher number of X3 interfaces, since more user plane functions will be deployed than centralized control plane functions.

Proposal

It is proposed to agree to the proposals in the discussion part and to add the following texts into TR 23.714.
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6.1.1.12.X
Evaluation
A dedicated Sx-LI interface is required for activation/deactivation of duplication which is segregated from the Sx due to LI non-detectability requirements. This Sx-LI interface can also be used for the transfer of the duplicated user packet information to the CP function.

Existing LI correlation capabilities can be re-used for correlation between information carried over X2 and X3 in both solutions.

Further comparison criteria are given in the following table to evaluate solution 1 and solution 2:
Table 6.1.1.12.X-1: Evaluation criteria
	
	Pros
	Cons

	Solution 1 (CP function based solution)
	· Similar number of X3 interface as today;
	· Packets have to be transferred to CP function first which increases their transfer delay;

· QoS for LI reporting is required to be 100% (i.e. loss of packets is not acceptable), in case of CP function overload the LI traffic forwarding must be maintained at the possible expense of other network functions, potentially impacting network operations supported on the control plane function;
· Forwarded user plane traffic may utilize significant CP function resources depending on the number of intercepts and the bandwidth of the user plane traffic of each LI target;

	Solution 2 (solution with X3 at UP function)
	· Packets can be directly transferred to LI entity;
	· Potentially higher number of X3 interfaces than today;


6.1.1.12.Y
Conclusion
The fundamental issue of the CP function based solution (i.e. solution 1) is the impact of the forwarded user plane traffic on the CP function. Significant CP function resources (depending on the number of intercepts and the bandwidth of the user plane traffic of each LI target) may be required and the CP function could get into an overload situation. Due to the SA3 LI requirements on QoS for LI reporting (i.e. loss of packets is not acceptable), the LI traffic forwarding must be maintained at the possible expense of other network functions, potentially impacting network operations supported on the CP function.

The only issue of the solution with X3 at UP function (i.e. solution 2) is the potentially higher number of X3 interfaces, since more user plane functions will be deployed than centralized control plane functions. 
It is therefore concluded to base the normative work on the solution with X3 at UP function (i.e. solution 2).
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