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Discussion
Currently the Packet Flow Description for sponsored data uses 5-tuple or URL. During operational practices the method related to these descriptions have been proved some limitation or inflexibility. For example, the URL method can not work under encrypted traffic(HTTPS/TLS), the URL length exceeds the processing capability of PCEF/TDF, some UE generates fake URL to deceive PCEF/TDF for stealing traffic fee.
If the UE can tell PCEF directly what the service is in the traffic flow, it will be simple for PCEF to identify the traffic flow with the right sponsored service and then place correlative charge policy. Below is the main mechanism for this solution:

· When the UE needs to initiate some service related to some sponsor, it adds service token extension in HTTP request or HTTPS handshake. This may be done through app client developed by sponsor. In this service token extension, service ID, timestamp and authentication data are included. Service ID describes the the identification of the sponsor and its services . Timestamp is the current NTP Time on UE. Authentication data is generated by hashing algorithm with service ID, timestamp and secrete key as input. Before initiating HTTP request or HTTPS handshake, the UE gets the service ID and it’s corresponding secret key from the sponsor by some ways, e.g. app client in UE communicates with server of sponsor.
· When receving the service token extension in HTTP request or HTTPS handshake from UE, PCEF/TDF shall find the secret key correlated to the received service ID in service token. This may be done by preconfiguration in PCEF/TDF or by consulting outside storage.The PCEF/TDF shall generate the authentication data by hashing algorithm with received service ID, timestamp, and secrete key found, then compare it with the authentication data received in the service token extension from UE. If both the service ID and authentication data matched, PCEF/TDF shall charge the traffic with sponsor data service. If not, PCEF/TDF shall charge the traffic according to its local policies.
To keep with consistency of existing detecting mechanism of 5-tuple or URL, the packet flow description needs to be enhanced to contain service ID and correlated secret key. 
Proposal

Based on the above discussion for service token method, it is proposed to add Solution#11 as follows.
* * * 1st Change * * * *

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Sponsored data related rule: It includes 1) the PFD information identifying sponsored data packets, 2) correlation identifier, 3)charging key.

Sponsored data related information: It includes the 1) correlation identifier, 2) charging key.

SDC information: The information of sponsored data connectivity defined in clause 5.2.1 in TS 23.203.

Sponsored data service: Consuming some certain kind of traffic for free.
Application Service Provider: the business entity that provides the service. See TS 23.203.
Packet Flow Description: A template to enable detection of IP-flows to identify a service provided by an ASP. The template includes, for example, a 3-tuple including protocol, server side IP address and port number or the significant parts of the URL to be matched, e.g. host name, or service ID and its secret key for validity checking.
Sponsor: The business entity taking all or part of the cost of the connectivity. The sponsor has a business relationship with the MNO. The Sponsor may restrict usage to certain users. See TS 23.203.

Sponsored Data Connectivity Information: It consists of a) the identification of the sponsor and b) the identification of the Application Service Provider (ASP) and its applications (Application Identifier(s) and optionally c) a usage threshold to limit the amount of data or time  the user connectivity is sponsored. See TS 23.203, clause 6.2.1 for the definition of sponsored data connectivity information.
Service ID: It describes the the identification of the sponsor and its services. It needs to be send to UE by sponsor before UE starting services.
Secret key:It is a key shared between sponsor and UE, and also between sponsor and operator. It is used to generate the authentication data to against service ID deceiving by some UE. The specification of the hashing algorithm is also include in it. It needs to be send to UE by sponsor before UE starting services.
Service token extension: It is a head extension in HTTP request or HTTPs hello. It contains service ID, timestamp and authentication data. UE puts service token extension in its traffic, After detecting the extension in UE’s traffic, PCEF/TDF checks the validity of the contents in extension.
Authentication data: It is generated by hashing algorithm with service ID, timestamp and secret key as input on both UE and PCEF/TDF. At UE side, the timestamp is current NTP Time. For checking validity, the PCEF/TDF generates Authentication data and compare with the one received in service token extension from UE.
example: text used to clarify abstract rules by applying them literally.

* * * 2nd Change * * * *

6.11  Solution #11: Service ID and Authentication based solution-Key Issue 2&3

6.11.1 Solution Description
6.11.1.1 General description of the solution
This solution resolves both key issue 2 and 3. The method of this solution is to let PCEF/TDF to check the validity of service ID and its related authentication informations in service token extension transferred by UE in HTTP/HTTPS traffic, and place the corresponding charging key for sponsored traffic.

This solution uses the solution #7 to manage sponsored data connectivity information inside the operator’s network,The PDF of the sponsored service is enhanced to contains service ID and its secret key for validity checking.
6.11.1.2
Procedures

Preconfition:

· Before initiating application communication, the UE needs to communicate with server of sponsor to get the service ID and its secret key. The detail is outside the scope of 3GPP.
· When initiating the HTTP request/ or HTTPS handshake, UE adds service ID, timestamp and generated authentication data in service token extension.
The procedures are same as in solution 7, with the additional procedures below:
· If the service token extension is in the traffic, the PCEF/TDF extract the PFD by the service ID in received service token extension.
· Before correlate the PFD with its charging key and corresponding sponsored data related information, the PECF/TDF need to check validity of service ID send from UE by generating the authentication data and compare it with the one from UE. If check failed, it means the traffic is not sponsored.
6.11.2 Impacts on existing nodes and functionality
Besides the impacts listed in solution 7, the following is specified for this solution:

SDC Functionality: 
-
It shall be able to search for the sponsored data related information based on the service ID in PDF information from PCEF/TDF;
PCEF/TDF: 

-
Detect the service token extension in HTTP/HTTPS traffic from UE, extract the related PDF with the service ID in the extension.
-  Find the secret key correlated to the received service ID from the PFD, and generate the authentication data by the secret key, service ID and received timestamp from UE.
-  Check the validity by comparing generated authentication data with the authentication data received in the service token extension from UE.
UE: 

-
Communicate with sponsor to get service ID and its secret key. This is outside 3GPP.

-  Add service ID, timestamp and generated authentication data in service token extension in HTTP request or HTTPs handshake when initiate service communication. Generally this could be done by APP client in UE.
6.11.3 Solution evaluation
Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause. 
This solution revolves key issue2&3. It support detection both encrypted & unencrypted traffic by uniform service token method. It utilizes enhanced PFD and solution #7 to manage sponsored data connectivity information to keep the consistency of detecting mechanism of 5-tuple or URL, which means it can merge with 5-tuple or URL solution.
* * * End of Change * * * *
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