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Abstract of the contribution: This contribution proposes a solution for efficient support of infrequent small user data transfer with minimal network and UE impacts in the Next Generation System Architecture.
Introduction
This contribution proposes a solution that applies for key issue 4 on WT 3 “Efficient infrequent small data transfer” of the session management.

To handle infrequent small traffic volumes from UE initiated small data applications the next generation system should be able to support it in an efficient way. Efficient support of the small user data treats data units independently since each data unit contains all information required for routing and transfer. As a result, it allows interoperating directly with external networks without the need to involve session management to establish connections when small portions of data traffic have to be transferred. It can bring benefits in terms of network resource consumption, signalling overhead, and UE power efficiency. 
Some aspects related to support of small user data transfer have been already highlighted in the current and previous 3GPP technical reports and specifications (in the context of MTC, NB-IoT, CIoT). Within the Next Generation System framework further enhancements to cope with massive amount of infrequent small user data units are required. 
In particular, a connection-less Small Data Service (SDS) is introduced to support transfer of infrequent small Protocol Data Units (PDU) between a UE and the Service Capability Server (SCP)/Application Servers (SCS/AS) of the Service Provider (SP) or 3rd party. 

Proposal

The contribution proposes a solution for efficient support of infrequent small user data based on connectionless communication that does not require involvement of session management framework. It is proposed to add the following solution into TR 23.799.
* * * Start of changes * * * *

6.4.x
Solution 4.x –Infrequent small data transfer
This solution applies to Key Issue 4: Session management, specifically on efficient infrequent small data transfer, which is not required the session to be established. 
6.4.x.1
Architecture description

For carrying infrequent small amount of data units in an efficient way which can reduce the allocation of the network resources, the connection-less small data service (SDS) that does not require a session set up is introduced. The SDS is a service that transfers messages between a UE and Service Provider (SP) or 3rd party. The SDS-PDU is self contained with all required information to deliver it to its destination. The source and destination IDs in SDS-PDU are assumed in the form of URIs. Encoding of E.164 numbers should be possible to support SMS transfer. Each SDS-PDU is e2e integrity protected. 
NOTE 1: The mechanisms for e2e protecting the SDS-PDU are to be determined by SA3. 

Figure 6.4.x.1 shows the entities that are involved in mobile originated (MO) and mobile terminating (MT) SDS message handling for transfers between a UE and an application server or a Service Capability Server (SCS) in non-roaming scenarios. Message Handling Functions (MHF) are introduced in the network to verify and route small data messages based on the source and destination IDs. The MHF does not need to keep context information related to users. The integrity of small data messages has to be verified, for example by a MHF. To verify the integrity of a message the MHF can get the required security material from the Credential Repository. For instance, the Repository may hold certificates that contain credential data. That is, integrity protection can be done without context information stored in the network, e.g., in the form of a signature that would allow any entity on the path (e.g. Serving MHF) to check the authenticity of the SDS-PDU once this entity has access to the data (e.g. credentials in the Repository) necessary for validating the integrity protection, which is for SA3 to define, e.g. using a public key infrastructure.
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Figure 6.4.x.1-1 Architecture model for the Small Data Service – non-roaming case 
6.4.x.2
Function description

The uplink transmission procedure for a scenario where the MO SDS-PDU is forwarded to a SCS/AS is illustrated in Figure 6.4.x.4. 

Editor’s note: Other procedures covering, e.g. DL case, are FFS. 
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Figure 6.4.x.4.2-1 Uplink small data transmission procedure
1. The application of the UE requests the transfer of the SDS-PDU. 
2. The UE requests radio resources and transmits the SDS-PDU to a Serving MHF. Since there is no need for the serving MHF to keep any UE or MM context it is not required to forward the SDS PDU to a specific Serving MHF. When transferring between the UE and the Serving MHF, the RAN is assumed to provide an efficient radio transport means for the SDS PDU and maintains a short lived association with the UE so that the UE remains reachable for receiving an acknowledgment for the SDS-PDU transfer if requested. The association is established at the time when the RAN node receives the uplink SDS-PDU. 

Editor’s Note: It is FFS how the RAN processes the SDS-PDU and maintains an association with the UE, and whether it is always required UE to be reachable for acknowledgements. 

3.
The serving MHF needs to verify the integrity of the SDS-PDU. The Serving MHF checks whether it stores credentials for the sender address of the SDS-PDU. If not, the Serving MHF fetches the credential information for that sender address from the Credential Repository. If the credential for the sender is not ok, the Serving MHF sends a Reject to the UE. 
4.
The Serving MHF determines a Gateway MHF from address information of the SDS-PDU header and forwards the SDS-PDU to the Gateway MHF. 

5. 
The Gateway MHF determines the SCS/AS address from the receiver address in the SDS-PDU and forwards the SDS-PDU to the SCS/AS. The Gateway MHF may verify the SDS-PDU integrity before forwarding it (e.g. in a scenario when SDS-PDUs come from external MHFs).

6. 
On receiving the SDS-PDU the SCS/AS may verify the SDS-PDU integrity. The SCS/AS returns an acknowledgement to the Gateway MHF to confirm the SDS-PDU transfer if an acknowledgement is requested.

7.
If an acknowledgement is requested, the Gateway MHF sends it to the Serving MHF.

8.
The Serving MHF forwards the acknowledgement to the UE.

9.
The UE confirms the SDS-PDU transfer to the application. 
6.4.x.3
Solution evaluation

Editor's Note: This clause will contain evaluation on the system impacts, e.g., UE, access network and non-access network.
 * * End of changes * * * *
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