SA WG2 Temporary Document

Page 1

SA WG2 Meeting #S2-114
S2-161579
11 - 15 April  Sophia Antipolis, France 
(revision of S2-161579)
Source:
Nokia, 
Title:
Update to Solution 19 to Clarify the UE identifier used during emergency  establishment for unauthenticated UEs with USIM (S2a/S2b)
Document for:
Discussion/Approval
Agenda Item:
6.5
Work Item / Release:
FS_SEW/Rel-14
Abstract of the contribution: This contribution resolves editor’s note related to the UE identifier to be used during EAP authentication for unauthenticated UEs with USIM.
Introduction

23.401 (section 4.3.12) distinguishes 4 cases for the support of emergency services.

1. Valid UEs only. No limited service state UEs are supported in the network

2. Only UEs that are authenticated are allowed. These UEs must have a valid IMSI. These UEs are authenticated and may be in limited service state [in TWAN case this corresponds to an UE that is not allowed to get TWAN access from the VPLMN]
3. IMSI required, authentication optional. These UEs must have an IMSI. If authentication fails, the UE is granted access and the unauthenticated IMSI retained in the network for recording purposes. The IMEI is used in the network as the UE identifier. IMEI only UEs will be rejected (e.g., UICCless UEs)

4. All UEs are allowed. Along with authenticated UEs, this includes UEs with an IMSI that cannot be authenticated and UEs with only an IMEI. If an unauthenticated IMSI is provided by the UE, the unauthenticated IMSI is retained in the network for recording purposes. The IMEI is used in the network to identify the UE.
For case 3, and case 4 it is stated that the IMEI is used in the network as the UE identifier. The IMSI for an unauthenticated UE is retained as well for recording purposes only 
All solutions in the TR covering case 3 must then ensure that IMEI is retrieved from the UE to comply with the above. Thus the Network has in this case to get both the IMSI and IMEI and to use the IMEI to identify the UE (over GTP-C, etc…)
For the so-called case 3., there is the issue of what happens when the UE that has got an IMSI (a SIM), tries to authenticate but there is a failure for any reason (e.g. there is no WLAN Roaming  agreement between the VPLMN and the HPLMN, or no connectivity between these PLMN due to some failure).

Step 0 ) The UE sends an EAP-AKA(‘) request with NAI =  IMSI@HPLMN (the NAI as currently defined in 23.003) and there is some issue to authenticate the UE

In that case there is the choice between 2 alternatives: 
· alternative 1) : The network rejects the request step1) and (Step2) the UE tries to issue another request with NAI = IMSI@specific-domain (as described in solution 19): the UE knows that it is un-authenticated and that the MSK is determined based on a specific algorithm, OR
· alternative 2) The network tries to honour the request (the network sends an EAP-Success even though there is an authentication failure) Thus EAP-AKA’ authentication fails, but the AAA should issue a MSK. 
-
Another (less important) issue is that  the UE needs to be made aware that it is a specific case and that the MSK is determined based on a specific algorithm not taking into account an EAP-AKA(‘) procedure.. 
The alternative 1) is proposed  due to the issues raised by alternative 2. Furthermore alternative 1 allows the operator to have a specific AAA server for Case 3. and case 4.): otherwise any AAA proxy would have to support the specific behaviour of supporting the case 3., e.g. determining the MSK without leveraging the output of a successful EAP-AKA(‘).
Proposal

It is proposed to update 23.771 as follows:

**** First Change ****

6.19
Solution 19: Support of emergency services for un-authenticated UE
6.19.1
Overview 
This solution is intended to apply to Key issue 8 and thus to SEW phase 2.

The solution assumes the TWAN / ePDG  supports emergency services.
23.401 distinguishes 4 cases for the support of emergency services.

1.
Valid UEs only. No limited service state UEs are supported in the network

2.
Only UEs that are authenticated are allowed. These UEs must have a valid IMSI. These UEs are authenticated and may be in limited service state [in TWAN case this corresponds to an UE that is not allowed to get TWAN access from the VPLMN]
3.
IMSI required, authentication optional. These UEs must have an IMSI. If authentication fails, the UE is granted access and the unauthenticated IMSI retained in the network for recording purposes. The IMEI is used in the network as the UE identifier. IMEI only UEs will be rejected (e.g., UICCless UEs)
4.
All UEs are allowed. Along with authenticated UEs, this includes UEs with an IMSI that cannot be authenticated and UEs with only an IMEI

This solution covers cases 3 and 4 above (UE without IMSI and UE with IMSI that cannot be authenticated). “case 3” and “case 4” within the solution refer to the cases above.
Current procedures allowing an UE to attach to a TWAN rely on the UE and the TWAN exchanging information via the 3GPP AAA server e.g. allowing the UE and the TWAN to:

· Negotiate the Connection Mode (SCM/MCM) and in MCM provide the UE with information on how the address the TWAG over WLCP

· In SCM exchange the parameters of the PDN connection (requested IP version, allocated IP address, etc…) 

· Etc…

This is because as long as the access has not been granted to the UE on the WLAN AN (AP) the only way for the UE to communicate with the EPC is via EAP signalling (and in SCM it is the only way for the UE to communicate with the TWAN at all)

The solution for un-authenticated UE relies on the same mechanism than for the case of authenticated UE i.e. a 3GPP AAA server is involved even though no authentication is to take place. This renders the case of unauthenticated access to a TWAN for emergency services similar to the case of authenticated access to a TWAN for emergency services from UE, WLAN AN (AP) and TWAN view point.

This allows the UE and the network to exchange parameters they exchange via EAP-AKA’ in case of a regular authentication (e.g. request from the UE for an IP version in SCM ; TWAN control plane address in MCM).  

The access to an ePDG (in case 3. and 4. above) relies on the same mechanisms i.e. a 3GPP AAA server is involved even though no authentication is to take place. This renders the case of unauthenticated access to an ePDG for emergency services similar to the case of authenticated access to an ePDG for emergency services from UE, AAA and ePDG view point.
For an UE that needs to set-up an EPC access over WLAN in order to issue an emergency session, when it receives from the authenticator a request to provide its identity (as part of an EAP-Identity request),

· (case 4) When the UE has got no credential to access to the EPC (the UE has got no USIM), the UE sends a specific identity that supports the NAI format and that is built based on its IMEI and on a specific realm dedicated to the support of emergency services within 3GPP networks.

· (case 3) When the UE has got credentials (USIM) but knows it can’t get authenticated (a previous  authentication attempt has failed), the UE sends a specific identity that supports the NAI format and that is built based on its IMSI and on a specific realm dedicated to the support of emergency services within 3GPP networks. As the network has to identify the UE via its IMEI, the network (ePDG, AAA server) shall request the IMEI of the UE to be able to store the association between the IMSI and the IMEI and to then identify the UE by its IMEI within the network.

· 

This request is routed, based on the realm of the NAI, to a specific 3GPP AAA server function that, in networks where such kind of access for emergency services is allowed, always grants access but provides specific authorization data that allow network access only for emergency services. This solution works only when the WLAN AN is capable of resolving the specific realm dedicated to the support of emergency services within 3GPP networks.


· 
· 

Apart from exceptions related with the absence of authentication and with the computation of the MSK, the EAP-AKA’/ EAP-AKA and AAA procedures take place as in the case of a regularly authenticated UE.  Each of the UE and of the AAA server locally computes the MSK.. The AAA procedure provides the TWAN / ePDG with the MSK (Master Session Key) to be used for security on the radio interface. The MSK is determined based on a different formula than in case the UE is actually authenticated
6.19.2
Detailed solution for a TWAN access

6.19.2.1 
Emergency session over TWAN for an UE with USIM but that but can’t get authenticated (case 3)
For the case where the UE has got an USIM but knows it can’t get authenticated (the local network does not have a AAA relationship (direct or indirect) with the HPLMN of the UE and thus cannot proceed with the authentication of the UE), the UE creates a NAI with the same specific realm than in case of an UE without USIM but uses an IMSI (and not an IMEI) in the user name part of the NAI provided as an answer to an EAP-Identity initiated by the authenticator.


This corresponds to an UE with an USIM that needs to set-up an emergency session but does not find any suitable WLAN network allowing it to get authenticated by its HPLMN or whose authentication request has been previously rejected by the network . 

The rest of the procedure is the same than the procedure for a SIMless UE apart following points 

· As the network has to identify the UE via its IMEI, the dedicated  3GPP AAA server shall get the IMEI of the UE in that case and provide it to the TWAN in order for the TWAN to store the association between the IMSI and the IMEI and to then identify the UE by its IMEI within the network.

· the IMSI is used instead of the IMEI to derive the MK and thus the MSK as described in section 6.19.2.3). 

6.19.2.1 
Call flow for an emergency session over TWAN in SCM in case of an un-authenticated UE 

The behaviours that are specific to the solution are underlined and correspond to differences with Annex A.2-1 of TS 29.273.
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Figure 6.19.2.1: TWAN Access for SCM –Unauthenticated emergency session

1.
A connection is established between the UE and the TWAN, using a specific procedure based on IEEE 802.11.

2.
The TWAN sends an EAP Request/Identity to the UE.
3.
The UE sends an EAP Response/Identity message to the TWAN. The identity being provided:

· supports the NAI format: The identity shall take the form of a NAI, and shall have the form username@realm as specified in clause 2.1 of IETF RFC 4282 

· contains the IMEI in the user part (SIM less UE i.e. case 4) (or the IMSI in case of an UE with a SIM that can determine it can’t get authenticated i.e. case 3) 
· contains a specific domain for unauthenticated emergency access in the realm part of the NAI. This domain indicates the support of unauthenticated emergency services for 3GPP terminals. This domain/realm is to be defined by 3GPP (e.g. in 23.003). 

4.
When local policies (related with local regulations) allow unauthenticated emergency sessions, the TWAN forwards the EAP payload received from the UE to the 3GPP AAA Server serving the specific domain for unauthenticated emergency access and also indicates the supported TWAN connection modes in the DER message.
This dedicated 3GPP AAA server shall be located in the same country than the TWAN. No AAA entity in the “HPLMN” can be contacted as the UE has got no USIM and thus the local network cannot determine a HPLMN for the UE. 
When local policies (related with local regulations) do not allow unauthenticated emergency sessions, no AAA server can be contacted for the domain for unauthenticated emergency access
5.
Void (no retrieval of authentication information from the HSS)

6.
The 3GPP AAA Server sends an EAP Request/AKA’-Challenge in which it indicates to the UE the TWAN connection modes supported by the network (e.g. TSCM, SCM and MCM) and that this is an access for limited service with no authentication. The Result-Code AVP in the DEA message is set to DIAMETER_MULTI_ROUND_AUTH. The TWAN-S2a-Connectivity Indicator is not set in the DEA-Flags AVP. In case 3 (IMSI available but not possible to authenticate it), the 3GPP AAA Server shall request the IMEI from the UE (via EAP) and pass it in a further STa message to the TWAN. The 3GPP AAA server detects that case 3  applies when the NAI identifying the UE contains the IMEI in the user part and the specific domain for unauthenticated emergency access in the realm part of the NAI
7.
The TWAN forwards the EAP payload to the UE. The UE shall not try to authenticate the network 
8.
The UE sends the EAP Response/AKA’-Challenge in which it indicates the requested connection mode. If the UE requests SCM, the UE also indicates the requested parameters for the session: indicator of an emergency service, the PDN Type (no APN is provided in the case of an access for emergency services), the PDN type  (IPv4 or IPv6), Initial Attach/Handover indication and/or PCO.

9.
The TWAN forwards the EAP payload to 3GPP AAA Server.

10.
Void.(no check that the UE has sent a correct answer to the AKA challenge and no retrieval of authorization data). The 3GPP AAA server bypasses usual authorization checks (e.g. against subscribed APNs, against locations where the UE may request a non 3GPP access to EPC, against whether the user has a non-3GPP access subscription, etc). 

11.
In the case of this figure the 3GPP AAA Server authorizes the SCM for EPC access for the UE. The 3GPP AAA Server includes the UE requested parameters for the session (PDN type, Initial Attach/Handover indication and/or PCO) together with an indicator of emergency service (already mentioned in solutions for TWAN access in case of authenticated UE),  in the DEA message with the Result-Code AVP set to DIAMETER_MULTI_ROUND_AUTH. The 3GPP AAA Server also sets the TWAN-S2a-Connectivity Indicator in the DEA-Flags AVP to request the TWAN to proceed with the establishment of the S2a connectivity. The TWAN does not take into account any APN received from the UE but uses its Emergency Configuration data to determine the PDN GW to contact to set up the PDN connection

12.
The TWAN sends a Create Session Request/PBU message to the PDN GW to initiate the S2a tunnel establishment. As the TWAN has received from the AAA server an indicator of emergency service, the TWAG shall establish a PDN connection for emergency services. The TWAG provides the IMEI as UE identity . It also indicates that the identity has not been authenticated.
13.
The PDN GW informs (S6b Authorization Request) the 3GPP AAA Server of its PDN GW identity and the APN corresponding to the UE's PDN Connection and of the Permanent User Identity (NAI with the specific domain for unauthenticated emergency). The AAA Server authorizes the request for an emergency PDN connection without any further check,

Editor’s Note: Whether the S6b procedure applies in case of an Unauthenticated Emergency session is FFS (related with the choice on solution 17)
14.
The PDN GW returns a Create Session Response/PBA message to the TWAN, including the IP address(es) allocated for the UE.
15.
The TWAN includes the provided Connectivity Parameters received from the PDN GW and sets the TWAN-S2a-Connectivity Indicator in the DER-Flags AVP in the DER message to the 3GPP AAA Server. The 3GPP AAA Server ignores the EAP payload included in the DER message.
16.
The 3GPP AAA Server includes the PDN connectivity parameters in the AKA’-Notification and sends the DEA message to the TWAN. The Result-Code AVP in the DEA message is set to DIAMETER_MULTI_ROUND_AUTH. The TWAN-S2a-Connectivity Indicator is not set in the DEA-Flags AVP.
17.
The TWAN forwards the EAP payload to the UE. 
18-19. The UE responds with an EAP-RSP/AKA’-Notification message that the TWAN forwards to the 3GPP AAA Server. 
20-21. The 3GPP AAA Server sends an EAP Success message that the TWAN forwards to the UE. The Result-Code AVP in the DEA message is set to DIAMETER_SUCES
6.19.2.2 
Call flow for an emergency session over TWAN in MCM in case of an UE without USIM

The behaviours that are specific to the solution are underlined and correspond to differences with Annex A.3-1 of TS 29.273.
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Figure 6.19.2.2: TWAN Access in MCM –Unauthenticated emergency session
1.
Steps 1. to 10. are as in Figure 6.19.2.1
11.
 In the case of this figure the 3GPP AAA Server authorizes the MCM for EPC access for the UE. The 3GPP AAA Server includes the information required for the MCM in the AKA'-Notification as specified in 3GPP TS 24.302 (NSWO authorization set to “UE is not authorized to use NSWO”, TWAG control plane address). The AAA servers sends a DEA message to the TWAN that contains this AKA'-Notification together with an indicator of an emergency service, The Result-Code AVP in the DEA message is set to DIAMETER_MULTI_ROUND_AUTH. The TWAN-S2a-Connectivity Indicator is not set in the DEA-Flags AVP.
12.
The TWAN forwards the EAP payload to the UE. 
13-14. The UE responds with an EAP-RSP/AKA'-Notification message that the TWAN forwards to the 3GPP AAA Server. 
15-16. The 3GPP AAA Server sends an EAP Success message that the TWAN forwards to the UE. The Result-Code AVP in the DEA message is set to DIAMETER_SUCCESS. The DEA message also indicates to the TWAN the selected connected mode (MCM), no user's subscription information, that the user is authorized for EPC but not for non-seamless WLAN offload, and the WLCP key for WLCP signalling protection.
Based on the fact that the session is for emergency services, the TWAG allocates an IPv4 address or an IPv6 prefix to the UE (allowing the UE to exchange WLCP signalling with the TWAG) but as non-seamless WLAN offload is not allowed, the TWAG sets policies to only allow traffic related with WLCP signalling. 

The UE subsequently initiates using WLCP the establishment of a PDN connection to access emergency services. As the TWAN has received from the AAA server an indicator of emergency service (in step10), the TWAG shall only accept WLCP requests from the UE for a PDN connection for emergency services. The TWAG uses its locally configured Emergency Configuration Data (instead of using the connectivity parameters provided by the UE) to determine the parameters of the PDN connection to establish.


6.19.2.3 Determination of the MSK in case of an un-authenticated UE

NOTE: 
The content of this whole section is only informative as it corresponds to work to be done by SA3.

In the case of a regularly authenticated UE, the UE and the 3GPP AAA server locally determine a MSK based on a Key derivation function defined in IETF RFC 5448 . This Key derivation function uses as input the NAI as well as the output of the EAP-AKA’ procedure. This MSK is passed from 3GPP AAA server to the TWAP and then to the WLAN AN. In IETF RFC 5448 the key derivation is done as follows: ”MK is derived and used as follows:
MK = PRF'(IK'|CK',"EAP-AKA'"|Identity) (PRF= pseudo-random function defined in RFC 5448)

K_encr = MK[0..127], 

K_aut  = MK[128..383], 

K_re   = MK[384..639], 

MSK    = MK[640..1151]"
In the case of an un- authenticated UE, the UE and the 3GPP AAA server also determine locally a MSK. This MSK is passed from 3GPP AAA server to the TWAP and then to the WLAN AN and allows the usage of an un-modified WLAN AN.
The difference with MSK determination for regular 3GPP access (per IETF RFC 5448) is that the ciphering keys CK’/IK’ output of the AKA based authentication process cannot be used as there is no authentication in case of un-authenticated access to EPC. 

Thus in case of an un-authenticated UE, the  MK is derived and used as follows:
· MK = PRF'("EAP-AKA'"|Identity) with Identity based on what the UE has provided over EAP:  IMEI (SIMless access, case 4) or IMSI (UE with SIM but no possibility to authenticate it, case 3)

· K_encr, K_aut, K_re and MSK are determined based on MK as described in IETF RFC 5448







6.19.3
Detailed solution for Untrusted WLAN access

6.19.3.1 
Overview



1. 
2. 
3. 
4. 

Refer to section 6.19.1
6.19.3.2 
UE without IMSI and UE with IMSI that cannot be authenticated

This section describes the unauthenticated Emergency Attach procedure on S2b. This is used by UE that

· do not have an USIM (i.e. UICCless UEs) case 4.
· have an IMSI but failed to authenticate with the network (e.g. because no local VPLMN  has ePDG  roaming agreement with the HPLMN of the UE) or know they can’t get authenticated, case 3
Unauthenticated Emergency Attach procedure is similar to initial attach for emergency services over GTP based S2b procedure in TS 23.402[7] clause 7.2.5, with the following differences:
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Figure 6.19.3: Unauthenticated Emergency attachment in WLAN on GTP S2b

-
Step 1:  as in step1 of 23.402 § 7.2.5. 
-
Step 2: as in step 2 of 23.402 [7] § 7.2.5 with following modifications:

-
The selection of the ePDG is described in another solution
-
During the IKE tunnel establishment procedure, the identity provided by the UE in IKE_AUTH message to the ePDG is determined according to the text describing step 3 of Figure 6.19.2.1 of 23.771 (this TR) using the same domain as described in 6.19.2.1 of 23.771.    When local policies (related with local regulations) allow unauthenticated emergency sessions, the ePDG forwards the EAP payload received from the UE to the 3GPP AAA Server serving the specific domain for unauthenticated emergency access. The 3GPP AAA server is in VPLMN in that case.

-
In case of “IMSI required, authentication optional” (the UE shall have an IMSI but may not get authenticated, case 3) the network has to identify the UE via its IMEI. Thus the ePDG shall get the IMEI of the UE in order  to store the association between the IMSI and the IMEI and to then identify the UE by its IMEI within the network. The IMEI is provided by the ePDG to the 3GPP AAA server. The ePDG detects that case 3  applies when the NAI identifying the UE contains an IMEI in the user part and the specific domain for unauthenticated emergency access in the realm part of the NAI
-
The SWm signalling may carry the enhancements for IMEI check described as part of another Solution 
-
. When the 3GPP AAA indicates to the ePDG that the UE’s Emergency Attach request is accepted, it does not send any subscription data for the UE. It provides a MSK determined as defined in § 6.19.2.3 of 23.771 (this TR)

If the ePDG is not configured to support Unauthenticated Emergency Attach the ePDG shall reject the Emergency Attach request.

-
Step 3: as in step 3 of 23.402 [7] § 7.2.5. but the IMEI is used as the identifier of the UE
-
Step 4: as in step 4 of 23.402 [7] § 7.2.5  but the IMEI is used as the identifier of the UE
-
Step 5: as in step 4 of 23.402 [7] § 7.2.5. but the IMEI is used as the identifier of the UE
Editor’s Note:  It is FFS whether this step is performed. It depends on the solutions of key issue #12 and 13 (Handover Active Emergency call).

-
Step 6-8. As in same steps  in clause 7.2.5 of TS 23.402 [7]
6.19.3.3 
Authenticated UE with no roaming rights (case 2)
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Figure 7.2.5-1: Initial attachment for emergency services over GTP based S2b (not modified, provided just for information)

Step2 of the procedure for attachment for emergency services over GTP based S2b is modified as follows (text in italics)

The UE provides an indication that the EPC access is for emergency services. The indication is used by the 3GPP AAA server to give precedence to this session in case of signalling congestion (over SWx) and to not carry out roaming and location checks for this UE. The indication is used by the ePDG to apply specific policies related with emergency PDN connection (e.g. stored in Emergency Configuration Data).


**** End of Changes ****
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2. IKEv2 Authentication and Tunnel Setup
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7. Completion of the Attach procedure as in Figure 



7.2.1-1, between steps (D) and (E)
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