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Discussion
Following procedures are necessary for the interactions between control and user plane functions. The procedures are described in a general way and can thus be applied between SGW-C and SGW-U, PGW-C and PGW-U as well as TDF-C and TDF-U.
1. Sx Management Procedures
1.1. Sx Setup Procedure
Since the user plane function may be added or removed dynamically in the system and there are considerably more user plane than the control plane functions, ideally the user plane function should initiate the connection to the control plane function, for the purpose of exchange of e.g. identities of the user plane function for communication, the features supported by user plane function, etc.
This requires that the user plane function is provisioned with the identities of the control plane functions e.g. FQDN or IP address so that it can connect to the control plane function when initiating this procedure.
NOTE: it is the operator’s policy which control plane functions are configured in a specific user plane function.

The procedure is always initiated by the user plane function and applied in the following situations:

-
User plane function power on;

-
User plane function restart;

-
User plane function detecting the control plane function failure;
Editor’s note: Whether there is a need/scenario for initiating the Sx Setup Procedure from the control plane function is FFS.
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Figure 1

The user plane function starts the procedure by sending a Sx SETUP REQUEST message (user plane function ID, features supported) to the control plane function. The control plane function responds with a Sx SETUP RESPONSE message (control plane function ID, node level reporting instructions). Node level reporting instructions indicate to the user plane function how reporting of node level events has to be done (e.g. load/overload status, time interval between two reports).
The exchanged Sx configuration data shall be stored in the respective node and erases any previously existing Sx configuration data in the two nodes and replaces it by the new one received.

When this procedure is finished, the Sx interface is operational and other Sx messages can be exchanged.
NOTE: The detailed information exchanged during Sx setup procedure can be specified in stage 3.
1.2. Sx Configuration Update Procedure
The purpose of the Sx Configuration Update procedure is to enable the control plane function to update Sx configuration data needed by the user plane function to interoperate correctly.


[image: image2.emf] 

  User   plan e   function  

S x  Configuration Update   REQUEST  

Control   plane function  

S x   Configuration Update   RESPON S E  


Figure 2
The control plane function starts the procedure by sending a Sx CONFIGURATION UPDATE REQUEST message (control plane function ID, node level reporting instructions) to the user plane function. The user plane function responds with a Sx CONFIGURATION UPDATE RESPONSE message (user plane function ID). Node level reporting instructions indicate to the user plane function how reporting of node level events has to be done. 

This procedure erases any previously existing Sx configuration data in the user plane function and replaces it by the new one received.
1.3. Sx Release Procedure
The Sx release procedure is initiated by the user plane function with the purpose of notifying the control plane function that it cannot provide services any longer (not partial failure), due to e.g. OAM reasons.
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Figure 3
The user plane function starts the procedure by sending a Sx RELEASE REQUEST message (user plane function ID) to the control plane function. The control plane function responds with a Sx RELEASE RESPONSE message. 
2. User Plane Session Management Procedures
2.1 General

User plane session management procedures are used during UE’s PDN connection (IP-CAN) / TDF session establishment, modification and termination procedures to control the functionality of user plane function defined in clause 6.1.1. 
The following user plane session management procedures exist: user plane session establishment procedure, user plane session modification procedure, and user plane session termination procedure. All of them are initiated by the control plane function.
Editor’s note: Additional procedures (or types of interaction) may be required and will be added when identified.
2.2 User plane session establishment procedure
The user plane session establishment procedure is used to create the initial state of a PDN connection (IP-CAN) / TDF session at the user plane function. 
During PDN connection establishment (i.e. during attach or UE requested PDN connectivity procedure), the user plane session establishment procedure is executed between SGW-C and SGW-U, PGW-C and PGW-U as well as TDF-C and TDF-U. The state information comprises the parameters for the default bearer of the PDN connection for SGW-U and PGW-U as well as IP-CAN/TDF session related parameters for PGW-U/TDF-U.
During SGW-U relocation, the user plane session establishment procedure is executed between SGW-C and the target SGW-U. The state information comprises the parameters for the default as well as every dedicated bearer of the PDN connection.
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Figure 4
The control plane function starts the procedure by sending a User Plane Session Establishment REQUEST message (control plane function ID, user plane session ID, list of parameters) to the user plane function. The user plane function responds with a User Plane Session Establishment RESPONSE message (user plane function ID, user plane session ID, list of response parameters). List of parameters contains the structured control information which defines how the user plane function needs to behave (e.g. Reporting Events, Bearer ID, Rule ID, Detection information, Measurement key, Measurement threshold). List of response parameters contains any information that the user plane function has to provide to the control plane function in response to the control information received (e.g. F-TEID in case of SGW-U or PGW-U).

2.3 User plane session modification procedure
The user plane session modification procedure is used to update the state of the existing PDN connection (IP-CAN) / TDF session at the user plane function. 
The user plane session modification procedure is executed between SGW-C and SGW-U as well as PGW-C and PGW-U during dedicated bearer activation procedure, bearer modification procedure, bearer deactivation procedure as well as UE requested bearer resource modification procedure. 
The user plane session modification procedure is also executed between PGW-C and PGW-U as well as TDF-C and TDF-U whenever IP-CAN/TDF session related parameters for PGW-U/TDF-U have to be modified.
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Figure 5
The control plane function starts the procedure by sending a User Plane Session MODIFICATION REQUEST message (control plane function ID, user plane session ID, list of parameters) to the user plane function. List of parameters contains the structured control information which defines how the user plane function needs to behave (e.g. Reporting Events, Bearer ID, Rule ID, Detection information, Measurement key, Measurement threshold).
The user plane function identifies the session to be modified indicated by the user plane session ID. Then, the use plane function updates the parameters of this user plane session according to the list of parameters sent by the control plane function.

The user plane function responds with a User Plane Session MODIFICATION RESPONSE message (user plane function ID, user plane session ID, list of response parameters). List of response parameters contains any information that the user plane function has to provide to the control plane function in response to the control information received (e.g. F-TEID in case of SGW-U or PGW-U in case of dedicated bearer establishment).

2.4 User plane session termination procedure
The user plane session termination procedure is used to remove the state of the existing PDN connection (IP-CAN) / TDF session created at the user plane function.
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Figure 6
The control plane function starts the procedure by sending a User Plane Session TERMINATION REQUEST message (control plane function ID, user plane session ID) to the user plane function. 
The user plane function identifies the session to be terminated indicated by the user plane session ID. Then, the use plane function removes the whole state information related to this user plane session.

The user plane function responds with a User Plane Session TERMINATION RESPONSE message (user plane function ID, user plane session ID, list of response parameters). List of response parameters contains any information that the user plane function has to provide to the control plane function in response to the control information received (e.g. measurement reports).
Editor’s note: it is FFS whether this procedure can be triggered by user plane function.
3. Sx reporting procedure
This procedure is used by the user plane function to report events related to the node level and/or individual user plane sessions.
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Figure 7
The user plane function detects that an event has to be reported and starts the procedure by sending a Sx Report message (user plane function ID, list of [event, status]) to the control plane function. The control plane function responds with a Sx Report ACK message (control plane function ID). The event parameter contains the name of the event and the corresponding control plane function ID or user plane session ID. The status parameter contains the actual information the control plane function is interested in (e.g. the load status of the node, the measured traffic volume, the detected application ID or the DHCP message received from the UE).  
The following events can be reported:

-
Node level events:

- load/overload status;

- etc. 

-
User plane session events:

- measurement report;

- start/stop of application detection (PGW-U and TDF-U only);
- detection of DHCPv4 and DHCPv6 messages from UE (PGW-U only);

- detection of IPv6 Router advertisement, Router solicitation, Neighbour Advertisement, Neighbour Solicitation (ref: RFC 4861) from UE (PGW-U only);

- detection of 1st downlink data for a bearer (SGW-U only);
- etc. 
NOTE: The reply to a DHCP/IPv6 router message from the UE is sent with the User plane session modification procedure to the user plane function.
Editor’s note: Alternatives for the forwarding of DHCP/IPv6 router messages between user plane function and control plane functions are FFS.

Editor’s note: Whether the node level reporting and session level reporting need separate procedures is FFS.
Proposal

It is proposed to add the following texts into TR 23.714.

Start of Change
6.1.1.X Procedures over Sx Reference Points
Following procedures are necessary for the interactions between control and user plane functions. The procedures are described in a general way and can thus be applied between SGW-C and SGW-U, PGW-C and PGW-U as well as TDF-C and TDF-U.
6.1.1.X.1
Sx Management Procedures

6.1.1.x.1.1
Sx Setup Procedure

Since the user plane function may be added or removed dynamically in the system and there are considerably more user plane than the control plane functions, ideally the user plane function should initiate the connection to the control plane function, for the purpose of exchange of e.g. identities of the user plane function for communication, the features supported by user plane function, etc.

This requires that the user plane function is provisioned with the identities of the control plane functions e.g. FQDN or IP address so that it can connect to the control plane function when initiating this procedure.

NOTE: it is the operator’s policy which control plane functions are configured in a specific user plane function.

The procedure is always initiated by the user plane function and applied in the following situations:

· User plane function power on;

· User plane function restart;

· User plane function detecting the control plane function failure;
Editor’s note: Whether there is a need/scenario for initiating the Sx Setup Procedure from the control plane function is FFS.
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Figure 6.1.1.x.1.1-1 Sx setup procedure
The user plane function starts the procedure by sending a Sx SETUP REQUEST message (user plane function ID, features supported) to the control plane function. The control plane function responds with a Sx SETUP RESPONSE message (control plane function ID, node level reporting instructions). Node level reporting instructions indicate to the user plane function how reporting of node level events has to be done (e.g. load/overload status, time interval between two reports).
The exchanged Sx configuration data shall be stored in the respective node and erases any previously existing Sx configuration data in the two nodes and replaces it by the new one received.

When this procedure is finished, the Sx interface is operational and other Sx messages can be exchanged.
NOTE: The detailed information exchanged during Sx setup procedure can be specified in stage 3.
6.1.1.x.1.2
Sx Configuration Update Procedure
The purpose of the Sx Configuration Update procedure is to enable the control plane function to update Sx configuration data needed by the user plane function to interoperate correctly.
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Figure 6.1.1.x.1.2-1 Sx configuration update procedure
The control plane function starts the procedure by sending a Sx CONFIGURATION UPDATE REQUEST message (control plane function ID, node level reporting instructions) to the user plane function. The user plane function responds with a Sx CONFIGURATION UPDATE RESPONSE message (user plane function ID). Node level reporting instructions indicate to the user plane function how reporting of node level events has to be done. 

This procedure erases any previously existing Sx configuration data in the user plane function and replaces it by the new one received.
6.1.1.x.1.3
Sx Release Procedure
The Sx release procedure is initiated by the user plane function with the purpose of notifying the control plane function that it cannot provide services any longer (not partial failure), due to e.g. OAM reasons.
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Figure 6.1.1.x.1.3-1 Sx release procedure
The user plane function starts the procedure by sending a Sx RELEASE REQUEST message (user plane function ID) to the control plane function. The control plane function responds with a Sx RELEASE RESPONSE message. 
6.1.1.x.2
Sx Session Management Procedures

6.1.1.x.2.1
General

User plane session management procedures are used during UE’s PDN connection (IP-CAN) / TDF session establishment, modification and termination procedures to control the functionality of user plane function defined in clause 6.1.1. 
The following user plane session management procedures exist: user plane session establishment procedure, user plane session modification procedure, and user plane session termination procedure. All of them are initiated by the control plane function.

Editor’s note: Additional procedures (or types of interaction) may be required and will be added when identified.
6.1.1.x.2.2
Sx Session Establishment Procedure

The user plane session establishment procedure is used to create the initial state of a PDN connection (IP-CAN) / TDF session at the user plane function.

During PDN connection establishment (i.e. during attach or UE requested PDN connectivity procedure), the user plane session establishment procedure is executed between SGW-C and SGW-U, PGW-C and PGW-U as well as TDF-C and TDF-U. The state information comprises the parameters for the default bearer of the PDN connection for SGW-U and PGW-U as well as IP-CAN/TDF session related parameters for PGW-U/TDF-U.
During SGW-U relocation, the user plane session establishment procedure is executed between SGW-C and the target SGW-U. The state information comprises the parameters for the default as well as every dedicated bearer of the PDN connection.
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Figure 6.1.1.x.2.2-1 Sx session management procedure
The control plane function starts the procedure by sending a Sx session establishment request message (control plane function ID, Sx session ID, list of parameters) to the user plane function. The user plane function responds with a Sx session establishment response message (user plane function ID, Sx session ID, list of response parameters). List of parameters contains the structured control information which defines how the user plane function needs to behave (e.g. Reporting Events, Bearer ID, Rule ID, Detection information, Measurement key, Measurement threshold). List of response parameters contains any information that the user plane function has to provide to the control plane function in response to the control information received .
6.1.1.x.2.3
Sx Session Modification Procedure

The Sx session modification procedure is used to update the state of the existing PDN connection (IP-CAN) / TDF session at the user plane function.
The Sx session modification procedure is executed between SGW-C and SGW-U as well as PGW-C and PGW-U during dedicated bearer activation procedure, bearer modification procedure, bearer deactivation procedure as well as UE requested bearer resource modification procedure. 
The Sx session modification procedure is also executed between PGW-C and PGW-U as well as TDF-C and TDF-U whenever IP-CAN/TDF session related parameters for PGW-U/TDF-U have to be modified.
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Figure 6.1.1.x.2.3-1 Sx session modification procedure
The control plane function starts the procedure by sending a Sx session modification request message (control plane function ID, Sx session ID, list of parameters) to the user plane function. List of parameters contains the structured control information which defines how the user plane function needs to behave (e.g. Reporting Events, Bearer ID, Rule ID, Detection information, Measurement key, Measurement threshold).

The user plane function identifies the session to be modified indicated by the user plane session ID. Then, the use plane function updates the parameters of this user plane session according to the list of parameters sent by the control plane function.

The user plane function responds with a Sx session modification response message (user plane function ID, Sx session ID, list of response parameters). List of response parameters contains any information that the user plane function has to provide to the control plane function in response to the control information received .

6.1.1.x.2.4
Sx Session Termination Procedure

The user plane session termination procedure is used to remove the state of the existing PDN connection (IP-CAN) / TDF session created at the user plane function.
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Figure 6.1.1.x.2.4-1 Sx session termination procedure
The control plane function starts the procedure by sending a Sx session termination request message (control plane function ID, Sx session ID) to the user plane function. 
The user plane function identifies the session to be terminated indicated by the Sx session ID. Then, the use plane function removes the whole state information related to this Sx session.

The user plane function responds with a Sx session termination response message (user plane function ID, Sx session ID, list of response parameters). List of response parameters contains any information that the user plane function has to provide to the control plane function in response to the control information received (e.g. measurement reports).

Editor’s note: it is FFS whether this procedure can be triggered by user plane function.
6.1.1.x.3
Sx reporting procedure

This procedure is used by the user plane function to report events related to the node level and/or individual user plane sessions.
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Figure 6.1.1.x.3-1 Sx reporting procedure
The user plane function detects that an event has to be reported and starts the procedure by sending a Sx Report message (user plane function ID, list of [event, status]) to the control plane function. The control plane function responds with a Sx report ACK message (control plane function ID). The event parameter contains the name of the event and the corresponding control plane function ID or user plane session ID. The status parameter contains the actual information the control plane function is interested in (e.g. the load status of the node, the measured traffic volume, the detected application ID or the DHCP message received from the UE).  
The following events can be reported:

Type 1: Node level events:
· load/overload status;

· etc. 

Type 2: Sx session related events:
· measurement report;

· start/stop of application detection (PGW-U and TDF-U only);

· detection of 1st downlink data for a bearer  for the purpose of paging idle-mode UE (SGW-U only);
· detection of the user plane traffic which needs to be handled by the control plane function, e.g. DHCP/ IPv6 router messages.
· etc. 

Editor’s note: handling of DHCP/IPv6 router messages between user plane function and control plane functions are FFS.
Editor’s note: Whether the node level reporting and session level reporting need separate procedures is FFS.
End of Change
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