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Abstract of the contribution: This paper proposes parameters used on the Sx reference points.
Discussion
Document S2-161810 discusses the procedures for the Sx reference points which are necessary for the interactions between control and user plane nodes. This document discusses the parameters which can be exchanged with these procedures. And while the procedures should be common for all Sx reference points, most of the parameters will be specific to one or two of them due to the different user plane functionality they belong to.
1. Parameters related to general node management
These parameters are used in the general node management procedures between SGW-C and SGW-U, PGW-C and PGW-U as well as TDF-C and TDF-U.
Node ID: unique identifier of user plane node or control plane node 
Supported features: indicates the features and capabilities supported by the user plane node (in case of SGW-U, this has to include the supported service area(s)) 
Node level reporting instructions: indicate to the user plane node how reporting of node level events has to be done, i.e. what to report (e.g. load/overload status) and under what constraints (e.g. minimum time interval between consecutive reports for Sx load management and control of accounting accuracy, maximum time between consecutive reports for control of load status information updates).
Node level events: contains the state information of the user plane node as requested by the control plane node in the node level reporting instructions.
	Procedure
	Sx Setup Procedure
	Sx Configuration Update Procedure
	Sx Release Procedure
	Sx Report Procedure

	Message

Parameter
	UP function Request
	CP function Response
	CP function Request
	UP function Response
	UP function Request
	CP function Response
	UP function Report
	CP function Ack

	Node ID
	X
	X
	
	
	X
	
	X
	

	Supported features
	X
	
	
	
	
	
	
	

	Node level reporting instructions
	
	X
	X
	
	
	
	
	

	Node level events
	
	
	
	
	
	
	X
	

	
	
	
	
	
	
	
	
	


2. Parameters related to user plane session management 
These parameters are used to control user plane functionality related to individual PDN connections in the user plane session management procedures as well as to inform about user plane session events. As the functionality of the respective user plane nodes differs, most parameters are specific to one or two of the reference points Sxa (between SGW-C and SGW-U), Sxb (PGW-C and PGW-U) and Sxc (TDF-C and TDF-U). 
The user plane session management procedures however will use their relevant parameters in the same way for all Sx reference points: the user plane session establishment procedure as well as the user plane session modification procedure provide the control parameters to the user plane node, the user plane session termination procedure removes all control parameters related to a user plane session and the Sx report procedure informs the control plane node about events related to the user plane session that are detected by the user plane node.
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Parameters for packet detection

Different information is used by SGW, PGW and TDF for the detection of packets. When GTP is used (i.e. for SGW and the access side of PGW), the local F-TEID associates the incoming packet with the bearer context. The TDF as well as the PGW on core side apply a combination of UE IP address and SDF templates (i.e. list of SDF filters or application id) to associate an incoming packet with a PCC/ADC rule together with a precedence parameter for solving any overlapping detection criteria.

For the UP function control, it would make sense to have a single parameter (Detection information) which can transfer the necessary combination of UE IP address, F-TEID, SDF filters, application ID for traffic detection that is required for the packet detection and association to the respective bearer and/or flow context. The precedence parameter is also required to allow for overlapping detection criteria.
Parameters for enforcement

Once a packet is associated to a bearer and/or flow context, the UP function can be instructed to perform a variety of enforcement actions:

· Duplication/forwarding/reporting of detection (e.g. SGW needs to inform about every 1st packet of a bearer, PGW/TDF may need to report detected applications, SGW/PGW/TDF need to report measurements). In addition, PGW is required to forward detected DHCP or IPv6 router messages. SGW and PGW may also be required to duplicate and forward packets for legal intercept purposes.
· Gating (i.e. letting packet pass or drop it) according to PCC rule gate status (and PCC rule termination action).
· Bitrate policing (i.e. packet dropping if a given maximum bitrate would be exceeded) on flow, bearer or session level according to PCC rule MBR, bearer MBR or APN-AMBR/TDF session MBR.

· Consideration of packet for measurement of incoming (bearer level) and outgoing (flow, bearer, session level) traffic according to PCC rule charging or monitoring key, PGW requirement to count incoming bearer traffic, SGW requirement to count bearer traffic, IP-CAN/TDF session usage monitoring.
· Marking of packet according to PGW/TDF support for FMSS/redirect or PGW requirement (to set SCI in GTP header in DL traffic) or TDF requirement (to set DSCP in DL traffic)
Parameters for packet forwarding

After all enforcement actions were performed by the UP function, the packet needs to be finally forwarded to the peer entity/network.

· Outer-header creation (i.e. IP+UDP+GTP)

· Outer-header marking (i.e. setting DSCP)
Parameter structure:
The CP function provides the user plane session management related parameters in a hierarchical structure. At minimum, parameters for the user plane session, for one bearer and for one flow have to be provided. 
Unmarked Sx parameters refer to exiting parameters documented in 23.401 or 23.203 (sometimes with small changes in the name). Parameters marked with GENERALIZED represent a combination of existing parameters or refer to a functionality that is more general than what is controlled by the existing parameter. There are also parameters marked with NEW which are introduced to control functionality at the UP function that belongs to specific interface or entity functionality. Furthermore, identifiers for the user plane session, the bearers and the flows are introduced to enable efficient parameter provisioning and modification by CP function as well as UP function reporting. 
Parameters/statements in Italic require further discussion. 

	
	Node
	SGW
	PGW
	TDF

	Sx Parameter
	Message

Description
	CP function Request
	UP function Response, Report
	CP function Request
	UP function Response, Report
	CP function Request
	UP function Response, Report

	Node ID

NEW
	Uniquely identifies a node
	X 
	X 
	X
	X
	X
	X

	
	User Plane Session related parameters

	User Plane Session ID

NEW
	Uniquely identifies a user plane session
	X
	X
	X
	X
	X
	X

	Session MBR 
	Instructs the UP function to enforce this session MBR in UL/DL direction
	
	
	X 

(UL/DL-APN AMBR)


	
	X

(TDF session UL/DL-MBR)
	

	Correlation ID for Session MBR enforcement

NEW
	Informs the UP function about combined enforcement of session MBR for multiple user plane sessions 
	
	
	X 

(APN AMBR)


	
	

	

	Event trigger

(Usage report for threshold reached, Usage report for periodic measurement, Usage report for immediate request, Start/stop of traffic detection)
	Defines the events which the UP function shall detect and report
	X
(Start/stop of traffic detection used for report of 1st packet in bearer)
	X 

(Start/stop of traffic detection used for report of 1st packet in bearer)
	X
	X
	X
	X

	
	Measurement Key related parameters (one or more sets per User plane session ID)

	Measurement Key

GENERALIZED

(Charging Key, Monitoring Key)


	Uniquely identifies a measurement type. The CP function uses the measurement key to group flows that share a common measurement
	X
	X
	X
	X
	X
	X

	Measurement threshold (volume/time/event)
	Defines the unit to be measured and the criteria when to report for this measurement key
	X

(+packet drops for pause of charging)
	

	X
	
	X
	

	Measurement information 
	Defines the measured volume/time/event for this measurement key
	
	X
	
	X
	
	X

	Periodic measurement threshold (e.g. timeofday)
	Defines the point in time for sending a periodic report for this measurement key
	X


	
	X
	
	X
	

	Inactivity detection time
	Defines the period of time after which the time measurement shall stop, if no packets are received.
	X
	
	X
	
	X
	

	
	
	
	
	
	
	
	

	Subsequent measurement threshold (volume/time/event)
	Defines the criteria when to report for this measurement key for the period after the Measurement time
	
	
	X
	
	X
	

	
	
	
	
	
	
	
	

	
	Bearer level related parameters (one or more sets per User plane session ID)

	Bearer ID

(represents as well Allowed Access Type)
	Uniquely identifies the bearer, within a user plane session
	X
	
	X
	
	
	

	Local F-TEID (core side)
	TEID and IP address of UP function on core side
	
	X
	
	
	
	

	Local F-TEID (access side)
	TEID and IP address of UP function on access side
	
	X
	
	X
	
	

	Remote F-TEID (access side)
	TEID and IP address of peer entity on access side
	X
	
	X
	
	
	

	Remote F-TEID (core side)
	TEID and IP address of peer entity on core side
	X
	
	
	
	
	

	Outer header creation

(access side)

NEW
	Instructs the UP function to add an outer header (IP+UDP+GTP) to the outgoing packets on access side
	X
	
	X
	
	
	

	Outer header creation

(core side)

NEW
	Instructs the UP function to add an outer header (IP+UDP+GTP) to the outgoing packets on core side
	X
	
	
	
	
	

	Outer header marking (access side) GENERALIZED
	Instructs the UP function to mark the outer header (IP) on access side
	X

(DSCP)
	
	X

(DSCP)
	
	
	

	Outer header marking (core side) GENERALIZED
	Instructs the UP function to mark the outer header (IP) on core side
	X

(DSCP)
	
	
	
	
	

	Bearer MBR
GENERALIZED 
	Instructs the UP function to enforce this bearer MBR in UL/DL direction 
	
	
	X
	
	
	

	nonGBR indication

(QoS class identifier)
	Informs the UP function that the bearer is subject to Session MBR enforcement

(Only required if UP function performs resource management)
	X
	
	X
	
	
	

	Bearer GBR 
	Only required if UP function performs resource management
	X
	
	X
	
	
	

	ARP 
	Only required if UP function performs resource management
	X
	
	X
	
	
	

	Duplication and forwarding
NEW 
	Instructs the UP function to duplicate and/or forward the packet
	
	
	
	
	
	

	Forwarding destination
NEW
	Contains the endpoint for the forwarding (CP function if parameter is absent)
	
	
	
	
	
	

	Sending of “end marker”

(or created by CP function and sent to UP function together with forwarding instruction?)

NEW
	Triggers the UP function to create and send-out GTP-u packets with end-marker
	X
	
	X
	
	
	

	
	Flow level related parameters (one or more sets per Bearer ID)

	Rule ID

GENERALIZED
	Uniquely identifies the rule, within a user plane session
	X
	
	X
	
	X
	

	Detection information

GENERALIZED 
Potentially split per direction/interface

	Combination of UE IP address, F-TEID, SDF filters, application ID for traffic detection

	X
	
	X
(TEID in UL filter for UL bearer binding verification,

UE IP as source in UL filter for packet screening)
	
	X
	

	Precedence
	Determines the order, in which the detection information of all rules is applied.
	
	
	X
	
	X
	

	Notification of Start/Stop
	Instructs UP function to report application's start or stop.
	
	
	X
	X
	X
	X

	One or more Measurement Key for flow level monitoring 
GENERALIZED

(Charging Key, Monitoring Key)
	The CP function uses the measurement key to group flows that share a common measurement under consideration of the required charging and usage monitoring on flow level.
	X
	
	X
	
	X
	

	2nd Measurement key for session level monitoring

GENERALIZED

(instead of Indication of exclusion from session level monitoring)
	The CP function uses the 2nd measurement key to group flows that share a common measurement on IP-CAN/TDF session level
	
	
	X
	
	X
	

	3rd Measurement key for incoming UL traffic monitoring

NEW
	The CP function uses the 3rd measurement key to group flows that share a common measurement on bearer level
	
	
	X
	
	
	

	Gate status UL/DL (open, close, close after measurement report)
	Instructs the UP function to let the flow pass or to block the flow 
	
	
	X
	
	X
	

	Flow MBR 
	Instructs the UP function to enforce this flow MBR in UL/DL direction
	
	
	X
	
	X
	

	Inner header marking (access side, DL) GENERALIZED
	Instructs the UP function to mark the inner header (IP) on access side
	
	
	
	
	X

(DSCP)
	

	Inner header marking (core side, UL/DL) GENERALIZED
	Instructs the UP function to mark the inner header (IP) on core side
	
	
	X

(FMSS)
	
	X

(FMSS)
	

	Outer header marking (access side) GENERALIZED
	Instructs the UP function to mark the outer header (GTP) on access side
	
	
	X

(SCI in GTP header)
	
	
	

	Forwarding 
(always, after measurement report)

NEW
	Instructs the UP function to forward the packets 
	
	
	X
(DHCP and IPv6 router message, FMSS, Redirection)
	X

(DHCP and IPv6 router message)
	X 

(FMSS, Redirection)
	

	Forwarding destination

NEW
	Contains the endpoint for the forwarding (CP function if parameter is absent)
	
	
	X
(Redirect Destination)
	
	X

(Redirect Destination)
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Editor’s note:  Additional items or parameters may be added into the table if needed.
Proposal

It is proposed to add the following texts into TR 23.714.

Start of Change
6.1.1.X 
Parameters for Sx Reference Points
Editor’s note: The following Sx parameter tables represent the current state of the work. Parameters/statements in Italic require further discussion. Further parameters may need to be added. The parameter structure is still under discussion. Another example of parameter structure is shown in Annex Y.
6.1.1.X.1 
Parameters related to general UP function management
These parameters are used in the general UP function management procedures between SGW-C and SGW-U, PGW-C and PGW-U as well as TDF-C and TDF-U.

Node ID: unique identifier of user plane function or control plane function 

Supported features: indicates the features and capabilities supported by the user plane function (in case of SGW-U, this has to include the supported service area(s)) 

Node level reporting instructions: indicate to the user plane function how reporting of node level events has to be done, i.e. what to report (e.g. load/overload status) and under what constraints (e.g. minimum time interval between consecutive reports for Sx load management and control of accounting accuracy, maximum time between consecutive reports for control of load status information updates).

Node level events: contains the state information of the user plane function as requested by the control plane function in the node level reporting instructions.
Table 6.1.1.X-1: Parameters for general UP function management
	Procedure
	Sx Setup Procedure
	Sx Configuration Update Procedure
	Sx Release Procedure
	Sx Report Procedure

	Message

Parameter
	UP function Request
	CP function Response
	CP function Request
	UP function Response
	UP function Request
	CP function Response
	UP function Report
	CP function Ack

	Node ID
	X
	X
	
	
	X
	
	X
	

	Supported features
	X
	
	
	
	
	
	
	

	Node level reporting instructions
	
	X
	X
	
	
	
	
	

	Node level events
	
	
	
	
	
	
	X
	


6.1.1.X.2 
Parameters related to Sx session management
These parameters are used to control user plane functionality related to individual PDN connections in the user plane session management procedures as well as to inform about user plane session events. As the functionality of the respective user plane functions differs, most parameters are specific to one or two of the reference points Sxa (between SGW-C and SGW-U), Sxb (PGW-C and PGW-U) and Sxc (TDF-C and TDF-U). 

The user plane session management procedures however will use their relevant parameters in the same way for all Sx reference points: the user plane session establishment procedure as well as the user plane session modification procedure provide the control parameters to the user plane function, the user plane session termination procedure removes all control parameters related to a user plane session and the Sx report procedure informs the control plane function about events related to the user plane session that are detected by the user plane function.
Editor’s note: In the below parameter structure example, the CP function provides the user plane session management related parameters in a hierarchical structure. At minimum, parameters for the user plane session, for one bearer and for one flow have to be provided. Unmarked Sx parameters refer to exiting parameters documented in 23.401 or 23.203 (sometimes with small changes in the name). Parameters marked with GENERALIZED represent a combination of existing parameters or refer to a functionality that is more general than what is controlled by the existing parameter. There are also parameters marked with NEW which are introduced to control functionality at the UP function that belongs to specific interface or entity functionality. Furthermore, identifiers for the user plane session, the bearers and the flows are introduced to enable efficient parameter provisioning and modification by CP function as well as UP function reporting. 
Table 6.1.1.X-2: Parameters for Sx session management

	
	Node
	SGW
	PGW
	TDF

	Sx Parameter
	Message

Description
	CP function Request
	UP function Response, Report
	CP function Request
	UP function Response, Report
	CP function Request
	UP function Response, Report

	Node ID

NEW
	Uniquely identifies a node
	X 
	X 
	X
	X
	X
	X

	
	User Plane Session related parameters

	User Plane Session ID

NEW
	Uniquely identifies a user plane session
	X
	X
	X
	X
	X
	X

	Session MBR 
	Instructs the UP function to enforce this session MBR in UL/DL direction
	
	
	X 

(UL/DL-APN AMBR)


	
	X

(TDF session UL/DL-MBR)
	

	Correlation ID for Session MBR enforcement

NEW
	Informs the UP function about combined enforcement of session MBR for multiple user plane sessions 
	
	
	X 

(APN AMBR)


	
	
	

	Event trigger

(Usage report for threshold reached, Usage report for periodic measurement, Usage report for immediate request, Start/stop of traffic detection)
	Defines the events which the UP function shall detect and report
	X

(Start/stop of traffic detection used for report of 1st packet in bearer)
	X 

(Start/stop of traffic detection used for report of 1st packet in bearer)
	X
	X
	X
	X

	
	Measurement Key related parameters (one or more sets per User plane session ID)

	Measurement Key

GENERALIZED

(Charging Key, Monitoring Key)


	Uniquely identifies a measurement type. The CP function uses the measurement key to group flows that share a common measurement
	X
	X
	X
	X
	X
	X

	Measurement threshold (volume/time/event)
	Defines the unit to be measured and the criteria when to report for this measurement key
	X

(+packet drops for pause of charging)
	
	X
	
	X
	

	Measurement information 
	Defines the measured volume/time/event for this measurement key
	
	X
	
	X
	
	X

	Periodic measurement threshold (e.g. timeofday)
NEW
	Defines the point in time for sending a periodic report for this measurement key
	X


	
	X
	
	X
	

	Inactivity detection time
	Defines the period of time after which the time measurement shall stop, if no packets are received.
	X
	
	X
	
	X
	

	Subsequent measurement threshold (volume/time/event)
	Defines the criteria when to report for this measurement key for the period after the Measurement time
	
	
	X
	
	X
	

	
	Bearer level related parameters (one or more sets per User plane session ID)

	Bearer ID

(represents as well Allowed Access Type)
	Uniquely identifies the bearer, within a user plane session
	X
	
	X
	
	
	

	Local F-TEID (core side)
	TEID and IP address of UP function on core side
	
	X
	
	
	
	

	Local F-TEID (access side)
	TEID and IP address of UP function on access side
	
	X
	
	X
	
	

	Remote F-TEID (access side)
	TEID and IP address of peer entity on access side
	X
	
	X
	
	
	

	Remote F-TEID (core side)
	TEID and IP address of peer entity on core side
	X
	
	
	
	
	

	Outer header creation

(access side)

NEW
	Instructs the UP function to add an outer header (IP+UDP+GTP) to the outgoing packets on access side
	X
	
	X
	
	
	

	Outer header creation

(core side)

NEW
	Instructs the UP function to add an outer header (IP+UDP+GTP) to the outgoing packets on core side
	X
	
	
	
	
	

	Outer header marking (access side) GENERALIZED
	Instructs the UP function to mark the outer header (IP) on access side
	X

(DSCP)
	
	X

(DSCP)
	
	
	

	Outer header marking (core side) GENERALIZED
	Instructs the UP function to mark the outer header (IP) on core side
	X

(DSCP)
	
	
	
	
	

	Bearer MBR

GENERALIZED 
	Instructs the UP function to enforce this bearer MBR in UL/DL direction 
	
	
	X
	
	
	

	nonGBR indication

(QoS class identifier)
GENERALIZED
	Informs the UP function that the bearer is subject to Session MBR enforcement

(Only required if UP function performs resource management)
	X
	
	X
	
	
	

	Bearer GBR 
	Only required if UP function performs resource management
	X
	
	X
	
	
	

	ARP 
	Only required if UP function performs resource management
	X
	
	X
	
	
	

	Duplication and forwarding

NEW 
	Instructs the UP function to duplicate and/or forward the packet
	
	
	
	
	
	

	Forwarding destination

NEW
	Contains the endpoint for the forwarding (CP function if parameter is absent)
	
	
	
	
	
	

	Sending of “end marker”

(or created by CP function and sent to UP function together with forwarding instruction?)

NEW
	Triggers the UP function to create and send-out GTP-u packets with end-marker
	X
	
	X
	
	
	

	
	Flow level related parameters (one or more sets per Bearer ID)

	Rule ID

GENERALIZED
	Uniquely identifies the rule, within a user plane session
	X
	
	X
	
	X
	

	Detection information

GENERALIZED 
Potentially split per direction/interface


	Combination of UE IP address, F-TEID, SDF filters, application ID for traffic detection


	X
	
	X

(TEID in UL filter for UL bearer binding verification,

UE IP as source in UL filter for packet screening)
	
	X
	

	Precedence
	Determines the order, in which the detection information of all rules is applied.
	
	
	X
	
	X
	

	Notification of Start/Stop
	Instructs UP function to report application's start or stop.
	
	
	X
	X
	X
	X

	One or more Measurement Key for flow level monitoring 

GENERALIZED

(Charging Key, Monitoring Key)
	The CP function uses the measurement key to group flows that share a common measurement under consideration of the required charging and usage monitoring on flow level.
	X
	
	X
	
	X
	

	2nd Measurement key for session level monitoring

GENERALIZED

(instead of Indication of exclusion from session level monitoring)
	The CP function uses the 2nd measurement key to group flows that share a common measurement on IP-CAN/TDF session level
	
	
	X
	
	X
	

	3rd Measurement key for incoming UL traffic monitoring

NEW
	The CP function uses the 3rd measurement key to group flows that share a common measurement on bearer level
	
	
	X
	
	
	

	Gate status UL/DL (open, close, close after measurement report)
	Instructs the UP function to let the flow pass or to block the flow 
	
	
	X
	
	X
	

	Flow MBR 
	Instructs the UP function to enforce this flow MBR in UL/DL direction
	
	
	X
	
	X
	

	Inner header marking (access side, DL) GENERALIZED
	Instructs the UP function to mark the inner header (IP) on access side
	
	
	
	
	X

(DSCP)
	

	Inner header marking (core side, UL/DL) GENERALIZED
	Instructs the UP function to mark the inner header (IP) on core side
	
	
	X

(FMSS)
	
	X

(FMSS)
	

	Outer header marking (access side) GENERALIZED
	Instructs the UP function to mark the outer header (GTP) on access side
	
	
	X

(SCI in GTP header)
	
	
	

	Forwarding 

(always, after measurement report)

NEW
	Instructs the UP function to forward the packets 
	
	
	X

(DHCP and IPv6 router message, FMSS, Redirection)
	X

(DHCP and IPv6 router message)
	X 

(FMSS, Redirection)
	

	Forwarding destination

NEW
	Contains the endpoint for the forwarding (CP function if parameter is absent)
	
	
	X

(Redirect Destination)
	
	X

(Redirect Destination)
	


End of Change
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