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1
Introduction

The scope of the paper is to identify the high level architecture for the authentication framework. At this stage the authentication requirements for Next Generation network are under definition by SA1 in SMARTER TRs, while SA3 is responsible for the definition of solution addressing security and threats and authentication procedure. The paper intends to provide a framework that may be extended and allows to SA3 defines new authentication procedure if needed. 
The paper considers also the security aspect as in the proposed key issue revision. In case that such proposal will be not approved the security aspect shall be removed. 

In current 3GPP network the authentication procedure defined in TS 33.401 is based on IMSI and Key Exchange Agreement and on interactions between the UE, the MME and the HSS, where the UE is the authentication supplicant, the MME is the authentication server and the HSS provide the keys to the MME.
For the access from N3GPP system, the trusted and untrusted scenario support different procedures and architectures; however some generic roles and commonalities can be identified, if for a moment the reader will focus on the roles more than on the exact terminology. When the N3GPP system is WLAN the authentication is based on support of IEEE 802.1x and EAP based authentication supporting several kind of credentials, including 3GPP. In this scenario the UE is the authentication Supplicant, the AAA authentication server is the Authentication server, the HSS provides the AKA vector and subscription information and an intermediate node in the N3GPP access (WLAN AP), performing the role of Authenticator. It should be noted that in case of untrusted WLAN, IKEV2 VPN procedure is used for establishing attachment to 3GPP and for authenticating the user. In this case the UE is the supplicant, the Authentication function is the AAA server, and the ePDG is the end point of the IPsec tunnel intermediate node acting in similar way of Authenticator, i.e. acting as DIAMETER AAA client (please note that in case of IKEv2 this the correct terminology). 

The 5G NextGen system is supposed to support a variety of access networks, e.g. 5G RAN, Evolved EUTRAN, and non-3GPP access networks. In addition, a large variety of devices needs to be supported. 
In particular, from the point of view of the authentication framework, we need to consider multiple types of devices connecting to the NextGen architecture: devices that have 3GPP credentials provided by the mobile operator; devices that have other types of credentials provided by the mobile operator (e.g. for devices that connect only to fixed broadband); devices that may not support the full 3GPP protocol stack defined for 5G NextGen system or may not have such stack at all (e.g. for devices that connect only to fixed broadband); etc.

In order to support such scenarios, a unified authentication framework is proposed that enables flexibility in the type of devices that can authentication, the type of access network they can authenticate from, the type of authentication supported, and the type of credentials supported.
The architecture framework is describe in the next clause 1.1, while clause 1.2 shown how the framework can macth the current authentication procedure as reference, this does not intend that the same will be supported for next generation network as well, but how it represents an high level framework. 
2
Proposal


It is proposed to add the solution described in the following in TR 23.799 as solution for key issue 12.
####################### START TEXT FOR TR 23.799 (All new text) ##########################
6.x
Solution X for key issue 12  - Authentication and security framework for session based security
This solution addressed the key issue 12 for authentication framework. 

In order to address the requirements from SA1 , the following principles are adopted:
· The solution applies to a single slice.

Editor’s Note: aspects related to support of multiple slices are FFS
· Support authentication of UE connecting to the 5G NextGen CN via different access network, including 3GPP technologies, non-3GPP wireless technologies, fixed broadband access, secure and unsecure Non-3GPP accesses
· The UE is assumed to possess credential. The procedure for providing credential to UE is out of scope of this solution.
· It is assumed that a UE capable to connect to 3GPP RAT always supports 3GPP credentials 
· IMS registration is not considered within the scope of this solution
Editor’s Note: mechanisms for the support of connectionless based service are FFS 

Editor’s Note: Authentication in roaming scenario is FFS
6.X.1
Framework description
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Figure 6.X.2-1: Reference architecture for Unified authentication framework for in non-roaming scenario
The unified authentication framework is defined in the following and shown in figure 6.X.2-1.

Supplicant function: The function inside the UE that executes the authentication process with the peer on network side. 
CP-AU Authentication function: A function that performs UE authentication process and interacts with AAA functionality for carrying out the authentication. 
User Plane Protection function: This function provides the protection (e.g. encryption, integrity protection, etc.) of the user plan information exchanged between the UE and the Access network and/or between the UE and the Core Network. An additional Protection function may be located the Core Network in case that additional security is required. The Protection function may be located the Core Network when not present in AN,. 
Editor’s Nopte: The definition of protection mechanisms is out of the scope of SA2 and it left to SA3 and RAN.
CP Signalling Protection function: This function provides the protection of the control plane information. The CP-AN Signalling Protection Function applies to control plane information exchanged between the UE and the Access network. The CP-CN Signalling Protection function applies to control information exchanged between the UE and the Core Network. The definition of algorithm and data integrity protection mechanism function is out of the scope of SA2 and it left to SA3 
The following functional interfaces are considered: 
-
AU-UE: Supports authentication mechanisms between the UE and the entity performing the UE authentication. AU-UE represents the end-to-end authentication interface between the UE and the CP-AU Authentication Function. The authentication mechanisms supported by this functional interface may be transported via other 5G NextGen mechanisms (e.g. mobility management or session management) to enable UE authentication for such procedures. However, the actual authentication exchange is between the UE and the CP-AU Authentication Function.

-
AU-AN: Supports interaction between the AN and the CP-AU Authentication Function for authentication of the UE and for distribution of security context (e.g. depending on the security requirements in terms of ciphering, integrity protection, etc.).

-
AU-AAA: supports interaction between the CP-AU Authentication Function and AAA for authentication of the UE.

Editor’s Note: Some of these interfaces may be actual reference points in the 5G NextGen architecture, others are captured just to represent the logical relation between functional entities and to describe the functional model, as described below.  

The definition of a unified authentication framework for different access systems connecting to the 5G NextGen core network needs to consider the following aspects: 

-
The types of UEs in terms of capabilities

-
UEs supporting capabilities specific to 5G NextGen CN (including e.g. protocols and procedures specific to the 5G NextGen system)

-
UEs not supporting a subset or none of the capabilities specific to 5G NextGen CN (e.g. NextGen MM)
-
The support of a variety of authentication mechanisms (e.g. 3GPP-specific authentication mechanisms, generic EAP mechanisms, AN-specific mechanisms for non-3GPP accesses), applicable to the different access technology and to different deployment scenarios.

In order to take these aspects into consideration, this solution proposes an authentication framework based on:  
-
Enabling a variety of authentication mechanisms over the AU-UE logical interfaces.

-
Supporting a common transport for the various authentication mechanisms between the CP-AN and the CP-AU, in order to enable different authentication mechanism. 

-
Decoupling authentication and key management from other CN functionality (e.g. mobility management, session management, etc.) to enable independent deployment from authentication function. 
-
The transport of authentication mechanism other AU-UE logical interface may be performed via other functionalities depending by procedure (e.g. via MM function if the UE authenticated upon attachment and the establishment of an MM context). 

-
Enabling the CP-AU Authentication Function to deliver a security information (e.g. keying material) for the UE to an AN functions , i.e. CP-AN Signalling Protection and User Plane Protectionin an access independent manner. The AN functions generates the AN-specific UE security context (e.g., for ciphering and integrity protection) based on the security information provided by the CP-AU

-  Supporting a security context hierarchy to introduce flexibility in deriving the required security context, while maintaining access-dependent aspects in the access networks. Specifically, in this solution:

-
The CP-AU generates at UE authentication and maintains the Authentication Security Context. 

-
From the Authentication Security Context, the CP-AU generates an additional UE security context for the access networks (AN Security Context), e.g. for protection over a specific AN, and may generate security contexts (e.g. keys) for other control plane functions (CP Security Context) such as CP-CN. 

-
The CP-AN may derive the AN specific UE security context (e.g., for ciphering and integrity protection) based on the keying material provided by the CP-AU. 
Editor's Note: whether and how established security associations or contexts are transferred between Network Functions and (re)used, e.g. when the UE’s serving Network Function(s) change due to mobility is FFS
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Figure 6.12.X-2 Security Context Hierarchy in the Unified Authentication Framework.
6.X.3
Solution evaluation

Editor's Note: This clause will contain evaluation on the system impacts, e.g., UE, access network and non-access network.
####################### END TEXT FOR TR 23.799 ##########################
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